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Standards Compliance

This equipment complies with the following standards: UL 60950-1:2007 CAN/CSA-C22.2 No.
60950-1-07; FCC Part 15, Class A; EMC Directive 2004/108/EC, Low Voltage Directive
73/23/EEC, RoHS Directive 2002/95/EC, NEBS/ETSI.

Class | laser products. Internal lasers comply with IEC 60 825-1:1993 + A1:1997 +
A2:2001/EN60825-1:1994 + A1:1996 + A2:2001.

FCC Notice

WARNING: This equipment has been designed to comply with the limits for a Class B digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference when the equipment is operated in a commercial
environment. This equipment generates, uses, and can radiate radio frequency energy and, if not
installed and used in accordance with the manual, may cause harmful interference to radio
communications. Operation of this equipment in a residential area is likely to cause harmful
interference in which case the user will be required to correct for the interference at the user’'s own
expense.

The user is cautioned that changes and modifications made to the equipment without approval of
the manufacturer could void the user’s authority to operate this equipment.

It is suggested that the user use only shielded and grounded cables when appropriate to ensure
compliance with FCC Rules.

Disclaimer

MRV® reserves the right to make changes to any technical specifications in order to improve
reliability, function, or design.

MRYV reserves the right to modify the equipment at any time and in any way it sees fit in order to
improve it.

MRYV provides this document without any warranty of any kind, whether expressed or implied,

including, but not limited to, the implied warranties of merchantability or fitness for a particular
purpose.

The user is advised to exercise due discretion in the use of the contents of this document since the
user bears sole responsibility.

Trademarks

All trademarks are the property of their respective holders.

Copyright © 2010 by MRV

All rights reserved. No part of this document may be reproduced without prior permission of MRV.
This document and the information contained herein are proprietary to MRV and are furnished to
the recipient solely for use in operating, maintaining, and repairing MRV equipment. The
information within may not be utilized for any purpose except as stated herein, and may not be
disclosed to third parties without permission from MRV.

Document Number: ML49175A Document Revision: Rev. 09 Release Date: August 2010

Contact Information '@
For customer support, you can: Q ‘
e Contact your local MRV representative -
e E-mailus at InternationalSupport@mrv.com %MRV
o Visit our MRV Web site at http://www.mrv.com Environmentally Friendly

2 URL: http://www.mrv.com August 2010
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About this Manual

Audience

This manual is intended for the use of the network administrator who wishes to apply, install,
setup, operate, manage, and troubleshoot the OptiSwitch 900. The network administrator is
expected to have working knowledge of:

— Networking
— Switches
— Routers

Latest Revision

The latest revision of the user manual can be found at:
http://kb.mrv.co.il/Knowledge/

Image Versions

This user manual applies to the following Master-OS™ image1 versions of the OptiSwitch 900:
2.1.6A (carrier Ethernet capability)
3.1.4 (MPLS L2 VPN capability)
(The OptiSwitch 900 firmware information can be viewed by invoking the CLI command show
version, as described in the section Viewing Installed Components, page 106.)

Hardware Requirements

The minimum hardware requirements for running these image versions of the OptiSwitch 900
models are as follows:

For 0S904, 0S906, and OS912:
CPU: FER05181, 400 MHz with 32 MB Flash and 128 MB DRAM memory.

For all other OS900 devices:
CPU: MPC8245, 266 MHz with 64 MB Flash and 256 MB DRAM memory.
Device hardware version: 1 or later for 0S906, 0S912-AC-2, 0S912-DC-2.
Device hardware version: 2 or later for 0S904.
Device hardware version: 3 or later for 0S910.
Device hardware version: 1 or later for 0S910-M and OS930.

(The OptiSwitch 900 hardware information can be viewed by invoking the CLI command show
version, as described in the section Viewing Installed Components, page 106.)

Features

Switching and routing features are supported in these image versions of the OptiSwitch 900. [The
specific features can be viewed by invoking the CLI command show version, as described in
the section Viewing Installed Components, page 106.]

! Operative program firmware
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Related Documents

o Release Notes for OptiSwitch 900 (produced if warranted): Contains
information not found in the User Manual and/or overriding information.

o MegaVision User Manual: Describes how to manage the
OptiSwitch 900 and other MRV SNMP-manageable products using
MRV’s MegaVision Pro ® Network Management application.

e Qutdoor Cabinets User Manual: Describes how to install equipment in
an MRV Outdoor Cabinet for protecting them in hazardous
environmental conditions.

Organization

This manual is organized into the following topics:

Safety Requirements — specifies the safety requirements that must be met all times.
Chapter 1: Overview — introduces the 0S900% noting its applications, architecture, key
features, models, layout, and options.

Chapter 2: Applications — presents typical networks built with the OS900.

Chapter 3: Installation — shows how to mount and network connect the OS900.

Chapter 4: Startup, Setup, and Operation — describes how to start, set up, and run the OS900.
Chapter 5: CLI Management — describes how its CLI can be used to manage the OS900.
Chapter 6: Ports — shows how to configure the physical ports of the OS900.

Chapter 7: Interfaces — introduces the types of OS900 communication interface, and shows
how to create, apply, manage, and obtain statistical information on them.

Chapter 8: Multiple-instance Spanning-Tree Protocol (MSTP) — describes how to configure the
0S900 so that it can participate in the spanning-tree protocols legacy STP (IEEE 802.1d), Rapid
STP (IEEE 802.1w), and Multiple-instance STP (IEEE 802.1s).

Chapter 9: ITU-T G.8032/Y.1344 Ethernet Ring Protection Switching — shows how to configure

the OS900 so that it can provide Ethernet-Ring Protection switching that is compliant to /TU-T
Recommendation G.8032/Y.1344 (06/2008).

Chapter 10: Rate Limiting of Flood Packets — describes how to configure the OS900 to limit the
transmission and reception data rates for certain packet types at ports of a VLAN interface.

Chapter 11: Provider Bridges — shows how to configure the OS900 so that IEEE 802.1Q
standard VLANSs can be used to interconnect remote sites of an enterprise scattered across a
service provider network.

Chapter 12: Tag Translation/Swapping — shows how to configure the OS900 so that a packet’'s
source VLAN tag at one UNI is swapped with that of the destination VLAN tag at another UNI (so
that the packet can be received at the destination).

Chapter 13: |EEE 802.3ad Link Aggregation — describes how two or more ports of an OS900
can be linked in parallel to form a single logical communication channel whose bandwidth is the
aggregate of the bandwidths of the individual ports.

Chapter 14: Quality of Service (QoS) — shows how the user can set the OS900 to give
preferential treatment to each ingress and egress packet based on Layer 2 VPT or Layer 3 DSCP
and, optionally, to change the VPT and DSCP values.

Chapter 15: Extended Access Lists (ACLs) — describes how to configure the OS900 so that it
can handle ingress and egress traffic at each OS900 interface.

Chapter 16: Software-based Access Lists (ACLs) for Layer 2 Protocols — shows how to create
and apply software-based Access Lists (ACLs) that handle Layer 2 protocols.

Chapter 17: SNMP Management — shows how to perform SNMP management functions on the
0S900.

2 08904, 0S906, 0S910, 0S910-M, 0OS912, or OS930
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Chapter 18: Port/VLAN Mirroring — shows how to configure the OS900 so that it can replicate
traffic received on one physical port or VLAN at another physical port or VLAN.

Chapter 19: Traffic Conditioner — describes how to configure the OS900 so that it can regulate
the flow of ingress and egress traffic according to one or more packet attributes and/or conditions.

Chapter 20: Egress-Queue Manager (EQM) — describes how to configure the OS900 so that it
can manage inbound as well as outbound traffic queues.

Chapter 21: |IEEE 802.1ag and ITU-T Y.1731 Ethernet Service OAM — shows how to perform
OAM (including fault management and performance management) of multi-domain Ethernet
Services per the IEEE 802.1ag and ITU SG 13 standards.

Chapter 22 |EEE 802.3ah OAM for Ethernet in the First Mile — shows how the OS900 can be
used to perform IP-less management over an EFM link.

Chapter 23: Authentication, Authorization, and Accounting (AAA) — describes the RADIUS
(UDP-based) and TACACS+ (TCP-based) client-server security services for restricting access to
the OS900 CLI agent (via TELNET or Serial/RS-232).

Chapter 24: |EEE 802.1X Access Control — shows how to configure the OS900 so that it will
perform authentication actions per the IEEE 802.1X standard before authorizing or rejecting
connection.

Chapter 25: IP SLA — describes a service assurance tool that enables service providers to
monitor and measure the performance of Layer 3 IP VPN routing networks.

Chapter 26: RFC 2544 Testing — describes the network performance analysis tool based on
RFC2544.

Chapter 27: Scheduler — shows how to schedule execution of administrator-specified
commands at times pre-set by the administrator.

Chapter 28: Transparent-Mode Media Cross-Connect — shows how to use the intelligent
patchpanel-like functionality of the OS900.

Chapter 29: Firmware Viewing and Upgrading/Downloading — provides a detailed procedure for
upgrading/downloading firmware to the OS900.

Chapter 30: Configuration Management — describes how to view, select, delete, or save a
configuration, restore an erased configuration or the factory default configuration, and how to
upload and download a configuration using FTP.

Chapter 31: Dynamic Host Configuration Protocol (DHCP) — describes how the OS900 can be
configured to provide addresses to hosts on its network automatically and for a pre-specified time
duration.

Chapter 32: BOOTstrap Protocol (BOOTP) — describes how the OS900 can be set to operate
in client mode with BOOTP in order to get its IP address and/or configuration file from a DHCP
server.

Chapter 33: Network Time Protocol (NTP) and Timezone — shows how to use the Internet
standard protocol for synchronizing clocks of network devices.

Chapter 34: Network Address Translation (NAT) — shows how to set the OS900 so that it
automatically replaces an IP address of a packet with another IP address when the packet crosses
a specific network interface (port) of the OS900.

Chapter 35: IGMP IP Multicast — shows how to direct selective IP multicast traffic (data, voice,
video, etc.) to ports belonging to a particular IP Multicast group.

Chapter 36: Static and Dynamic Routing — shows how static and dynamic routes can be
configured on the OS900.

Chapter 37: WDM Module — shows how to apply and install the WDM module.
Chapter 38: E1/T1 CES Module — shows how to apply, install, and configure the E1/T1 module.

Chapter 39: STM-1/0C3 CES Module — shows how to apply, install, and configure the
STM-1/0C3 CES module (EM9-CES-OC3).

Chapter 40: DSL Setup and Monitoring— shows how to configure the OS904-DSL4 model's
Single-pair High-speed Digital Subscriber Line (SHDSL) transceiver.
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Chapter 41: MultiProtocol Label Switching (MPLS) — shows how to utilize the technology that
uses labels to direct traffic (e.g., Ethernet packets) to their destination.

Chapter 42: Provision — shows how to provision Layer 2 Ethernet services and to control traffic
flows in services in accordance with the Metro Ethernet Forum (MEF) specifications..

Appendix A: Utilities — describes and shows how to use the various network utilities of the
0S900.

Appendix B: Cable Wiring — shows the wiring for the null-modem RS-232, Ethernet straight,
and Ethernet cross cables.

Appendix C: Cleaning Optical Connectors — describes a recommended procedure for cleaning
optical connectors on the OS900.

Appendix D: Troubleshooting — is a guide for troubleshooting the OS900 on the operative level.

Appendix E: Packet Processing Stages — illustrates the processing stages through which
packets pass in the OS900 from entry to exit.

Appendix F: Product Specification — provides the general specifications of the OS900.

Appendix G: Release Notes for Firmware Version 2.1.6A and 3.1.4 — contains new and/or
overriding information relative to the previous version.

Typographical Conventions

The typographical conventions used in this document are as follows:

Convention Explanation
Courier Bold This typeface represents information provided to the OS900.
Courier Plain | This typeface represents information provided by the OS900.
Italics This typeface is used for emphasis.
This format represents the key name on the keyboard/keypad.
! This icon represents important information.
This icon represents risk of personal injury, system damage, or data
A loss.
Acronyms
AAA Authentication, Authorization, and Accounting
ACL ACcess List (service)
ARP Address Resolution Protocol (For getting MAC address)
AWG American Wire Gage
BER Bit-Error Rate
BOOTP BOOTstrap Protocol
BPDU Bridge Protocol Data Unit
BRAS Broadband Remote Access Server
BSD Berkley Software Distribution
CBS Committed Burst Size
CcC Continuity Check
CCM Continuity Check Messages
CcDP Cisco Discovery Protocol
CE Customer Edge
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CES Circuit Emulation Service

CFM Connectivity Fault Management

CIDR Classless Inter-Domain Routing

CIR Committed Information Rate

CIST Common and Internal Spanning Tree

CL Conformance Level

CLlI Command Line Interpreter (Interface)
CoS Class of Service

co Central Office

CPE Customer Premises Equipment

CRC Cyclic Redundancy Check

CR-LDP Constrained Routing LDP

CSPF Constrained Shortest Path First

CTS Clear To Send

CWDM Coarse Wavelength-Division Multiplexing
dB deciBel

DCD Data Carrier Detect

DES Data Encryption Standard (code/algorithm)
DHCP Dynamic Host Configuration Protocol
DiffServ Differentiated Services

DNS Domain Name Server/System

DoS Denial of Service

DSCP Differentiated Services Code Point

DSR Data Set Ready

DTE Data Terminal Equipment

DTR Data Terminal Ready

DWDM Dense Wavelength-Division Multiplexing
EBS Excess Burst Size

EFM Ethernet in the First Mile

EIA Electronic Industries Alliance

EPL Ethernet Private Line

ETSI European Telecommunications Standards Institute
FEC Forwarding Equivalence Class or Fast Ethernet Channel
FIB Forwarding Information Base

FLR Frame Loss Ratio

FPGA Field-Programmable Gate Array

FTN FEC To NHLFE

FTP File Transfer Protocol

FTTX Fiber To The X (Home/Business/etc.)
GMT Greenwich Mean Time

GPS Global Positioning System/Satellite
ICMP Internet Control Message Protocol

IEEE Institute of Electrical and Electronic Engineers
IETF Internet Engineering Task Force

IGMP Internet Group Management Protocol
ILM Incoming Label Map
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IP Internet Protocol

ISDN Integrated Services Digital Network

ISP Internet Service Provider

ITU International Telecommunications Union

LACP Link Aggregation Control Protocol

LAG Link AGgregation

LAN Local Area Network

LBM Loopback Message

LBR LoopBack Reply

LDP Label Distribution Protocol

LER Label Edge Router

LIN Link Integrity NotificationF

LLC Logical Link Control

LMR Loss Measurement Reply

LOC Loss Of Continuity

LOS Loss Of Signal

LRM Loopback Reply Message

LSA Link-State Advertisement

LSP Label Switch Path

LSR Label Switch Router

LTM Linktrace Message

LTR Link Trace Reply

MA Maintenance Association

MAC Medium Access Control

MAID Maintenance Association IDentifier

MAN Metropolitan Area Network

MD Maintenance Domain level

MD5 Message Digest 5 (code/algorithm)

MDI Media Dependent Interface
Pinout: 1 > Tx+, 2 2 Tx-, 3 2 Rx+, 6 2 Rx-.
Connected to DTE with a cross-wired cable.

MDIX Media Dependent Interface X (with cross-wiring)
Pinout: 1 2 Rx+,2 2 Rx-, 3 2> Tx+, 6 2 Tx-.
Connected to DCE with a cross-wired cable.

MDN Maintenance Domain Name

ME Maintenance Entity - service

MEF Metro Ethernet Forum

MEP Maintenance association End Point

MiB Management Information Base

MSTI Multiple Spanning-Tree Instance

MTU Multi-Tenant Unit or Maximum Transmission Unit

NAS Network Access Server

NAT Network Address Translation

NEBS Network Equipment Building System

NGN Next-GeneratioN

NHLFE Next-Hop Label Forwarding Entry

NMS Network Management Station
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NNI Network-Network Interfaces

NOC Network Operation Center

NTP Network Time Protocol

OADM Optical Add-Drop Multiplexer

OAM Operations, Administration, and Maintenance
(Tools/utilities for installing, monitoring, and troubleshooting a network.)

ocC-3 Optical Carrier level-3

OESD Optical Ethernet Single-service Demarcation-unit

oID Object IDentifier

0SS Operation Support Systems

PAF PME Aggregation Function

PBS Peak Burst Size

PCP Priority Code Point

PDH Plesiosynchronous Digital Hierarchy

PDU Protocol Data Unit

PE Provider Edge

PHB Per-Hop Behavior

PIM-SM Protocol Independent Multicast Sparse-Mode

PING Packet Inter-Network Groper

PIR Peak Information Rate

PME Physical Medium Entity

PMM Performance Management Message

PMR Performance Management Reply

PoP Point-of-Presence

PSN Packet-Switching Network

QoS Quiality of Service

RADIUS Remote Authentication Dial-In User Service

RDI Remote Defect Indication

RED Random Early Discard

RIP Routing Information Protocol

RLB Remote LoopBack

RMON Remote MONitoring

Rol Returns on Investment

RSVP-TE Resource ReSerVation Protocol — Traffic Engineering

RTR Response Time Reporter

RTS Request To Send

RU Rack Unit

RxD Receive Data

SCADA Supervisory Control And Data Acquisition

SCP Secure Copy Protocol

SDH Synchronous Digital Hierarchy

SFP Small Form-factor Pluggable

SL (DiffServ) Service Level

SLA Service Level Agreement

SMB Sub-Miniature B-type

SNMP Simple Network-Management Protocol

SONET Synchronous Optical NETwork
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SSH Secure SHell

SST Single Spanning Tree

STM-1 Synchronous Transport Module level-1
TACACS Terminal Access Controller Access-Control System
TC Traffic Conditioner

TCO Total Cost of Operation

TCP Transmission Control Protocol

TDM Time-Division Multiplexing/Multiplexer
TDR Time-Domain Reflectometry

TELNET (dial-up) TELephone NETwork (connection protocol)
TFTP Trivial-File Transfer Protocol

TLS Transport Layer Security

TLV Time, Length, Value

ToS Type of Service

TTL Time-To-Live

TxD Transmit Data

UDP User Datagram Protocol

UNI User-Network Interface

UPS Uninterruptible Power Supply

URL Universal Resource Location

uTC Coordinated Universal Time

VACM View-based Access Control Model
VvC Virtual Circuit

VCD Virtual Cable Diagnostics

VID VLAN ID

VLAN Virtual LAN

VPLS Virtual Private LAN Service

VPN Virtual Private Network

VPT VLAN Priority Tag

VTP VLAN Trunking Protocol

WAN Wide Area Network

WDM Wavelength-Division Multiplexing
WRR Shape-deficit Weighted Round Robin
XCON-CCM cross-CONnection CCM

438 URL: http://www.mrv.com August 2010



ML49175A, Rev. 09 Safety Requirements

Safety Requirements
A

To reduce risk of physical harm, equipment damage, and fire and to
maintain proper operation, ensure that the safety requirements stated
hereunder are met!

At all Times

Do not let optical fibers come into physical contact with any bare part of the body since they are
fragile, and difficult to detect and remove from the body!

Do not look into the end of an optical fiber since it may be carrying harmful laser radiation that can
cause permanent damage to the eye and even loss of sight!

Do not bend any part of an optical fiber/cable to a diameter that is smaller than the minimum
permitted according to the manufacturer’s specification (usually about 65 mm or 2.5 in)!

Before Installing

Power Ensure that all power to the OS900 is cut off. Specifically, disconnect the OS900
power cord(s) from the power source (line/mains).

Inspection By inspection, ensure that no part of the OS900 is damaged.

Covers Leave the protective covers (e.g., dust caps on optical connectors, etc.) on the

0S900 components at all times until the components are about to be connected.

Grounding For personal protection against electrostatic discharge (ESD),
ensure that the OS900 is electrically connected to ground at the
butterfly nut on screw (or at the earthing tang) located on the rear
(and shown on the right).

Wrist Strap For personal and equipment protection against ESD, wear an ﬁ

ESD-protective wrist strap that is connected to ground. The wrist
strap must have a resistance of at least one megohm in the path
to ground.

Site Reserve one of the following sites for the OS900 allowing for, in addition, a
clearance of at least 25 mm (1 inch) between the air vents and nearby objects:

— Rack Space:

o For models 0S904/AC-1, 0S904/DC-1, 0S906/AC-1, 0S906/DC-1:
219.6 x 43.65 x 265 mm °
[8.45x 1.72x9.45in 7]

o For models OS906/AC-2, 0S906/DC-2:
443 x 43.65 x 204 mm *
[17.4 x 1.72 x 8.03in 7]

o For models 0S910/AC-1, 0S910/DC-1, 0S910/DC-2:
214.6 x 43.65 x 240 mm °
[8.45x 1.72x9.45in

o For models OS910/AC-2:
316.6 x 43.65 x 240 mm *
[12.45 x 1.72 x 9.45 in ?]

o For model OS910-M:
443 x 43.65 x 315 mm 3
[17.44 x 1.72 x 12.4 in ¥

o For models 0S912-AC-2, 0S912-DC-2:
443 x 43.65 x 204 mm °
[17.4x1.72x8.03in

o For models OS930:
443.6 x 43.65 x 290 mm °
[17.48 x 1.72 x 11.42in 7]

January 2010 URL: http://www.mrv.com 49



0S900 Series User Manual L2+ ver. 2.1.6A, L3 ver. 3.1.4

— Wall Area:
o For models 0S904/AC-1, 0S904/DC-1, OS906/AC-1, and
0S906/DC-1:
219.6 x 265 mm >
[8.45 x 9.45 in ?]

— Desktop (Flat, stable, non-conductive, static-free
surface):

o For models OS904/AC-1, 0S904/DC-1, OS906/AC-1, 0S906/DC-1:
219.6 x 265 mm °
[8.45 x 9.45 in ]

o  For models OS906/AC-2, 0S906/DC-2:
443 x 204 mm *
[17.4 x 8.03 in ]

o For models 0S910/AC-1, 0S910/DC-1, 0S910/DC-2:
214.6 x 240 mm®
[8.45 x 9.45 in ]

o For models OS910/AC-2:
316.6 x 240 mm ®
[12.45 x 9.45in 3]

o For model OS910-M:
443 x 315 mm *
[17.44 x 12.4 in ?]

o For models 0S912-AC-2, 0S912-DC-2:
443 x 204 mm °
[17.4 x 8.03 in ]

o For models OS930:
443.6 x 290 mm °
[17.48 x 11.421in 7]

During Installation/Maintenance

Avoid direct exposure to laser beams. In particular, do not look into laser ports.

Ensure that each SFP port at which laser beams are (or will be) present is occupied by an SFP
that is locked in position.

Before Powering On

Temperature
Humidity
Dust

Cooling Air

Line Voltage

Power Cord

Operate the OS900 only at a location where the environmental temperature is in
the range specified for the model. For details, refer to Table 1, page 58.

Operate the OS900 only at a location where the environmental humidity is
non-condensing and between 10 and 85%.

Ensure that the site for the OS900 is dust-free. (Less than 1,000,000 particles per
cubic meter or 30,000 particles per cubic foot is OK.)

Ensure that the airflow around the OS900 and through the air vents is not
obstructed. In particular, ensure that there is a clearance of at least 25 mm (1
inch) between the air vents and nearby objects.

Ensure that the input voltage to the OS900 from the power source is as follows:
For AC power supply: 90 to 240 Vac (@ 60 to 50 Hz)
For DC power supply: -36 to -72 Vdc.

The OS900’s AC power cord must have one of the following specifications:
115V AC Power Cord: The power cord to be used with a 115 Volt AC configuration
must be a minimum type SJT (SVT) 18/3, rated 250 Volts AC, 10 Amps with a

maximum length of 4.5 meters (15 feet). One end is terminated in an IEC 320
attachment plug, the other in a NEMA 5-15P plug.

230V AC Power Cord: The power cord to be used with a 230 Volt AC configuration
must be a minimum type SJT (SVT) 18/3, rated 250 Volts AC, 10 Amps with a
maximum length of 4.5 meters (15 feet). One end is terminated in an IEC 320
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attachment plug. The other end is terminated as required by the recognized safety
organization of the country in which it is to be installed.

During Operation

Ensure that each SFP/XFP port at which laser beams are present is occupied by an SFP/XFP that
is locked in position.

Do not connect or disconnect cables and/or power cords during lightning strikes or thunderstorms.

Servicing
All servicing must be carried out only by qualified service personnel.
Before servicing, ensure that all power to the OS900 is cut off!
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Exigences de sécurité

CAUTION!
A Afin de réduire les risques de dommages physiques, dommages du matériel et
d'incendie, et afin de maintenir un bon fonctionnement, s'assurer que les exigences de
sécurité indiquées ci-dessous sont remplies!

A tout moment

Ne pas laisser les fibres optiques entrer en contact physique avec toute partie du corps restée a
nu, car elles sont fragiles et difficiles a détecter et a éliminer du corps!

Ne pas regarder directement dans I'extrémité d'une fibre optique car elle risque d’émettre des
rayons laser nocifs qui peuvent causer des dommages permanents a I'ceil allant jusqu’a la perte
de la vue!

Ne plier aucune partie d'une fibre ou d’un céble optique jusqu’a un diamétre inférieur au minimum
autorisé selon les spécifications du fabricant (généralement environ 65 mm ou 2,5 po)!

Produit de Laser Classe I. Les lasers internes sont conformes a IEC 60 825-1:1993 + A1:1997 +
A2:2001/EN60825-1:1994+A1:1996+A2:2001

Attention: L'utilisation de commandes ou I'adaptation ou I'exécution de procédures autres que
celles spécifiées dans ce manuel risquent de résulter en une exposition dangereuse a de la
radiation.

Avant l’'installation

Alimentation S’assurer que toute I'électricité allant a 'OS900 est coupée. Plus précisément,
débrancher le cordon d'alimentation de 'OS900 de la source d'énergie (enligne/en
réseau).

Inspection Inspecter afin de vérifier qu'aucune partie de 'OS900 n’est endommageée.

Couvercles Laisser les couvercles protecteurs (c’est a dire les tapes contre la poussiére sur
les connecteurs optiques, etc.) sur les éléments de 'OS900 a tout moment jusqu’a
ce que les éléments soient sur le point d’étre connectés.

Mise a la terre Pour la protection du personnel contre les décharges électrostatiques (ESD),
s'assurer que le OS900 est relié électriquement a la terre a I'écrou papillon qui se
trouve sur la vis située a l'arriére.
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Chapter 1: Overview

General

The OS900 is a multi-layer Telco-compliant compact carrier-class Ethernet demarcation services
platform that provides Layer 2 and 3 functionality.

It enables premium manageable Ethernet services with extensive traffic management and end-to-
end control for service-level conformance.

The OS900 functions as a demarcation device at the customer’s premises and is owned by the
service provider. It provides a carrier-to-customer User-Network Interface (UNI) that separates the
carrier's WAN from the customer’s LAN to free the provider of the need to configure the customer’'s
LAN/devices. The OS900 enables bandwidth limiting, security, and monitoring of customer and
network interfaces with clear visibility of LAN and WAN segments.

For inter-provider demarcation points, the OS900 serves as a demarcation device at the carrier-to-
carrier on-net locations, and provides Network-Network Interfaces (NNI) that separate two different
service provider networks. In such an application, the OS900 enables Ethernet service delivery
over multiple carrier transport networks with end-to-end visibility and control.

Product Highlights

e Service demarcation for Metro Ethernet E-Line, E-LAN, and EPL connectivity services:
- MEF 9’ service conformance
- Provider bridging or MPLS L2 VPN services
- Service protection (with 50 ms recovery time)
e H-QoS according to MEF 14* Traffic Management conformance
o Ethernet Service OAM to guarantee SLAs
o Multi-purpose customer & network interfaces at lower TCO
e |Pv6 future proof (hardware enabled)
e Unified Master-OS™ control plane across all models
e  Circuit Emulation and MPLS Services
o Wirespeed Routing

e CPU and FPGA tests supported (by the nbEthOamCapabilities object in the private MIB
nbEthOam.mib)

Applications
e  Micro-PoP Services
e Business Ethernet Services

e Intra-provider and Inter-provider WAN Ethernet Manageable Services (Ports
can serve as UNIs or NNIs)

Architecture

With state-of-the-art wire-speed technology, the OS900 offers a future-proof solution for ILECs,
IXCs, MSOs, or green-field service providers to meet various business subscriber SLA

3 Test suite for Ethernet services at the UNI

4 A standard defining the requirements and corresponding test procedures for Service Performance and Bandwidth Profile
Service Attributes that may be specified as part of a Service Level Specification (SLS) for an Ethernet Service

January 2010 URL: http://www.mrv.com 53



0S900 Series User Manual L2+ ver. 2.1.6A, L3 ver. 3.1.4

requirements. A single OS900 serving as a demarcation device can facilitate the provisioning of
revenue generating new value-added services thanks to its wide spectrum of service features.

Telco Compatibility

All models of the OS900 can be mounted in standard 19-inch and 23-inch Telco racks. Models
0S904, 0S906, and 0S910 with a single power supply can be mounted side-by-side in pairs in a
single 19-inch or 23-inch Telco rack frame to enable OS900 protection, high port density, as well
as easy accessibility.

Optical SFP Interfaces

SFP interfaces provide unmatched deployment flexibility to enable versatile optical extensions
from short to long-haul singlemode, single-fiber, or CWDM/DWDM connections — simply by use of
an appropriate SFP.

For service providers who build next-generation optical networks, the consolidation of xXWWDM
services with intelligent traffic forwarding on the same platform offers significant savings in capital
expenditure.

The integration of CWDM and DWDM SFPs eliminates the need for a transponder on the network,
and offers increased fiber optimization with physical services separation and dedicated Gigabit
rate for premium optical services based on the same concept of legacy “leased-line” services.

VPN Services & Protection

Compliant to MEF Ethernet Virtual Circuit (EVC), the OS900 offers three types of VPN service:

1. Layer 1 Optical VPN (Media Cross-Connect) — a cross-connect mode with
transparent mode (without MAC address learning). This type of VPN functions like
an intelligent patch panel. In typical patch panels, wires must be physically
disconnected, moved, and reconnected to change the network configuration. In
the OS900, physical connections are left unchanged; only logical connections are
changed — purely by software control — to give the desired port-to-port
interconnections. One application of Media Cross-Connect is to forward data via a
WDM technology port.

2. Layer 2 VPN — VLAN-based tunneling Q-in-Q stacking, swapping, or mapping
services.

3. Layer 2.5 VPN - a label-based MPLS VC for direct connection into MPLS domains
or H-VPLS MTUs.

All the above VPN services can be fully protected using port protection, dual-homing, and/or ring
topology with a recovery time of less than 50 ms.

In addition to L2 VPN, the OS900 offers Layer 3 integrated IP router services to save on costs for
an external router and functions as a single demarcation platform for managed L2 VPN and IP
services.

Traffic Management

The OS900 provides for a value-added network infrastructure with end-to-end per-flow QoS.

It supports full CoS and QoS (MEF 14 model) including flow classification, rate limiting, shaping,
WFQ scheduling, and strict priority scheduling for lower delayl/jitter, and guaranteed throughput in
real-time applications. In addition, it enables dynamic/adaptive buffer pools to prevent bursty traffic
starvation for buffers while ensuring effectiveness of queuing resources.

For network convergence applications that have a clear boundary between a customer’s network
and the carrier’s network, CoS layers (802.1p) can be mapped/marked to preserve priorities or
mapped into protection profiles preconfigured by the carrier.

Hierarchical QoS — CoS-Aware Rate Limit

Defining premium SLAs is a key requirement for service differentiation.
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The OS900 enables traffic management based on innovative CoS-aware rate limit to dynamically
use available bandwidths. Dynamic QoS enables sharing of defined rate-limited flows controlled by
an aggregate profile configured for a UNI or an Ethernet Virtual Circuit. In the new service offering,
consolidated real-time, high-priority, and best effort require the options of differing data rates
configuration and CoS remarking. Dynamic QoS provides for sharing/borrowing bandwidths
allocated for real-time or high-priority applications at intervals when these services are in standby.
This capability optimizes bandwidth utilization at the access/demarcation point of the network
without the need for involving the aggregation layer for this purpose.

Denial of Service (DoS) Protection

The OS900 incorporates multi-layer DoS protection at the hardware level on the CPU control plane
and data-switching plane to protect service and device functionality from hostile traffic without
causing degradation of service performance or affecting the forwarding database or CPU
availability. Multiple traffic types can be policed at Layer 2 (e.g., broadcast frames, multicast
frames), Layer 3 (e.g., IP, OSPF), and Layer 4 (e.g., TCP, UDP).

System Management

The OS900 control plane incorporates a range of highly manageable features that offer assured
interaction with carriers’ OSS and NMS platforms, based on industry-standard Southbound out-of-
band or in-band interfaces. In addition, it can be managed with MRV’s MegaVision Pro NMS to
provide complete GUI and Northbound gateway (XML, TL1 & SNMP) to an entire cluster of
devices for configuration, performance analyses, and inventory control.

For the service provider, the OAM that is provided by a demarcation device determines to a
significant extent the metrics that can be used to formulate the SLA in cooperation with a service
subscriber.

The OS900 incorporates enhanced standards-compliant MEF OAM and gives the service provider
the capability to monitor the network, provision services, and promptly isolate fault locations from a
remote network operation center.
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Figure 1: Operations, Administration, and Maintenance
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Ethernet OAM with IEEE 802.1ag and ITU-T Y.1731

Connectivity of Ethernet bridging devices across Metro Ethernet or other transport networks
provides virtual (dedicated) Ethernet circuits. End-to-end service architecture requires
administrative domain hierarchy with corresponding OAM-enabled titles. The OS900 incorporates
such connectivity, discovery, and fault management along with performance statistics on delay,
jitter, and frame loss for demarcation and intermediate points of service.

Ethernet OAM with IEEE 802.3ah

IEEE 802.3ah Ethernet OAM provides reliable service assurance mechanisms for provider as well
as customer networks so as to avoid expensive time-consuming in-the-field truck rolls for isolating
faults. It includes Discovery Process, Dying Gasp, and Remote Loopback.

Ethernet Loopbacks

The OS900 offers remote loopback functionality on a physical interface or a specific VLAN that
traverses UNI or NNI interfaces. The loopback function allows for remote troubleshooting of
services, from NOC or any other manageable location without having to actually visit the customer
premises. Loopback functionality is hardware controlled to provide performance monitoring and
SLA verification at wire speed.

Virtual Cable Diagnostics

The OS900’s Virtual Cable Diagnostics (VCD) feature enables the administrator to test electrical
data cables attached to its ports for a physical fault, to identify the fault type, and to pinpoint its
location — all this with a single command. The technology used in devising VCD is Time-Domain
Reflectometry (TDR), which works on the same principle as radar.

In Ethernet networks, Layer 1 and Layer 2 elements are so closely coupled that it is often
impossible to determine at what layer the fault is present. Without VCD, isolation of the fault would
involve rollouts of burdensomely numerous cables and other equipment without knowing what or
where the fault is, thereby dramatically increasing maintenance costs and downtime!

Faults that can be detected with VCD are: opens, shorts, bad connectors, impedance mismatch,
and polarity mismatch.

Digital Diagnostics (Optical Performance Level

Monitoring)

The digital diagnostics feature of the OS900 SFPs (as per the standard SFF-8472) serves as a
powerful OPM tool that provides access to a number of real-time SFP operating parameters such
as optical Tx/Rx power, voltage, and temperature, as well as component information, such as,
vendor code, serial number, and wavelength. The information provided using digital diagnostics,
together with alarm and warning thresholds, enables the network administrator to identify potential
problems in optical transmission and take preemptive action before any service outage actually
occurs.

Link Aggregation

The IEEE802.3ad Link Aggregation Control Protocol provides a way to set up an aggregation trunk
automatically between two peers. The protocol controls bundling of several physical ports together
to form a single logical channel.

Unlike LAG which requires the configuration to be defined statically, LACP allows a switch to
negotiate an automatic bundle by sending LACP packets to the peer.

Such a channel between two switches increases traffic throughput capacity among stations
connected to the ports that are members of the trunk. For example, the interconnection of eight
full-duplex Gigabit ports of one OS900 unit to eight full-duplex Gigabit ports of another OS900 unit,
serves as an 8-Gbps full-duplex Ethernet trunk.
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Per-service Performance Monitoring

The OS900 provides real-time and history reporting on various service performance metrics,
including port/VPN-EVC utilization, transmission errors, and QoS threshold exceptions.

Each service can be tracked for statistical information to help in baselining and troubleshooting
traversing services. This capability enables users to verify service guarantees and increase
network reliability by validating network performance. Performance monitoring uses proactive
monitoring to regulate traffic in a continuous, smooth, reliable, and predictable manner so as to
enable measurement of network performance and health.

Link Reflection/Propagation

The Link Reflection/Propagation mechanism provides notification on the integrity of a link from the
network interface to the user interface even if the link extends through several OS900s.

Analyzer VLAN

The OS900 incorporates the powerful Analyzer VLAN feature. This feature enables the operator to
configure a dedicated Analyzer VLAN for remote analysis by a surveillance center. It can be
activated per customer VLAN, per L2, L3, or L4 fields, or per learn table MAC address. The remote
service monitoring conforms with the interception processes according to the requirements of Law
Enforcement Monitoring.

Multiple-instance STP

Multiple-instance STP (MSTP) allows for the creation of multiple STP instances concurrently on a
network with network inter-node links that can be shared by any number of instances. The
implementation complies with the IEEE 802.1s standard and is backward compatible with the
spanning-tree protocols STP (IEEE 802.1d standard) and RSTP (IEEE 802.1w standard) so that
the OS900 can be used in a network consisting of devices operating in STP, RSTP, and MSTP.
MSTP serves to:

1. Prevent collapse of communication over a network whose topology is changed
dynamically.

2. Address the needs of increasingly faster Ethernet networks with mission-critical
applications requiring quick convergence/recovery. (The convergence/recovery time is 50
to 200 ms, the actual time depending on the network).

3. Maximize traffic flow across a network by optimizing resource utilization (for e.g., by
utilizing unused inter-node links).

4. Balance traffic flow across the network in order to increase throughput.

5. Improve fault tolerance by enabling traffic to flow unaffected in MSTIs even when failure
occurs in one or more other MSTls.

Models

The OS900 is available in various models with flexibly selectable SFPs so that a model and SFPs
that are most suitable to an application can be selected. The models are described in Table 1,
below. The SW-UPG-9xMPLS enhanced software upgrade package (Master-OS™: MPLS VC -
LDP, RSVP-TE, CR-LDP, OSPF-TE, CSPF) option can be ordered with an OS900 model. Models
with this option are referred to with the character "S" appended to the model name, e.g., 0S910-
MS.
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Table 1: Models of the 0S900

Model

Description

Regular Operating Temperature (0 to 50 °C or 32 to 122 °F) Models

0S904/AC-1

Intelligent Ethernet services demarcation platform with 2 x Tri-mode® ports (100FX/1000FX
SFP or RJ45 10/100/1000Base-T) + 2 x 100/1000Base-X SFP ports + 1 x out-of-band
management RS-232 port + 1 x out-of-band management Ethernet port + 1 x built-in AC
power supply (90-240 Vac) + 1 x pair of 19-inch rack-mount brackets.

Two OS904/AC-1s are side-by-side mountable on a wall or in a Telco 19-inch or 23-inch
rack.

0S904/DC-1

Like the OS904/AC-1 except that it has a DC power supply (-48 Vdc) instead of an AC
power supply.

0S904/DC-1N

Like the OS904/DC-1 except that its DC power supply is -24 Vdc.

0S904/DSL4

Like the OS904/AC-1 except that it can concurrently also function as a Single-pair High-
speed Digital Subscriber Line (SHDSL) transceiver. The DSL port has 4 DSL channels.

0S904/DSL4D

Like the OS904/DSL4 except that it has a DC power supply instead of an AC power supply.

OS906/AC-1

Intelligent Ethernet services demarcation platform with 6 x Tri-mode ports (100FX/1000FX
SFP or RJ45 10/100/1000Base-T) + 1 x out-of-band management RS-232 port + 1 x
out-of-band management Ethernet port + 1 x built-in AC power supply (90-240 Vac) + 1
x pair of 19-inch rack mount brackets. Two OS906/AC-1s are side-by-side mountable on a
wall or in a Telco 19-inch or 23-inch rack.

OS906/AC-2

Intelligent Ethernet services demarcation platform with 6 x Tri-mode ports (100FX/1000FX
SFP or RJ45 10/100/1000Base-T) + 1 x out-of-band management RS-232 port + 1 x
out-of-band management Ethernet port + 2 x built-in AC power supplies (90-240 Vac) +
1 x pair of 19-inch rack-mount brackets. Mountable in Telco 19-inch or 23-inch rack.

0S906/DC-1

Like the OS906/AC-1 except that it has a DC power supply (-48 Vdc) instead of an AC
power supply.

0S906/DC-1N

Like the OS906/DC-1 except that its DC power supply is -24 Vdc.

0S906/DC-2

Like the OS906/AC-2 except that it has two DC power supplies (-48 Vdc) instead of AC
power supplies.

0S906/DC-2N

Like the OS906/DC-2 except that its DC power supplies are -24 Vdc.

0OS906/ACDC-2

Intelligent Ethernet services demarcation platform with 6 x Tri-mode ports + 1 x out-of-
band management RS-232 port + 1 x out-of-band management Ethernet port + 2 x
built-in mutually redundant power supplies (90-240 Vac and —48 Vdc) + 1 x pair of 19-inch
rack-mount brackets. Mountable in Telco 19-inch or 23-inch rack.

0S910/AC-1

Intelligent Ethernet services demarcation platform with 8 x 10/100/1000Base-T ports (fixed)
+ 2 x100/1000Base-X hot-swappable SFP ports + 1 x out-of-band management RS-232
port + 1 x out-of-band management Ethernet port + 1 x built-in AC power supply (90-240
Vac) + 1 x pair of 19-inch rack-mount brackets.

Two OS910/AC-1s are mountable on a wall or in Telco 19-inch and 23-inch racks.

0S910/AC-2

Intelligent Ethernet services demarcation platform with 8 x 10/100/1000Base-T ports (fixed)
+ 2 x100/1000Base-X hot-swappable SFP ports + 1 x out-of-band management RS-232
port + 1 x out-of-band management Ethernet port + 2 x built-in AC power supplies (90-
240 Vac) + 1 x pair of 19-inch rack-mount brackets.

0S910/DC-1

Like the OS910/AC-1 except that it has a DC power supply (-48 Vdc) instead of an AC
power supply.

0S910/DC-2

Like the OS910/AC-2 except that it has a two DC power supplies (-48 Vdc) instead of two
AC power supplies.

5
X

Tri-mode ports can operate in either of the following Ethernet protocols: 10/100/1000Base-T, 100Base-FX, or 1000Base-
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Table 1: Models of the 0S900 (Cont'd)

Model

Description

Regular Operating Temperature (0 to 50 °C or 32 to 122 °F) Models (Cont'd)

0S910-M Mini multi-service modular platform with 6 x 10/100/1000Base-T ports (fixed) + 2 Tri-mode
ports + 2 x 100/1000Base-X hot-swappable SFP ports + 1 x out-of-band management
RS-232 port + 1 x out-of-band management Ethernet port + 2 optional service modules
(e.g., WDM, E1/T1) + 1 x pluggable, hot-swappable power supply or 2 x pluggable,
mutually redundant, hot-swappable power supplies + 1 x pair of 19-inch rack-mount
brackets.
Part number of 90-240 Vac AC power supply: EM9-M-PS/AC.
Part number of -48 Vdc DC power supply: EM9-M-PS/DC.
Part number of -24 Vdc DC power supply: EM9-M-PS/24DC
Mountable in Telco 19-inch or 23-inch racks.

0S912-AC-2 Intelligent Ethernet services demarcation platform with 12 Tri-mode ports + 2 x AC power
supplies + 1 x pair of 19-inch rack-mount brackets.
Brackets for mounting in a 19-inch rack included.

0S912-DC-2 Like the OS912-AC-2 except that it has a two DC power supplies (-48 Vdc) instead of two
AC power supplies.

0S930 Intelligent Ethernet services demarcation platform with 3 x 10 Gbps Ethernet hot-

swappable XFP ports + 1 x out-of-band management RS-232 port + 1 x out-of-band
management Ethernet port + 1 x pluggable, hot-swappable power supply or two
pluggable, hot-swappable, mutually redundant, power supplies (Part number of AC power
supply (90-240 Vac): EM9005-PS/AC. Part Number of DC power supply (-48 Vdc):
EM9005-PS/DC) + 1 x pair of 19-inch rack-mount brackets.

Mountable in Telco 19-inch or 23-inch racks.

Extreme Operating

Temperature (-10/-40 to 65 °C or 14/-40 to 149 °F) Models

OS904E/AC-1

Intelligent Ethernet Services Demarcation with high temperature support (-10 to 65 °C) with
2 x Tri-Mode (100FX/1000FX SFP or RJ45 10/100/1000Base-T) + 2 x 100FX/1000FX
SFP Ports + 1 x out-of-band management RS-232 port + 1 x out-of-band management
Ethernet port + 1 x built-in AC power supply (90-240 Vac) + 1 x pair of 19-inch rack-
mount brackets.

Two OS904E/AC-1s are side-by-side mountable on a wall or in a Telco 19-inch or 23-inch
rack.

OS904E/DC-1

Like the OS904E/AC-1 except that it has a DC power supply (-48 Vdc) instead of an AC
power supply.

OS904E/DC-1N

Like the OS904E/DC-1 except that its DC power supply is -24 Vdc.

OS904EXT/AC-1

Intelligent Ethernet Services Demarcation with extreme temperature support (-40 to 65 °C)
with 2 x Tri-Mode ports (100FX/1000FX SFP or RJ45 10/100/1000Base-T) + 2
100FX/1000FX SFP ports + 1 x AC power supply (220 Vac) ) + 1 x pair of 19-inch rack-
mount brackets.

Two OS904EXT/AC-1s are side-by-side mountable on a wall or in a Telco 19-inch or 23-
inch rack.

OS904EXT/AC-1N

Like the OS904EXT/AC-1 except that its AC power supply is 110 Vac.

OS904EXT/DC-1

Like the OS904EXT/AC-1 except that it has a DC power supply (-48 Vdc) instead of an AC
power supply.

OS904EXT/DC-1N

Like the OS904EXT/DC-1 except that its DC power supply is -24 Vdc.
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Layout

View
The layout of the OS900 is shown in Figure 2, below.
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Power Cord Fastener MAC Address
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Figure 2: Layout of 0S900

Power Supply Switch (Only in 0S910-M and 0S930)
Power supply switch Lo 1)

| Position: Allows power into the 0S900; [& Position: Prevents power into the OS900.

Power Pushbutton

0S910-M Model

Pin pushbutton SW for powering ON/OFF the 0S910-M system.
Other Models

Pushbutton PWR/POWER for powering ON/OFF the OS900 system.

Reset Pushbutton (Not in OS910-M)
Pin pushbutton RST for restarting the OS900 system.

External Clock Input (Only in 0OS910-M)

Jack for connecting an external clock (optional) to the EM9-CES module that may clock
transmission of E1/T1 signals with greater precision.

Ports

Each port can be independently configured to operate in any of a wide range of modes.
For detailed information on configuration of ports, refer to Chapter 6: Ports, page 127.
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0S904/AC-1, 0S904/DC-1
Two Tri-mode ports (Ports 1 and 2) and two 100/1000Base-X SFP ports (Ports 3 and 4).

0S906/AC-1, 0S906/AC-2, 0S906/DC-1, 0S906/DC-2
Six Tri-mode ports (Ports 1 to 6).

0S910/AC-1, 0S910/AC-2, 0S910/DC-1, 0S910/DC-2

Eight fixed 10/100/1000Base-T ports (Ports 1 to 8) and two 100/1000Base-X Ethernet SFP ports
(Ports 9 and 10).

0S910-M

Six fixed 10/100/1000Base-T ports (Ports 1 to 6), two Tri-mode ports (Ports 7 and 8), and two
100/1000Base-X Ethernet SFP ports (Ports 9 and 10).

0S912-AC-2, 0S912-DC-2

Eight fixed 10/100/1000Base-T ports (Ports 1 to 8), two 100/1000Base-X Ethernet SFP ports
(Ports 9 and 10), and two 1000Base-X Ethernet SFP ports (Ports 11 and 12).

08930

Three 10 Gbps Ethernet XFP ports (Ports 1 to 3).

Management
CONSOLE EIA-232
Serial/RS-232 port (with baud rate 9600 baud) for out-of-band local connection of a craft terminal.

MGT ETH

Ethernet 10/100Base-TX port for TELNET, SSH, and/or SNMP out-of-band connection. It is
directly connected to the CPU and does not affect nor is affected by inband traffic. It is an IP
interface that is used only for connecting a management LAN. Management stations on the LAN
can be used to manage the OS900 out-of-band (using a TELNET, SSH, or SNMP connection over
Ethernet). Alternately, a TFTP client can be connected to the out-of-band interface to access
configuration files stored in the OS900.

LEDs
Global and per-port status-indicator LEDs. The LEDs are described in Table 5, page 84.

Fans
The number of cooling fans in each OS900 model type is shown in Table 2, below.
Table 2: Fans in OS900 Models

Models 0S904/AC-1, 0S904/DC-1, 0S906/AC-2, 0S906/DC-2, 0S930
0S906/AC-1, 0S906/DC-1, 0S910/AC-2, 0S910/DC-2,
0S910/AC-1, 0S910/DC-1, 0S910-M/AC-2, 0S910-M/DC-2,
0S910-M/AC-1, and OS910-M/DC-1 | OS912-AC-2, and OS912-DC-2

Fans 1 2 4

Earthing

0S906/AC-2, 0S906/DC-2, 0S912-AC-2, and 0S912-DC-2
Metal tang at rear for earthing the OS906/AC-2, 0S912-AC-2, and 0S912-DC-2 chassis.

08904, 0S906/AC-1, 0S906/DC-1, 0S910, 0S910-M, and 0S930
Butterfly nut on screw (type NC6) at rear for earthing the OS900 chassis.
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Power Supply

For details on the power supply and power consumption, refer to Appendix F: Product
Specification, page 813.

Options

SFPs/XFPs

08930

Fiberoptic 10 GE XFP transceivers can be fitted to Ports 1 to 3 of the OS930.

Others

The ports of OS900 models to which fiberoptic Fast Ethernet/1GE SFP transceivers can be fitted
are shown in Table 3, below.

Table 3: SFPs Pluggable in Ports of each 0S900 Model

Model | OS904/AC-1, [ OS906/AC-1, OS906/AC-2, | OS910/AC-1, | OS910-M | OS912-AC-2,
0S904/DC-1 0S906/DC-1, OS906/DC-2 | OS910/AC-2, 0S912-DC-2
0S910/DC-1,
0S910/DC-2
Ports 1to4 1to 6 9and 10 7to 10 11012

Service Modules (Only in 0S910-M)

Up to two service modules may be fitted in the OS910-M model. The types of service module
available are:

WDM Module— A passive device for adding or dropping optical data carrier
wavelengths. The device can be an OADM, Multiplexer, or

Demultiplexer module. For details, refer to Chapter 37: WDM
Module, page 623.
E1/T1 Module— A TDM for carrying voice on E1/T1 channels over Ethernet. For
details, refer to Chapter 38: E1/T1 CES Module, page 629.
STM-1/0C3 Module— A TDM for carrying voice on E1/T1 channels over Ethernet. For
details, refer to Chapter 39: STM-1/0C3 CES Module, page 677.

Power Supply

0S900s with an additional universal AC or DC power supply are available. The two power supplies
operate in mutual redundancy mode. This mode of operation has two advantages:

— First, if one power supply fails, the other will supply the requisite power
for continued smooth operation of the OS900. The failure status is
recorded in the OS900. The failure status can be viewed using the
command show version.

— Second, the service provider can coordinate the downtime for OS900
maintenance with the customer.
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Chapter 2: Applications

General
This chapter gives examples of how the OS900 can be applied.

Micro-PoP Services
Figure 3, below, shows how several customers on the same premise can be connected with an
0S900, which can be connected to a metro network via the OS9000 aggregation platform.

VLANSs can be configured to isolate users from one another if required and to provide Q-in-Q
Service VLANs and security.

Business building

Micro PoP - floor aggregation
03904

Basement Aggregation
08912-AC-2

Metro
MFLS or
MGN Sonet/SOH

Figure 3: Micro-PoP Services

WAN Ethernet Manageable Services

Figure 4, below, shows how OS900s can be used to interconnect WANs of various operator
networks.

Q-in-Q (stacked VLANSs) can be used to isolate different types of traffic from one another or to
bridge customers or groups of customers scattered across the operator’s network.

Uplink protection (connection of a dual 100 Mbps or 1G uplink between the OS900 and the same
WAN) and/or dual-homing (connection of a dual 100 Mbps or 1G uplink to different WANSs) can be
implemented.

To provide SLA management and CFM, Traffic Conditioners (TCs) running dynamic CoS can be
set up together with ingress and egress traffic shaping.
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MRV’s MegaVision Pro SNMP network management application can be used on various platforms
for management of the OS900 (and other SNMP-manageable devices) via a LAN or the
World-Wide Web (WWW).

Branch
Branch
03800 :
] 05900 ©
" . Qin Q stacking
! VLAN translation/mapping
i Operator A S ossonn Operator B H-Qos CoS-aware
| WAN ey P WAN SLA Management & CFM
o, Service Provider
_MESVRBRER -
08900 |
|
: = Headquarters
Management

Figure 4: WAN Ethernet Manageable Services

Business Ethernet Services

Figure 5, below, shows an application for providing on-premise Ethernet services while freeing the
aggregation network segment from the task of handling traffic between the hosts on the segment.
VLANSs can be configured to isolate users from one another if required and to provide Q-in-Q
Service VLANs and security.

A 100 Mbps or 1 Gbps uplink can be used to connect the OS900 network to the aggregation
network segment.

In addition, digital diagnostics per the SFF-8472 standard can be performed for SFP transceivers
of the OS900. Layer 1 cable diagnostics (VCD) can be performed to identify and locate faults in
copper cables/connections.

Custorner Premises

Baserment/PoP
059000

Metro
MPLS or
NGN Sonet/SDH

Figure 5: Business Ethernet Services

10 Gbps Ethernet High-end Demarcation Services

Figure 6, below, shows an application for providing mission critical revenue generating 10GE
managed Ethernet services.
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0S930 interfaces can be configured as UNI or NNI as per MEF specifications and enable the
following networking functions:
— 1:1 or 1+1 protected modes with 50 ms restoration time - Ring/Mesh, LIN, and
end-to-end protection based on OAM CCM
— Hierarchical QoS traffic management with 10GE subrates (CIR/EIR)
— Ethernet service OAM - SLA management based on CFM IEEE802.1ag and ITU-T

Y.1731 PM
— 10GE WAN PHY (WIS) mode - configurable to operate at 10GE, OC192, or STM-
64
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Figure 6: 10 Gbps Ethernet High-end Demarcation Services

WAN 10 Gbps Manageable Ethernet Services

Figure 7, below, shows an application for providing manageable 10 Gbps Ethernet services for
intra-providers (operators) or inter-providers.

VLAN translation/mapping, H-QoS dynamic bandwidth, and SLA management can be configured
to enhance service.

In addition, digital diagnostics per the SFF-8472 standard can be performed for XFP transceivers
of the OS930.
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Figure 7: WAN 10 Gbps Manageable Ethernet Services

10 Gbps Ethernet Services over WDM

Figure 8, below, shows an application for placing 10 Gbps Ethernet services via XFPs on MRV’s
LambdaDriver WDM multiplexer that provides long-haul paths, fiber-optimization, and redundancy
protection for services.

VLAN translation/mapping, H-QoS dynamic bandwidth, and SLA management can be configured
to enhance service.

In addition, digital diagnostics per the SFF-8472 standard can be performed for SFP transceivers
of the OS930. Layer 1 cable diagnostics (VCD) can be performed to identify and locate faults in
copper cables/connections.
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Figure 8: 10 Gbps Ethernet Services over WDM

72

URL: http://www.mrv.com

August 2010



ML49175A, Rev. 09 Chapter 3: Installation

Chapter 3: Installation

General
This chapter provides a detailed step-by-step procedure for installing the OS900.

Safety

Before installing the OS900, ensure that the requirements noted in the section Safety
Requirements, page 49, are met.

Package Contents

Essentials

o 0S900s (as many as ordered by the customer)
e EIA-232 Cable (1 per OS900)

e Power Cord (1 per power supply)

e CD containing the OS900 User Manual (1)

Options
e Brackets for mounting the OS900 in a 19-inch or 23-inch rack (2 per
0S900)

¢ WDM and/or E1/T1 CES and/or STM-1/0C3 modules (up to 2 per
0S910-M)

e SFPs (up to 2 per 0S904 or OS910-M)
e XFPs (up to 3 per 0OS930)
e A second power supply (1 per OS910-M or OS930

e MegaVision Pro ® server SNMP network management application (on
CD)

e Qutdoor Cabinet (1 for up to four OS900s)

Requirements

Tools

o Philips screwdriver no. 1
¢ Philips screwdriver no. 2

Data Equipment

DTEs/DCEs
Compliant to IEEE 802.3, IEEE 802.3u, and/or IEEE 802.3z.

Cabling

10/100/1000Base-T Ports
Cable Type: Category 5.
Cable Connector Type: RJ45 8-pin male
Cable Length: Up to 100 m (330 ft)

January 2010 URL: http://www.mrv.com 73



0S900 Series User Manual L2+ ver. 2.1.6A, L3 ver. 3.1.4

Cable Impedance: 100 Q
Cable Wiring: Straight (Figure 78, page 805) or Cross (Figure 79, page 805)

Note

Each 10/100/1000Base-T port may be connected with a straight-wired or

cross-wired cable irrespective of whether the co-port6 is that of a DCE
(e.g., switch) or DTE (e.g., PC) since the OS900 port automatically
configures its interface to be Ethernet MDI or MDIX in order to
communicate via the co-port.

100/1000Base-X Ports
Cabling requirements are SFP dependent.

The cable length can be up to:

[Output power of SFP transmitter — Sensitivity of SFP receiver] - Path losses (in dB) km
Cable Attenuation (in dB/km)

The path losses must include losses due to interposing devices, splices, etc. plus a
safety margin of 3 dB.

10 GE Ports (Only in 0S930)
Cabling requirements are XFP dependent.

The cable length can be up to:

[Output power of XFP transmitter — Sensitivity of XFP receiver] - Path losses (in dB) K
Cable Attenuation (in dB/km) m

The path losses must include losses due to interposing devices, splices, etc. plus a
safety margin of 3 dB.

WDM Module Ports (Only in 0S910-M)

For possible cabling configurations for WDM Module ports, refer to Chapter 37: WDM Module,
page 623.

E1/T1 Module Ports (Only in 0S910-M)

Refer to Chapter 38: E1/T1 CES Module, section Product Specification, page 675.
STM-1/0C3 Module Ports (Only in 0S910-M)

Refer to Chapter 39: STM-1/0C3 CES Module, section Product Specification, page 707.

Cable Fiber Marking

For each cable fiber, attach a label with the marking Tx at one end and another label with the
marking Rx at the other end.

Management Equipment

Out-of-band Management using Serial/RS-232 Connection

e Craft terminal: Asynchronous ASCII terminal, e.g., VT700 terminal
or
Craft terminal emulator: For e.g., PC with asynchronous ASCII terminal
emulation software application such as Microsoft Wind, ows’
HyperTerminal
or
UNIX workstation
or
Linux workstation

o Operating System: For e.g., Microsoft Windows 95, 98, 2000, NT, or
XP

e Cable (supplied by MRV): Null-modem RS-232, with RJ45 8-pin male
connector and DB9 9-pin female connector, and not longer than 15 m

6 A co-port is another port that receives from or forwards to the OS900 port.
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(50 ft) for connecting the OS900 CONSOLE EIA-232 port to the
management station. The cable wiring is shown in Figure 77 on page
805.

Out-of-band Management using TELNET, SSH, or SNMP Connection

e TELNET or SSH station: For e.g., PC with TELNET or SSH application
or
SNMP NMS: For e.g., MRV’s MegaVision Pro® network management
application running on a PC. For details, refer to the MegaVision User Manual.

e Operating System: For e.g., Microsoft Windows 95, 98, 2000, NT, or XP.

o |Interface to the Web: Optional, required for Web-Based Management.

e (Cable: Category 5, with RJ45 male 8-pin connector, up to 100 m (330
ft) long for connecting the OS900 MGT ETH port to the network via

which the management station can access the OS900. The cable must
be cross-wired as shown in Figure 79, page 805.

e |P Address: If an IP address is to be assigned to the OS900 for the first
time, the interconnection described in the section Craft
Terminal/Emulator (For Out-of-band Management), page 81, must be
used.

Mounting

Elevated Operating Ambient Temperature — If an OS900 is installed in a closed or multi-unit rack
assembly, the operating ambient temperature of the rack environment may be greater than the
room ambient temperature. Accordingly, make sure that the operating ambient temperature of the
rack environment is compatible with the maximum ambient temperature (Tma), 50 °C (122 °F).

Reduced Air Flow — Installation of the OS900 in a rack should be such that the amount of air flow
required for safe operation of the OS900 is not compromised.

Mechanical Loading — Mounting of the equipment in the rack should be such that a hazardous
condition is not developed due to uneven mechanical loading.

Ensure that the OS900 will be within reach of the necessary connections, namely, line/mains
power outlet, Ethernet networks, and a craft terminal/emulator or a UNIX workstation if the OS900
is to be managed via its CONSOLE EIA-232 port.

For mounting an OS900, any one of the following may be used: Rack, Wall, Outdoor Cabinet, or
Desktop. Details are given below.

Rack:

—  19-inch rack:

One 0S904, OS906/AC-1, OS906/DC-1, OS910/AC-1, or OS910/DC-1:
EM900-BR-1 bracket pair + four philips screws (supplied by MRV)

One OS910/AC-2 or OS910/DC-2:
EM304-BR-3 bracket pair + four philips screws (supplied by MRV)

One OS906/AC-2, 0S906/DC-2, 0S910-M, OS912-AC-2, 0S912-DC-2, or OS930:
EM930-BR-1 bracket pair + four philips screws (supplied by MRV)

Two 0S904s, OS906/AC-1s, OS906/DC-1s, OS910/AC-1s, or OS910/DC-1s
(side-by-side)
EM900-BR-D Tray + spacer D + 10 philips screws (supplied by MRV)

One 0S904, OS906/AC-1, OS906/DC-1, OS910/AC-1, or OS910/DC-1, and one LDP100

(side by side):
EM900-BR-E Tray + spacer E + 11 philips screws (supplied by MRV)
— 23-inch rack:
One 0S904, OS906/AC-1, OS906/DC-1, OS910/AC-1, or OS910/DC-
EM900-BR-2 bracket pair + four philips screws (supplied by MRV)
One OS910/AC-2 or 0OS910/DC-2:
EM304-BR-4 bracket pair + four philips screws (supplied by MRV)
One OS910-M, OS906/AC-2, 0OS912-AC-2, OS912-DC-2, or OS930:
EM910M-BR-2 bracket pair + four philips screws (supplied by
MRYV)

— Space in rack:
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~ 220 x 45 x 240 mm *
[~8.5x1Ux9.5in7

— One 08904, OS906/AC-1, 0S906/DC-1, OS910/AC-1, or 0OS910/DC-1:
EM900-WBR bracket (supplied by MRV)

The wall area must be at least:

~ 220 x 240 mm*
[~8.5x9.5in?

Outdoor Cabinet:

— Up to four OS900s indoors or outdoors (supplied by MRV)
Desktop:

— One per minimum surface area:

~ 220 x 240 mm ®
[~8.5x9.5in7]

The surface must be flat, stable, non-conductive, and static-free.

Environmental

Temperature: Per the OS900 model — refer to Appendix F: Product Specification, page 813.
Humidity: Non-condensing, 10 to 85%.
Cooling air- Flowing around the OS900 and through the air vents unobstructed. In addition,

there must be a clearance of at least 25 mm (1 inch) between the air vents and
nearby objects.

Power

The line (mains) should be able to supply power to the OS900 as specified on the nameplate of
the OS900. Make sure there will be no overloading of supply circuits that could have an adverse
effect on overcurrent protection and supply wiring.

AC Source

The AC power source (line/mains) should be able to supply power to the OS900 according to the
section Power Consumption (Max), on page 876.

The power cord for 115 Vac input from a power source must be a minimum-type SJT (SVT) 18/3,
rated 250 Vac, 10 A with a maximum length of 4.5 m or 15 ft. One end must terminate in an IEC
320 attachment plug, the other end must terminate in a NEMA 5-15P plug.

(The power cord supplied by MRV meets these requirements.)

The power cord for 230 Vac input from a power source must be a minimum-type SJT (SVT) 18/3,
rated 250 Vac, 10 A with a maximum length of 4.5 m or 15 ft. One end must terminate in an IEC
320 attachment plug, the other end must terminate as required by the recognized safety
organization of the country in which it is installed.

DC Source

The DC power source should be able to supply power to the OS900 according to the section
Power Consumption (Max), on page 8176.
DC rated equipment must be installed in the following conditions:

1. The DC supply source to which the OS900 is to be connected must be isolated
from the alternating current source and reliably connected to earth or to a DC
(SELV) source.

2. The OS900 must be installed only in restricted access areas (Dedicated
Equipment Rooms, Equipment Closets, or the like) in accordance with Articles
110-16, 110-17, and 110-18 of the National Electrical Code, ANSI/NFPA 70.

3. Input wiring to a terminal block must be routed and secured in such a manner that
it is protected from damage and stress. Do not route wiring past sharp edges or
moving parts.

4. Areadily accessible disconnect device, with a 3 mm minimum contact gap shall be
incorporated in the fixed wiring.
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5. Alisted circuit breaker suitable for protection of the branch circuit wiring and rated
60 Vdc minimum must be provided.

6. The following specifications of the DC power block are to be taken into
consideration for preparing/connecting a DC power cable: Rated voltage: 300 V;
Rated current: 15 A; Plastic housing: PBT/UL94V-0/Black; Terminal:
Brass/0.8t/tin-plated; Screw: Steel/M3/nickel plated.

The DC power cable must be #18 AWG with soldered ends. Connector lugs are
not essential. The DC power cable connector must match the measurements of
the DC power block as shown below.

7.62x(P+2)+3
7 62x(P+1)

7 e 14.00
' 2.00

19,

0.30

2,90

0.80

MRV’s CAB3-18T DC power cable is suitable for connection to the DC power block. It has
the following specifications: 3m long, #18 AWG, fitted with connector lugs, terminated at
one end. The terminated end of the cable is to be connected to the DC power supply
connector.

Power Supplies

One power supply may be sufficient for the OS900.

A second power supply ensures continued supply of requisite power even if a power supply fails.
In models OS910-M and OS930, the positions and functions of a power supply’s switch
are as follows:

Position: Allows power from the AC line (mains) into the OS900
Position: Prevents power into the OS900.

UPS

To ensure continued operation even when the line (mains) power is cut off, it is recommended to
connect the OS900 through a UPS.

Grounding

Reliable earthing of the OS900 must be maintained. Particular attention should be paid to supply
connections when connecting to power strips rather than to direct connections to the branch
circuit. The butterfly nut on screw for earthing is of type NC6.
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Procedure

Component Insertion

SFP/XFP
1. Choose the SFP/XFP receptacle into which the SFP/XFP is to be inserted.

2. Holding the SFP/XFP with the right side up, slide it about half-way into the
SFP/XFP receptacle.

3. If the SFP/XFP has a latching mechanism, while holding the SFP/XFP with one
hand gently release the latch with the other hand. Usually, the latch handle is a
wire frame around the SFP/XFP. To release the latch, swing down the wire frame.

4. With both thumbs pressed against the face edges of the SFP/XFP, gently slide it
as far into the SFP/XFP receptacle as possible. Holding the SFP/XFP in this
position, swing up the latch handle around the SFP/XFP in order to latch it.

WDM Module (Only in 0S910-M)

Refer to Chapter 37: WDM Module, section Mounting, page 624.

E1/T1 CES Module (Only in 0S910-M)
Refer to Chapter 38: E1/T1 CES Module, section Mounting, page 632.

STM-1/0C3 Module (Only in 0S910-M)
Refer to Chapter 39: STM-1/0C3 CES Module, section Mounting, page 681.

Power Supply Module, e.g., EM9-M-PS (Only in 0S910-M and 0S930)
1. Choose the receptacle in the OS900 into which the power supply module is to be inserted.

2. Holding the power supply module with the right side up, place the edges of the
module’s PCB between the left and right rails in the receptacle and slide it until its
panel is level with the front panel of the OS900. (This assures that the module’s
connector is inserted into place.)

3. With a philips screwdriver no. 1, fasten the module with the two captive screws that are
located on its edges.

Mounting

Rack
19-inch
One 0S900

1. With four screws, fasten the two mounting brackets’ to the sides of the 0S900 as
shown in Figure 9, below.

2. Mount the OS900 in a 19-inch rack.

L |
L |

Figure 9: 19-inch Brackets Fastening for Mounting one 0S900 in a Rack

7 Either bracket may be mounted on either side.
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Two OS900s Side-by-Side (Only OS904s, OS906/AC-1s, 0S906/DC-1s, OS910/AC-1s, and
0S910/DC-1s)

1. With four screws, fasten one OS900 on the left side of the tray as shown in Figure
10, below.

2. With two screws, fasten the spacer to the right side of the OS900.

3.  With four screws, fasten the second OS900 on the right side of the tray as shown
in Figure 10, below.

4. Mount the tray in a 19-inch rack.

Figure 10: 19-inch Tray Fastening for Mounting two OS900s in a Rack

One OS900 and One LDP100 (Only OS904, OS906/AC-1, OS906/DC-1, OS910/AC-1, or
0S910/DC-1)

1. With four screws, fasten the OS900 on the left side of the tray as shown in Figure
11, below.

2. With two screws, fasten the spacer to the right side of the OS900. With one screw,
fasten the spacer to the tray.

3. With four screws, fasten the LDP100 on the right side of the tray as shown in
Figure 11, below.

4. Mount the tray in a 19-inch rack.

Spacer

Tray

Figure 11: 19-inch Tray Fastening for Mounting one OS900 + one LDP100 in a Rack

23-inch
1. With four screws, fasten the two mounting brackets® to the sides of the 0OS900 as
shown in Figure 12, below.
2. Mount the OS900 in a 23-inch rack.

8 Either bracket may be mounted on either side.
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15

18

Figure 12: 23-inch Brackets Fastening for Mounting one OS900 in a Rack

Wall (Only 0S904, 0S906/AC-1, 0S906/DC-1, 0S910/AC-1, and 0S910/DC-1)

Fasten the wall bracket by inserting two flat-head philips screws (no longer than 3 mm) at two
holes (having counter sinks) on the underside of the OS900 as shown in Figure 13. Fix two wall
screws 100 mm (4 inch) apart and hang the OS900.

Bracket (for wall mounting) ol

Screw (for fastening Bracket) == I

Figure 13: Wall Bracket Fastening to an OS900

Outdoor Cabinet
Refer to the Outdoor Cabinets User Manual, Publication No. ML46852.

Desktop
Place the OS900 on a flat, stable, non-conductive static-free surface.

Earthing

With an insulated copper wire of gage up to #18 AWG, connect the OS900 to an earthing point at
its butterfly-nut-on-screw located at the rear.

Network Connection

Service Modules
WDM Ports
Refer to the section Network Connection, page 624.

E1/T1 Ports
Refer to the section Cabling page 632.

STM-1/0C3 Ports
Refer to the section Cabling page 681.

Data Equipment (DTE or DCE)
Connect the data por’ts9 of the OS900 to the data equipment with cables as follows:

Electrical Ports

Use a straight-wired or cross-wired cable (specified in the section 10/700/1000Base-T Ports, page
73) to connect each OS900 electrical data port to a DTE or DCE.

° Data ports are also referred to as LAN/WAN or customer ports
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Fiberoptic Ports

Using fiberoptic cables connect each optical data port of the OS900 to a DTE or DCE making sure
that:

A port on one device is to be connected to a port on another device as follows: The end
marked Tx'® of one fiber of a cable is connected to the Tx port of a (first) device and the end
marked Rx to an Rx port of another (second) device. For the other fiber of the cable, the end
marked Rx is connected to an Rx port of the first device and the end marked Tx to a Tx port
of the second device.

Management Station
Connect at least one of the following to the OS900: Craft terminal, TELNET station, SSH station,
UNIX station, Linux station, or SNMP NMS, as described below.

Craft Terminal/Emulator (For Out-of-band Management)

With a null-modem RS-232 cable having an RJ45 8-pin male connector, connect the OS900’s
RJ45 8-pin female connector marked EIA-232 to a craft terminal/emulator serial port.

TELNET/SSH Station or SNMP NMS
Connect the OS900 to a TELNET, SSH, or SNMP station in either of the following ways:
— With a Category 5 cable (straight-wired or cross-wired) having an RJ45

8-pin male connector, at the dedicated out-of-band management port
marked MGT ETH or at a 10/100/1000Base-T port.

— With a fiberoptic cable, at a 100/1000Base-X SFP port.

Power Source Connection

AC Source

1. Make sure that the power cord (supplied) for the OS900 is disconnected from the
power source (line/mains).

2. The following substeps apply to OS900 models with a ‘Power Cord Fastener,’
shown in the picture of the Rear of the OS904, page 60. They are to be performed
in order prevent unintentional disconnection of the power cord.

2.1. Plug one end of the power cord into the ‘AC Power Receptacle’.
2.2. Remove the philips screw located on the ‘Power Cord Fastener’.
2.3. Lift up the free end of the ‘Power Cord Fastener'.

2.4. Place the power cord under the free end of the ‘Power Cord Fastener’ and
against the side of the 0S900.

2.5. Bring down the free end of the ‘Power Cord Fastener’ over the power
cord.

2.6. Using the philips screw (removed in Step 2.2, above), fasten the power
cord to the side of the OS900.

3. Connect the other end of the power cord to the power source (line/mains).

DC Source
1. Make sure that the power cable for the OS900 is disconnected from the power source.
2. Connect the terminated end of the cable to the DC power supply connector on the

0S900 as follows: White wire > + ; Black wire > —; Green wire > =,
3. Connect the other end of the power cable to the DC power source.

10 Marking of the fibers is described in the section Cable Fiber Marking, page 74.
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Chapter 4: Startup, Setup, and
' Operation

Startup

To start up the OS900, connect it with its power cord(s) to the power source (line/mains), and, if it
is an 0S910-M or OS930 set each power supply switch () to the ON (ﬂ) position.
This causes the OS900 to undergo a sequence of operationality and initialization tests. At the end

of the tests, which last a few seconds, the OS900 becomes fully operational as a basic switch that
can perform Layer 2 switching between its ports.

Setup

Operation

Default

The default setup is a collection of settings assumed by the OS900 when settings are not assigned
by the administrator. Each default setting can be changed by invoking its associated CLI
command, described in the relevant parts of the manual. The section Invoking a CLI Command,
page 94, shows how to invoke CLI commands.

If the factory default settings are changed, they can be restored as described in the section
Restoration of Factory Default Configuration, page 521.

Custom

A setup can be changed using any of the management stations described in the section
Management Equipment, page 74. The connection of management stations is described in the
section Management Station, page 81. The required setup of the craft terminal is described in the
section Local Management (Craft Terminal), page 83.

Unlike the RS-232 interface, the Ethernet interface (MGT ETH port) or a VLAN interface has to be
enabled for management in order to perform setup. The procedure for enabling management via
these interfaces is given in the section Remote Management, page 191.

Additional setup using the OS900’s CLI is required to activate specific functions of the OS900.
(Examples of such functions are: VLANSs, Provider bridges, Traffic policing, and Link aggregation.)
Use of the CLI is described in Chapter 5: CLI/ Management, page 87. The available functions
and their activation are described in their respective sections/chapters.

Management

Local Management (Craft Terminal)

Make sure that a connection exists between the management station and the OS900 EIA-232 port.
The interconnection is shown in the section Craft Terminal/Emulator (For Out-of-band
Management), page 81.

If you are using a PC, run the emulation software application (e.g., Microsoft Window’s
HyperTerminal or TeraTermPro), and set up the craft terminal/emulator as shown in Table 4,
below.

Table 4: ASCII Craft Terminal/Emulator Setup for CLI Management

Transmit/Receive Rate Data Length Parity Stop Bits | Flow Control
(Baud) (Bits)
9600 8 None 1 None
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Remote Management (TELNET/SSH/SNMP)

For remote management setup, familiarity is required with the CLI and with interface configuration.
Accordingly, setup details are given in the section Remote Management, page 191.

Operation

Monitoring

The OS900 becomes fully operational within a few seconds after being powered ON. Its operation
can be monitored by interpreting the status of its LEDs with the aid of Table 5, below, or with a
management station (e.g., craft terminal, TELNET, UNIX, or Linux station, SSH host, or SNMP NMS).

Table 5: Front Panel LEDs

Level LED Status Significance

Global | PWR ON-Green | Power into the OS900 system OK.
(Power)

ON-Amber | Power present at the entrance to but not in the OS900 system.
(In ©S900 models other than OS910-M, when pushbutton PWR
is pressed continuously for at least 2 seconds, LED RST turns
ON-Green. When power to the OS900 system is shutdown,
LED PWR turns ON-Amber.)

OFF No power at the entrance to the OS900 system.
PS1 ON-Green | Power distribution to OS900 system from Power Supply 1 OK.
(Power Supply 1) That is, power cord connecting Power Supply 1 to line/mains,

and iin 0S910-M and 0S930) Power Supply 1 switch
in position H (power ON).

OFF Power distribution to OS900 system from Power Supply 1

faulty. That is, power cord disconnected or (in 0S910-M and

0S930) Power Supply 1 switch in position E (power

OFF).

PS2 ON-Green | Power distribution to OS900 system from Power Supply 2 OK.

(Power Supply 2) That is, power cord connecting Power Supply 2 to line/mains,

and iin 0S910-M and 0S930) Power Supply 2 switch
in position n (power ON).

OFF Power distribution to OS900 system from Power Supply 2
faulty. That is, power cord disconnected or (in 0S910-M and
0S930) Power Supply 2 switch in position E (power
OFF).

RST or PRP ON-Green | In OS900 models other than OS910-M, while the OS900 was
(Reset) powered ON, either pushbutton RST or pushbutton PWR was
pressed continuously for at least 2 seconds.

OFF Normal operation.

TMP or TEMP ON-Green | Internal temperature of operating OS900 system OK.
(Temperature)

ON-Amber | Internal temperature of operating OS900 system too high.
(The internal temperature can be displayed by invoking the CLI
command show version.)

FAN ON-Green | 0S900 system internal fans OK.
(Fan)

ON-Amber | One or more OS900 system internal fans faulty.

OFF No power into the OS900 system.

MGT ON-Green | Management traffic flowing to/from CPU.
(Management)
OFF No management traffic flowing to/from CPU.
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Table 5: Front Panel LEDs (Cont'd)

Level LED Status Significance
Per Port L&A ON Port link integrity to network OK, port not receiving or transmitting

(Link and data.

Activity)
BLINKING Port link integrity to network OK, port receiving or transmitting data.
Amber Port speed 10/100 Mbps.
Green Port speed 1000 Mbps.
OFF Port link integrity to network broken or faulty.

L ON-Green Port link integrity to network OK.

(Link) (Only for SFP interface type.)

ON-Amber Port link integrity to network OK.
(Only for 10/100/1000-T fixed interface type.)

OFF Port link integrity to network broken or faulty.
A ON-Green Port receiving or transmitting data.
(Activity)

OFF Port neither receiving nor transmitting data.

Reset

The reset function is used to restart the OS900 system without powering it OFF and ON.
To reset the OS900, press pin pushbutton RST.

Shutdown

In 0S904, OS906, 0S910, and OS912

To shut down system operation, simply disconnect the power cord(s) from the power source
(line/mains).

In 0S910-M and OS930

To shut down system operation, set the switch of each power supply to the OFF (E)
position.
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Chapter 5: CLI Management

General

This chapter describes the following:
— Command Line Interpreter (CLI) management tools
— Generic custom setup/management of the OS900 using CLI commands.
A CLI command may be a factory CLI command or a user-configured script. Scripts are
given in the section Scripts, page 118.
For custom setup/management to operate with specific protocols (e.g., MSTP) and utilities
(e.g., DNS) refer to the relevant chapters.
The OS900 is shipped out of the factory already set up. The setup is only partial and allows basic
Layer 2 switching between the Ethernet ports. However, additional settings may be required such
as, for example, an IP address for the OS900.

For SNMP management using a PC running MRV’s Network Management application, refer to the
Mega Vision® Network Management User Manual.

CLI Access

General

The CLI can be accessed via a Serial/RS-232, TELNET, SSH, or SNMP connection even while the
0OS900 is under normal operation.

Access Levels

The OS900 has four CLI access levels, each appropriate to the expertise and authority of the user.
The user enters a level with the password associated with the level. The access levels are as
follows.

e Admin Level: At this level, only general display and external
connectivity commands can be accessed. These commands can be
used to display system version, check connectivity with another system,
logout, etc. To enter this level, after the system is initialized, enter the
login username and password.

o Enable Level: At this level, Admin Level and general system
commands can be accessed. These commands can be used to monitor
system operation, upgrade software, reboot the system, etc. To enter
this level, after login at Admin Level, invoke the CLI command enable,
followed by an additional password if set by the administrator.

e Configure Level: At this level, all system operation configuration
commands can be accessed. To enter this level, after login at Enable
Level, invoke the CLI command configure terminal, followed by
an additional password if set by the administrator.

e Root Level: At this level, the OS900 operating system, Linux, can be
accessed. To enter root level, after login at Enable Level, invoke the
command linux. To become a root user (superuser), enter the
command su followed by the root password. Details are given in the
section Linux Mode, page 101.

The procedure for configuring the root level and admin level passwords are given in the section
First Time Access — Root and Admin Passwords Configuration, page 88.
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The procedure for configuring the enable level password is given in the section
Configuring/Changing the Enable Password, page 103.

The procedure for configuring the configure level password is given in the section
Configuring/Changing the Configure Password, page 104.

Preparation

The following information is a prerequisite for configuring the OS900:
¢ A map of your network topology
o Alist of VLANSs to be configured on ports
e The IP addressing plan for each network interface
e The protocols required by the network
e The protocols to be used
e Location and IP address of each remote management station

First Time Access — Root and Admin Passwords Configuration

Passwords are encrypted to provide added security against unauthorized access and configuration
changes. A password can contain numerical characters (e.g., 1, 2, 3, etc.), symbols (e.g., $, %, @,
etc.), hyphens (-), uppercase letters (a, B, C), and lowercase letters (e.g., a, b, ¢, efc.).

When accessing the OS900 CLI for the first time, both the root (superuser-level) password and the
admin (administrator-level) password should be configured.

Note
% If the root or admin password is not configured, the OS900 can be
accessed simply by pressing in response to the system prompt
to enter the password!

The root password is for accessing the OS900 Operating System (Linux) in order to change its
operating functions. The admin password is for accessing the OS900 CLI in order to configure
operation of the OS900.

The procedure for configuring root and admin passwords is as follows:
1. Power up the OS900.
2. When the prompt:

MRV OptiSwitch 904 version 1 3 1
05900 login:

appears, type root and press .
3. When the prompt:

You are required to change your password immediately (root enforced)

Enter new UNIX password:

appears, type a root password that is six or more characters long and press .
4. When the prompt:

| Retype new UNIX password:

appears, retype the root password and press .

5. Type exit and press .

6. When the prompt:

logout
MRV OptiSwitch 904 version 1 3 1
0S900 login:

appears, type admin and press .
7. When the prompt:

You are required to change your password immediately (root enforced)

Enter new UNIX password:
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appears, type an admin password that is six or more characters long and press .
8. When the prompt:

| Retype new UNIX password:

appears, retype the admin password and press .
The system responds with:

Last login: Wed Jul 13 09:51:59 2007 on ttySO
05900>

indicating that CLI is ready for access.

In order to store these passwords in flash (permanent) memory, invoke the command write
file orwrite memory. The passwords can be changed as described in the section Passwords,
page 102.

Below is an example showing configuration of the root and admin passwords. The strings of
asterisks shown as user passwords are only representations of the passwords; the passwords
(including their length) are actually hidden from view during entry.

MRV OptiSwitch 904 version 1 3 1

05900 login: root

You are required to change your password immediately (root enforced)
Enter new UNIX password: ***%xxx

Retype new UNIX password: ***xx*x%

# exit

logout

MRV OptiSwitch 904 version d0920-03-07-07

05900 login: admin

You are required to change your password immediately (root enforced)
Enter new UNIX password: ****x%

Retype new UNIX password: **xkx*%

Last login: Wed Jul 13 09:51:59 2007 on ttySO

05900> write file

05900>

Standard Access

To access the OS900 for regular management (e.g., monitoring the network, changing system
operation configuration, upgrading software, saving configurations, etc.), i.e., excluding access to
the Linux operating system:
1.  Power up the OS900. After initialization is completed (in about one minute), the
following prompt will appear:

MRV OptiSwitch 910 version 1 3 1
0S900 login:

2. Enter the login name admin. The following prompt will appear:

| Password:

3. Type in the admin password (configured as described in the section First Time
Access — Root and Admin Passwords Configuration, page 88). If no admin
password was configured, the default is no password. In such case, simply press

Enteﬂ.

The system prompt " (e.g., os910>) will appear to indicate that connection to the CLI is
established and the OS900 is ready for local management. For remote management, the OS900
must first be enabled as described in the section Remote Management, page 191.

1Lmewhmewmpmmmwmm%smemwddﬂmoswa
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CLI Modes

A CLI mode (or node) is a stage at which a specific group of CLI commands is available to the
administrator for interacting with the 0S900. To enter a mode, type its name and press [Enter]. The
system prompt includes the mode name to signify entry into the mode.

A mode itself may contain other modes (in addition to commands). On accessing the CLI (as
described in the section CL/ Access, page 87), the modes (and commands) in each mode can be

displayed by pressing .

Viewing CLI Commands

On accessing the CLI (as described in the section CL/ Access, page 87), the commands in a mode
together with their description can be viewed as follows:

1. Type the name of the mode containing the CLI command to be viewed.

2. Press .

Conventions for CLI Commands
Table 6, below, describes the conventions used for CLI commands as presented in this manual.

Table 6: Conventions for CLI Commands

Convention Description
Courier Bold This typeface represents information provided to the system.
The information may include an argument, i.e, part of a CLI
command.
Courier This typeface represents information provided by the system.

Symbols in CLI Commands
Table 7, below, describes the symbols used in CLI commands.

Table 7: Symbols in CLI Commands

Symbol Significance

argument in lower | Argument to be entered as is.
case (keyword)
ARGUMENT IN UPPER | Argument to be replaced with a value.
CASE (VALUEWORD) To specify number values:

Type the individual numbers separated by commas

and/or

Type the lowest and highest number separated by a hyphen

(-) to specify a range of consecutive numbers.
Example: To specify numbers 1, 3,4 to 7, and 9, type 1,3,4-

7,9
[ 1 Optional command argument enclosure.
Do not type this symbol with the command argument!
(CR) Typed command (whatever it is) can be invoked by pressing

|EnteF|.

I Process the output of a CLI command by any Linux command
(e.g., we, grep, tail, etc.).

0S900> prompt of disable mode.
0S900# prompt of enable mode.
0S900 (config) # prompt of configure terminal mode.
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Functional Keys for CLI Commands

Table 8:

Functional Keys for CLI Commands

Key

Function

Used to complete a keyword after its first few characters
are typed. adds characters to a partially typed
keyword to form a character string that is common to all
keywords beginning with the partially typed keyword. If the
partially typed keyword is unique to a keyword,
completes the keyword. If the partially typed keyword is not
unique to a keyword, additional characters will have to be
typed in order for m to complete the keyword.

After the first few characters of a command are typed:
Executes the command if these characters are a
complete command or even if they are unique to the
command.

Displays the message
% Command incomplete
if the characters are not a complete command.
Displays the message
% Unknown command
if the first characters are not those of any command.

When the prompt --More-- appears
Displays the next line in the list
if a show command was invoked.

Displays the next batch of lines in the list
if |?] was pressed immediately after a mode indication
(e.g., 059024-4C (config) #.)

After the system prompt:
Displays all the modes/commands selectable at the
current CLI level.

After the first few characters are typed:
Displays selectable modes/commands/arguments
beginning with these characters.

After a word (mode, command, or argument) is typed:
Displays a set of arguments from which one is
selectable.

[2)
Q

paceba

Scrolls displayed list.

Changes access to the higher mode.

Moves the cursor to the first character on the line.

o
=

Moves the cursor back one character.

o
=

M

Moves the cursor forward one character.

Moves the cursor to the end of the current command line.

BEEEEE®

Backspace

j

Deletes the character to the left of the cursor.

Deletes the last word typed.

CE : DEEE

Q

or

2]
=

C

Deletes all characters from the cursor position to the
beginning of the command line.
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Table 8: Functional Keys for CLI Commands (Cont'd)

Key Function
Deletes all characters from the cursor position to the end of
the command line.
Ctrl or |Ctrl EI Repeats the current command on a new line.
or |Ctrl Returns to enable mode from any other mode.

Displays earlier invoked commands.

E=(g

Displays /ater invoked commands.

Help

By pressing when the cursor is in differing positions in a command, different information

on the command/argument can be obtained.

Note

? does not appear in the CLI display when [Shift EI is pressed.

However, it is shown in the following example (and elsewhere) for
clarity.

CLI Help: Press at the system prompt of any mode to see the
commands available in that mode. The following example shows the
commands available in disable mode when you press El in
disable mode.

0S900> ?
enable Turn on privileged mode command
exit Exit current mode and down to previous mode
help Description of the interactive help system
list Print command list
logout Logout from this current session
monitor Monitor
nslookup Name server query
ping Send echo messages
quit Exit current mode and down to previous mode
show Show running system information
telnet Open a telnet connection
terminal Set terminal line parameters
traceroute Trace route to destination
0S900>

Partial Keyword Help: To view the list of commands that begin with a
partial keyword you have typed, without inserting a space after the last

character of the partial keyword, press . For example, when you
type de and press , the following results are displayed:

0S900 (config) # de?
debug Debugging functions (see also 'undebug')
default Negate a command or set its defaults

default-fwd
0S900 (config) #

Set default forwarding
de

Keyword Definition Help: To view the definition of a command or
keyword that you have typed, without inserting a space after the last

character of the keyword, press [2} For example, when you type

the command port and press , the following results are
displayed:

0S900 (config) # port?
port

Port configuration
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| 0S900 (config) # port

o Command Syntax Help: To view a list of valid keywords and
arguments for a command you have typed, insert a space after the last

character of the command and press [Shiff] . This list contains all the
relevant commands, keywords, and arguments relating to the command

you have typed. For example, when you type port and press ,
the following results are displayed:

05900 (config) # port ?
core-ethertype-1 Set ethertype-1 mode
core-ethertype-2 Set ethertype-2 mode
access—-group Enable access lists on port
acl-binding-mode Set port acl binding mode
advertise Advertise default auto-negotiation capabilities
buffers Buffers setting
default Set port speed and duplex to default value
description Set port description
duplex Port duplex mode
egress-shaping Egress rate shaping
errdisable Disable port when a preconfigured cause is detected
flood-limiting Limit type
flow-control Port flow control mode
ingress-shaping Ingress rate shaping
12protocol-tunnel Layer 2 protocol tunneling specification
lacp Port lacp mode
lt-learning Enable port 1t learning
media-select Select media for the port
mirror Mirroring packets received to the analyzer
mtu-size Configure Maximum Transmit Unit size
priority-queuing Bind port to scheduling profile
protected Egress protected
gos-marking Set QoS marking mode
gos-trust Set QoS trust mode
rapid-lacp Port rapid lacp mode
redundancy Set redundancy mode for APS port
shaper shaper mtu size configuration
sl Port service-level
sl-account Service level port accounting
speed Port speed configuration
state Port state
tag-outbound-mode Set port outbound tag mode
trunk Create a port trunk entry
udld Uni-Directional Link Detection protocol
untagged-multi-vlans Set port to untagged with multi vlans
0S900 (config) # port

Listing CLI Commands

To display the list of all CLI commands in all valid syntaxes that are available at any mode:
1. Enter the mode.
2. Invoke the command 1list.

The CLI commands are displayed in alphabetical order as shown in the example below.
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0S912C (config-line) # list
alias (all|this|NODENAME) NAME ...
end
exec-timeout current-session <1-35791>
exec-timeout current-session default
exec-timeout global <1-35791>
exec-timeout global default
exit
help
list
max-open-vtysh <1-10>
no alias (all|this|NODENAME) NAME
no alias (all|this|NODENAME) NAME ...
no exec-timeout current-session
no exec-timeout global
quit
show alias
show alias (all]|this|NODENAME) [NAME]
show history
show line vty configuration
show max-open-vtysh
write file
write file NAME
write memory
write terminal
0S912C (config-line) #

Invoking a CLI Command

General

A CLI command consists of a name and none, one, or several arguments. The name may be one
word (e.g., interface) or hyphenated words (e.g., radius-server). An argument must be
preceded by a blank space. It may be a keyword (identified by lowercase text) or a valueword
(identified by uppercase text). If a keyword is selected, it must be typed in as is. If a valueword is
selected, a value must be typed instead of it. The value may be just a number or a string
consisting of letters, number digits, and other symbols. Valid values are either displayed or can be
determined from the description of the valueword.

Procedure

To invoke a CLI command:
1. Enter the mode containing the command.

2. Type the command name.
(If you are not sure of the full name of the command, type its first few letters and

press . Command names beginning with these letters are displayed.

Identify the command name you need, and type in one or more additional letters of
the command name until the letters are now unique to the command. To complete

the command name, press .)

3. Press to display arguments (if any) that need to be entered. Identify the
argument you need. If the argument is a keyword (identified by lowercase text),
type the first few letters that are unique to the argument and press . If the

argument is a valueword, type a value for it using the description given for the
value as a guide.

4. Repeat Step 3, until the symbols (CR) and | appear.
5. Press to invoke the command.
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Example

The following example illustrates how a CLI command can be invoked. The procedure is described
in considerable detail to serve as a guide for invoking other CLI commands and to show how
various functional keys can be used when invoking a CLI command. These functional keys help in
producing the command in its correct syntax while minimizing typing.

Suppose the aim is to invoke the command interface vlan IFNAME. Access the CLI (as
described in the section Standard Access, page 89). When the system prompt (e.g., os900>) is
displayed, press to display the commands available at this level. The CLI response is
shown below.

0S900> ?
enable Turn on privileged mode command
exit Exit current mode and down to previous mode
help Description of the interactive help system
list Print command list
logout Logout from this current session
monitor Monitor
nslookup Name server query
ping Send echo messages
quit Exit current mode and down to previous mode
show Show running system information
telnet Open a telnet connection
terminal Set terminal line parameters

traceroute Trace route to destination
05900>

Notice that the symbol ‘2‘ does not actually appear on the screen. Still, it is shown to indicate that

was pressed after the CLI prompt ‘0s900>.
Also, notice that a description appears against each command.

Type ‘e‘ and press [2] The CLI response is shown below.

0S900> e?

enable Turn on privileged mode command

exit Exit current mode and down to previous mode
0S900> e

Notice that the two commands enable and exit are displayed because both these commands
begin with e. To select the command enable type ‘n’ (after the ‘e’ to get ‘en,” which is different
from ‘ex’ in the command exit), and press . Then press . The CLI response is shown
below.

0S900> enable
0S900#

Notice that the system prompt has changed from ‘os900>‘ to ‘osgo00#".
‘+‘indicates entry into enable mode.

Next, type ‘con’ and press . The CLI response is shown below.

05900# configure

Press to determine possible argument choices. The CLI response is shown below.

05900# configure ?
<cr>
terminal Configuration terminal
| Output modifiers
0S900# configure

Type ‘t’ for ‘terminal’, press , and then press . The CLI response is shown below.

05900# configure terminal
<cr>
| Output modifiers
0S900# configure terminal
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Notice that only the symbols ‘<cr>‘ and ‘|* appear. This indicates that the command configure
terminal can now be invoked.

Invoke the command configure terminal by pressing . The CLI response is shown
below.

0S900 (config) #

Notice that the system prompt has changed from ‘0s9004‘ t0 ‘05900 (config) #".
You now have access to configure terminal mode.

You can now press to determine possible command choices in the mode.
Type ‘i’ and press . The CLI response is shown below.

0S900 (confiqg) # i?

igmp IGMP specific commands

ingress-counters Ingress counters group configuration
interface Interface infomation

ip IP information

ip-sla Internet Protocol Service Level Agreement

0S900 (config) # i

Notice that the four commands igmp, ingress-counters, interface, and ip are displayed
because all four of these commands begin with ‘i*. To select the command interface type the
letters ‘nt’,s0 as to have ‘int’' which distinguishes it from the other commands, and press [Tab).
The CLI response is shown below.

05900 (config) # interface

Press to display the selectable arguments. The CLI response is shown below.

05900 (config) # interface ?
IFNAME Existing interface device-name (i.e vif3,...)
out-of-band New or existing out-of-band interface configuration
vlan New or existing vlan interface configuration

05900 (config) # interface

Select ‘vian‘ by typing v and pressing . The CLI response is shown below.

0S900 (config) # interface vlan

Press |Shifﬂ Iﬂ to display the selectable arguments. The CLI response is shown below.

0S900 (config) # interface vlan ?
IFNAME Interface device-name as vif# (i.e vif3 )
05900 (config) # interface vlan

Type an interface ID, e.g., vi£f7, and press to display the selectable arguments. The CLI
response is shown below.

05900 (config) # interface vlan vif7 ?
<cr>
| Output modifiers

0S900 (config) # interface vlan vif7

Notice that only the symbols ‘<cr>‘ and ‘|* appear. This indicates that there are no more arguments
to enter.

To invoke the command, press the . The CLI response is shown below.

0S900 (config) # interface vlan vif7
0S900 (config-vif7) #

Notice that the system prompt has changed from ‘05900 (config) #' t0 ‘05900 (config-vif7) #",
indicating that the command was successfully executed and that the system has entered
‘interface’ mode.

Quick Entry of a CLI Command

For convenience, to invoke a command it is sufficient to type only the first few letters of the
command that are different from the other commands (and to press ).
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Example
For e.g., if the only commands in a mode that begin with the letter ‘e’ are enable and exit, to
invoke enable it is enough to type en; to invoke exit it is enough to type ex.

Negation of CLI Command

Many commands may be prefixed with no in order to disable the feature or function enabled by the
command. By invoking the command without the prefix no, the function (not data) that you
disabled (or that was disabled) is re-enabled.

Example
The command 1t aging enables aging out of entries in the Learn Table.

The command no 1t aging disables aging out of entries about stations in the Learn Table.

Viewing Modes

Viewing of system information on the screen can be set to either of the following formats:
— Paging (display one full screen of information at a time)
— No paging (display all information without interruption until its end)

Paging
This is the default method.
1. Enter enable mode.
2. Invoke the command cli-paging.

No Paging
1. Enter enable mode.
2. Invoke the command no cli-paging.

Pipelining a CLI Command

The pipe | is used to process the output of a CLI command (e.g., show 1t) by a Linux command
(e.g., we, grep, tail, etc.).

Example

0S900 (config)# show 1t | ?

.. Shell command to process the output
begin Begin with the line that matches
end End with the line that matches
exclude Exclude line that match

include Include line that match

write Write output to file
05900 (config) # show 1t | begin B8 2
3 00:0F:BD:00:05:B8 1 Intern STATIC
7 FF:FF:FF:09:BD:5C 1 Intern STATIC
0S900 (config) #

where,

B8 is the pattern that a line must contain in order to be displayed. 2 is the number of lines to
be displayed. 3 and 7 are the entry numbers in the Learn Table.

Example
0S900# show 1t | wc
18 78 933
0S900#
where,
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1t is Learn Table, wc is word count, 1s is the number of lines, 7s is the number of words, 933
is the number of characters.

Example
This example shows how to display the lines containing the string 7c:22:8a:85:16:ck in the output
of the command show 1t, and the word count of these lines.

0S900# show 1t | grep 7C:22:8A:B5:16:CE

2 7C:22:8A:B5:16:CE 1 Intern STATIC
4 7C:22:8A:B5:16:CE 100 Intern STATIC
42 7C:22:8A:B5:16:CE 4095 Intern STATIC
05900# show 1lt | grep 7C:22:8A:B5:16:CE | wc
3 15 150
0S900#
where,

1t is Learn Table, we is word count. 2, 4, and 42 are the entry numbers in the Learn Table. 3
is the number of lines, 15 is the number of words, 150 is the number of characters.

Example
To display the first 10 entries of the MAC table containing the string 00: 60, do:

05900# show 1t | include 00:60 | head -n 10
0S900#

No entry is displayed because no entry containing the string 0o: 60 exists.

Accessing an enable Mode Command from any Mode

From any mode, any command in enable mode can be accessed by prefixing the command with
do.

Example
To invoke the command show time (which is in enable mode) from the mode interface,
invoke do show time as shown below:

05900> enable

05900# configure terminal

05900 (config) # interface vlan vif7
05900 (config-vif7)# do show time
Tue Aug 19 21:17:15 GMT 2008

08900 (config-vif7) #

Alias

An alias is a user-assigned alternate name for an existing CLI command.
Any CLI command (including Scripts, page 7118), in any mode can be assigned an alias.
An alias serves two purposes:

— As a mnemonic (for conveniently identifying the command)

— Quickly invoking the command by entering only its name

Viewing
To view an alias of a command, invoke the command:
show alias [all|this|NODENAME [NAME] ]
where,

all: Inall modes
this: In current mode
NODENAME: Name of a mode in which the alias is to apply
NAME: Alias (alternate name for the command)
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Assigning
To assign an alias to a command, invoke the following command:
alias all|this|NODENAME NAME Command text
where,

all: In all modes
this: In current mode
NODENAME: Name of a mode in which the alias is to apply
NAME: Alias (alternate name for the command)
Command text: CLI command with argument values, if any

In the example below, although the alias is assigned in configure terminal mode it can be
used to invoke the CLI command in any mode.

Example

0S900 (config) # alias
all In all nodes
this In current node

NODENAME Node name
0S900 (config) # alias all
NAME Name of alias
0S900 (config) # alias all INF
Command text
0S900 (config) # alias all INF show interface vif29
0S900 (config) #

Invoking

To invoke a command simply use its alias as the command.
In the example below, the alias is invoked in enable mode although it was assigned in
configure terminal mode.

Example

0S900# INF
alias (INF) => show interface vif29

Name M Device IP State MAC Tag Ports
vif29 vif29 - DO 00:0F:BD:00:5E:A1 0347 5-8
0S900#

Deleting

To delete an alias, invoke the command:

no alias all|this|NODENAME NAME [Command text]
where,
all: In all modes
this: In current mode
NODENAME: Name of a mode in which the alias is to apply
NAME: Alias (alternate name for the command)
[Command text]: CLIcommand with argument values, if any
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Copy-Paste Mode

General

In Copy-Paste mode a set of CLI commands are automatically executed simply by pasting them
onto a CLI window in the appropriate commands mode (possibly configure terminal mode).

Usage

The procedure for using the copy-paste feature is as follows:

1. Enter the mode in which the CLI commands are to be pasted and automatically
executed.

2. Paste the CLI commands onto the CLI window.

Example

The example below demonstrates how the command copy-paste can be used to configure
VLAN interfaces.

Viewing configured interfaces

05900# show interface

INTERFACES TABLE

Name M Device Ip State MAC Tag Ports

vif0 vif0 - DO 00:0F:BD:00:05:B8 0001 1-10

- 'vif0' is the default forwarding interface.
- drop-tag is 4094.

05900# configure terminal
0S900 (config) #

Pasted commands to be executed

interface vlan vif1
tag 10

ip 193.218.67.55/24
ports 1-2

interface vlan vif2
tag 20

ip 193.88.67.55/24
ports 3-4

Executed commands

0S900 (config) # interface vlan vifl
0S900 (config-vifl)# tag 10

08900 (config-vifl)# ip 193.218.67.55/24
0S900 (config-vifl)# ports 1-2
Interface is activated.

0S900 (config-vifl)# interface vlan vif2
0S900 (config-vif2)# tag 20

0S900 (config-vif2)# ip 193.88.67.55/24
05900 (config-vif2)# ports 3-4
Interface is activated.

0S900 (config-vif2) #
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Viewing the results of the execution of the pasted commands

0S900 (config-vif2)# exit
0S900 (config) # show interface

INTERFACES TABLE

Name M Device IP State MAC Tag Ports
vifl vifl 193.218.67.55/24 DO 00:0F:BD:00:36:67 0010 1-2
vif2 vif2 193.88.67.55/24 DO 00:0F:BD:00:36:67 0020 3-4
vif0 vif0 - DO 00:0F:BD:00:36:67 0001 5-10

- 'vif0' is the default forwarding interface.
- drop-tag is 4094.

08900 (config) #

Linux Mode

General

The OS900 Master-OS™ software runs over the Linux operating system. The user can access the
Linux operating system shell in order to perform advanced functions and to monitor internal
Master-OS™ operations and parameter values.

2 CAUTION!

Before accessing the Linux operating system shell, it is advisable to
consult Customer Support at MRV.

Improper use of the shell/Linux commands at the SuperUser level
may cause damage to the OS900 Master-OS™ software and OS900
File System!

Entry

The procedure for accessing the Linux operating system shell is as follows:
1. Enter enable mode.
2. To enter Linux mode, type 1linux.
3. When the prompt $ appears, invoke the command su for superuser privileges.
4

When the prompt rassword: appears, type the root password. If no root password
was configured, the default is no password. In such case, simply press .

Example

0S900> enable
0S900# linux
$ su
Password:

#

Exit
To exit the Linux operating system shell, type exit twice.

Example

# exit
exit
S exit
exit
0S900#
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Passwords

Four passwords can be configured for the OS900, each corresponding to a different access level.
The access levels are described in the section Access Levels, page 87. The passwords are:

e Admin Password
Enables access to general display and external connectivity CLI
commands of the OS900

e Enable Password
Enables access to Admin Level and general system CLI commands of
the OS900

e Configure Password
Enables access to system operation configuration CLI commands of the
0S900

e Root Password
Enables access to the (Linux) operating system of the OS900

Root and Admin passwords, by default, are encrypted. Encryption of an Enable or Configure
password is optional.

Changing the Root Password (and Admin Password)

The root and admin passwords are configured at first time login as described in the section First
Time Access — Root and Admin Passwords Configuration, page 88. To change the root and admin
passwords:

1. Boot or reboot the OS900.
Enter enable mode.
Type linux'%
When the prompt s appears, type su (SuperUser).
When the prompt password: appears, type the root password. If no root password
was configured, the default is no password. In such case, simply press .
When the prompt # appears, type set_fb.

Reboot the OS900 by typing reboot.
The OS900 starts rebooting. At the end of the reboot process, the following prompt is displayed:

o s~ wDd

N

MRV OptiSwitch 910 version 1-0-0
05900 login:

8. Configure new root and admin passwords as described in the section First Time
Access — Root and Admin Passwords Configuration, page 88.
Below is an example showing the user inputs (in bold) for changing the root and admin passwords
and OS900 outputs on the CLI screen. The string of asterisks shown as user password is only a
representation of the password; the password is actually hidden from view during entry.

0S900> enable
05900# linux

S su

Password: **k%%%
# set_fb

# reboot

MRV OptiSwitch 910 version 1 0 10
0S900 login:

12 Entry to the linux mode is indicated by the prompt $. To exit linux mode, invoke the command exit.
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Changing only the Admin Password

The Admin password is configured the first time the OS900 is accessed, as described in the
section First Time Access — Root and Admin Passwords Configuration, page 88. To change the
password:

1. Enter enable mode as follows:

0S900> enable
0S900#

2. Enter configure terminal mode as follows:

0S900# configure terminal
0S900 (config) #

3. Type password and press . The following prompt appears:

05900 (config) # password
Changing password for admin
(current) UNIX password:

4. Enter the old (current) password and press . If no admin password was
configured, the default is no password. In such case, simply press [Enter]. The
following prompt appears:

| Enter new UNIX password:

5. Enter your new password. The following prompt appears:

| Retype new UNIX password:

6. Re-enter the new password. The password is authenticated and, if accepted by
the system, the following prompt appears:

| 05900 (config) #

7. In order to store the password in permanent memory, invoke the command write
file orwrite memory.

Configuring/Changing the Enable Password

1. Enter enable mode.

0S900> enable
0S900#

2. Enter configure terminal mode.

0S900# configure terminal
0S900 (config) #

3. Invoke the command:
enable password PASSWORD
where,
PASSWORD: Password.

| 0S900 (config) # enable password myEnablePass

4. In order to save the password to the configuration files, invoke the command:
write file
or
write memory
The command write terminal shows the password.
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Example

MRV OptiSwitch 910 version 1-0-10

05900 login: admin

Password:

Last login: Thu Sep 1 06:58:43 2006 on ttySO

05900> enable

05900# configure terminal

0S900 (config) # enable password myEnablePass
0S900 (config) # service password-encryption
0S900 (config) #

0S900 (config) # write terminal

Building configuration...

Current configuration:

! version 1 _0_10

enable password 8 iBZPg9fiHTI9RQ
service advanced-vty

service password-encryption
0S900 (config) #

The example above shows the password myEnablerass encrypted as iBzpg9fiHTIRQ.

Configuring/Changing the Configure Password

1. Enter enable mode.

0S900> enable
0S900#

2. Enter configure terminal mode.

0S900# configure terminal
0S900 (config) #

3. Invoke the command:
configure password WORD
where,
WORD: Password.

0S900 (config) # enable password myConfigurePass

4. In order to save the password to the configuration files, invoke the command:
write file
or
write memory
The command write terminal shows the password.
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Example

MRV OptiSwitch 910 version 1-0-0

0S900 login: admin

Password:

Last login: Thu Sep 1 06:58:43 2006 on ttySO

0S900> enable

0S5900# configure terminal

0S900 (config) # configure password myConfigurePass
05900 (config) # service password-encryption

0S900 (config) #

0S900 (config) # write terminal

Building configuration...

Current configuration:

! version 1_0_10

configure password 8 tORcxPg9fiNT9bd
service advanced-vty

service password-encryption

08900 (config) #

The example above shows the password myconfigurerass encrypted as torcxPg9fiNTIbd.

Deleting the Enable Password
To delete the enable password, enter mode configure terminal and invoke the command:
no enable password
To implement deletion of enable password in permanent memory invoke the command:
write file
or

write memory.

Deleting the Configure Password
To delete the enable password, enter mode configure terminal and invoke the command:
no configure password
To implement deletion of enable password in permanent memory invoke the command:
write file
or

write memory.

Encrypting Passwords

Enabling

To enable encryption of the enable mode password and configure terminal mode
password, and passwords associated with ISIS, BGP, and MPLS-implemented LDP:

1. Enter configure terminal mode
2. Invoke the command:

service password-encryption

Example

0S912C (config) # service password-encryption
0S912C (config) #
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Disabling
To disable encryption of the enable mode password and configure terminal mode

password, and passwords associated with ISIS, BGP, and MPLS-implemented LDP — as well as to
also delete the enable mode password:

1. Enter configure terminal mode
2. Invoke the command:

no service password-encryption

Example

0S912C (config) # no service password-encryption
0S912C (config) #

Viewing Installed Components

Hardware and Software

To view what hardware and software components are installed in the OS900 and what features
are supported, from any mode invoke the command:
show version

Example

05910> enable
0S910# show version

MRV OptiSwitch 910

Hardware

Board serial number: 0647002339
CPU serial number : 0647002676

CPU: MPC8245, 266MHz with 64MB flash and 256MB Dram memory
CPU Hardware: id 3, version 1

Device Hardware version: 5

Device temperature: 40C / 104F (normal)

Power Supplies:
unit 1 AC: INSTALLED & ACTIVE (hw-type 1)

Fans:
Fan 1: NOT ACTIVE

Valid ports: 1-10

Software

MasterOS version: 2 1 1

Build time: Sun Jul 6 15:36:59 IDT 2008

Based on:

Linux 0S910 2.6.15 #413 Thu Jun 26 15:18:10 IDT 2008 ppc
Zeb0OS 5.2 (powerpc-603-linux-gnu) .

Driver vl1.4 mvPp s6352 PLD 4 sHwVer 1

Base MAC address: 00:0F:BD:01:36:67

Supported features:

MSTP - Yes
ROUTING - Yes
RIP - Yes
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OSPF - Yes
ISIS - Yes
BGP - Yes
MPLS - No
LDP - No
RSVP - No
WEB - No
IPV6 - No

up 0:10, 1 user
0S910#

Backup Image

To view the version of the backup image of the OS900:
1. Enter enable mode

2. Invoke the command:
show version backup

Example

0S900# show version backup

Wait please, while retrieving backup version...
MasterOS version: 2 1 1

0S900#

The procedure for loading the backup image is given in section Running the Backup Image, page
516.

CPU

To view information about the OS900 CPU:
1. Enter enable mode.
2. Invoke the command show cpu.

Example

0S900# show cpu

processor : 0

cpu : 82xx

revision : 16.20 (pvr 8081 1014)
bogomips : 175.71

vendor : Motorola SPS

machine : MRV SBC

Remote Management Access
Management access to the OS900 can be gained via one or more interfaces, e.g., Serial/RS-232
interface CONSOLE EIA-232, out-of-band IP interface MGT ETH, or an inband IP interface.

Remote management access to the OS900 via its IP interfaces (using an SNMP, TELNET, or SSH
connection) is, by default, disabled. Access may be enabled out-of-band and/or inband and
selectively for SNMP, TELNET, and/or SSH.

To enable out-of-band or inband remote management, refer to the section Remote Management,
page 191.

Hostname

The hostname of an OS900 is its network name.

New

To change the hostname of an OS900:
1. Enter configure terminal mode
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2. Invoke the command:
hostname WORD
where,
WORD: Hostname. Only a string without any blanks in it is allowed. The
string can be built with words interconnected with underscores and/or
hyphens in order to make it more intelligible. The words may include
uppercase and lowercase letters.

Example

05900 (config) #hostname Zeus_2
zeus 2 (configq)

Default

The default hostname is the factory-set name. The name is usually the model of the OS900. To
change the hostname to the default:

1. Enter configure terminal mode
2. Invoke the command:
default hostname
or
no hostname

Example

Zeus_2 (config) # default hostname
0S910 (config) #

Banner

Definition

A banner is text indicating the OS900’s association. The banner can consist of one or more text
lines and appears on the console at login.

Default

The default banner is the factory-set banner that usually identifies the vendor name, product, and
operative software version.

Example

| MRV OptiSwitch 910 version 0s900-2-1-0-d30-07-08-0800

Viewing

To view the current banner, from enable mode invoke the command show banner.

Configuring

Method 1
To configure the first line of the banner:
1. Enter configure terminal mode.
2. Invoke the command banner TEXT
where,
TEXT: Text to be entered in the banner line.
To configure additional lines in the banner:
1. Invoke the command banner-line NUMBER TEXT
where,
NUMBER: Number of banner line.
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TEXT: Text to be entered in the banner line.
2. Repeat the above command for each banner line you want.

Example

0S900 (config) # banner MRV OptiSwitch 910 version 1-0-0
0S900 (config) # banner-line 2 Hamelyn Town

0S900 (config) # banner-line 3 Building Complex 25G
0S900 (config) # show banner

Line 1 : MRV OptiSwitch 910 version d1734-22-09-05
Line 2 : Hamelyn Town

Line 3 : Building Complex 25G

0S900 (config) #

Method 2
To configure a banner consisting of multiple lines:
1. Enter configure terminal mode.
2. Enter banner mode.
3. Type text to be entered in the first, second, etc. banner line making sure to press
at the end of each line.

Example

0S900# show banner

banner is default

0S900# configure terminal

0S900 (config) # banner

0S900 (config-banner) # MRV OptiSwitch 910 version 1-0-0
0S900 (config-banner) # Hamelyn Town

05900 (config-banner) # Building Complex 25G

0S900 (config-banner) # exit

0S900 (config) # exit

0S900# show banner

Line 1 : MRV OptiSwitch 910 version d1734-22-09-05
Line 2 : Hamelyn Town

Line 3 : Building Complex 25G

08900 (config) #

Date

To configure/change the date, from enable mode type date and enter the month, day, and year.

Example

0S910# date sep 01 2008
0S910#

Time
To configure/change the local time, from enable mode type time TIME and enter the time in
hours, minutes, and, optionally, in seconds in the format hh:mm[ :ss].

Example

05910# time 14:28:35
0S910#

Location

To configure/change the location/site record of the OS900:
1. Enter the following modes in succession:
enable > configure terminal - snmp

Example

| 05900 (config) #snmp
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| 05900 (config-snmp)

2. Type location and the location description. The description can be any
alphanumeric string. The string can be a single word or several words separated
by blank spaces or interconnected with hyphens and/or underscores.

Example

05900 (config-snmp) location main_building_ second floor

05900 (config-snmp)

Rebooting

Rebooting restarts the OS900 with the new image (operative firmware) if one was downloaded or
with the existing image.

Modes

The OS900 can be set so that at reboot it is either configured or not configured according to its
configuration file system. conf.

By default, the OS900 is configured according to its configuration file at reboot.

Without Configuration File
To set the OS900 so that it is not configured according to its configuration file at reboot:
1. Enter enable mode.

2. Invoke the command:
boot-config-file empty-configuration

With Configuration File
To set the OS900 so that it is configured according to its configuration file at reboot:
1. Enter enable mode.

2. Invoke the command:
default boot-config-file

Methods

The OS900 can be rebooted at any time using any of the following methods:

Normal
1. Enter enable mode.
2. Invoke the command:
reboot if you want to reconsider whether to reboot.

In response to the prompt:
Would you like to reboot the system now ? (ylIn)

Type y if you want to reboot now.
Type n if you do not want to reboot.
Or
reboot-force if you want rebooting to be done straightaway, i.e., without prompts.

Warm
To restart the OS900 system without powering it OFF and ON, press pushbutton PWR.

Cold
To restart the OS900 system with powering it OFF, press pin pushbutton RST.

Scheduler

Use the Scheduler utility Scheduler, page 499. This utility can be used to automatically trigger
rebooting at a preset date and time.
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Learn Table

Definition
The Learn Table is a map of currently connected stations' to ports. The Learn Table is
dynamically updated and can maintain as many as 16K unicast entries (MAC addresses) for an

0S900.

Viewing
All or selective entries of the Learn Table can be displayed according to one or more of the
following attributes: port number, tag number, interface ID.
To view Learn Table entries:
1. Enter enable mode.
2. To view entries using interface ID:
Invoke the command:
show 1t port PORT|all interface IFNAME |all
where,
PORT: Port number.
all: (first) All ports.
IFNAME: ID of an existing interface (e.g., vi£3)
all: (second) All interfaces.
To view entries using interface Tag:
Invoke the command:
show 1t port PORT|all tag TAG|all
where,
PORT: Port number.
all: (first appearance) All ports.
TAG: Tag of existing interface (e.g., vi£f3)
all: (second appearance) All tags.
To view all entries:
Invoke the command:
show 1t

Learning

To enable learning of MAC addresses of stations whose traffic is received by the OS900:
1. Enter configure terminal mode.

2. Invoke the command:
1t learning

Example

0S906C (config)# 1t learning
0S906C (config) #

To disable learning:
1. Enter configure terminal mode.

2. Invoke the command:
no lt learning

Example

0S906C (config) # no 1t learning
0S906C (config) #

13 The stations are identified by their MAC address.
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Aging

General

Aging is a mechanism that clears entries of stations that are not active, shutdown, or moved to
another location. The default aging time is 300 seconds.

Custom
To change the aging time:
1. Enter configure terminal mode.
2. Invoke the command:
1t aging <10-630>
where,
<10-630>: Aging time in seconds. The aging time must be a number that is a
multiple of 10 and in the range 10-630.

default: Default aging time (300 seconds).
Example

0S900 (config) # 1t aging 370
0S900 (config) #

Default
To set the aging time to the default value:
1. Enter configure terminal mode.
2. Invoke the command:
1t aging default
where,
default: Default aging time (300 seconds).

Disabling
To disable aging:
1. Enter configure terminal mode.

2. Invoke the command:
no 1lt aging

Example

05900 (config) # no 1t aging
0S900 (config) #

Limiting
Logging of entries in the Learn Table can be limited in number with respect to pre-specified ports
of entry and VLAN tags. If the limit is reached, new MAC address will not be learned. However,
frames with new MAC addresses (i.e., MAC addresses that do not exist in the Learn Table when it
has become full) will, by default, flood. To cause frames with new MAC addresses to be dropped
invoke the command described in the section Dropping, page 113.
To limit entries with respect to ports:
1. Enter configure terminal mode.
2. Invoke the command:
1t 1limit port PORTS-GROUP entries ENTRIES-LIMIT
where,
PORTS-GROUP: Group of ports.
ENTRIES-LIMIT: Maximum number of entries in the range 0-16k that may be
logged in the Learn Table. (16k is decimal 16000). This number applies for each
individual port in the group.
To revoke limiting with respect to ports, invoke the command:
no lt limit port PORTS-GROUP
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Example

0S900 (config)# 1t limit port 4-7 entries 6k
08900 (config) #

To limit entries with respect to VLAN tags:
1. Enter configure terminal mode.
2. Invoke the command:
1t limit tag TAGS-GROUP entries ENTRIES-LIMIT
where,
TAGS-GROUP: VLAN tags in the range 0-4095.
ENTRIES-LIMIT: Maximum number of entries in the range 0-16k that can be
logged in the Learn Table.

To revoke limiting with respect to tags, invoke the command:
no 1t limit tag TAGS-GROUP

Example
05900 (config) # 1t limit tag 2-10 entries 5k
0S900 (config) #
To view the limits on entries (with respect to ports and VLAN tags):
1. Enter enable mode.
2. Invoke the command:
show 1t limit

Example

0S900# show 1t limit

NO PORTS TAGS LIMIT
1 - 2-10 5120
2 4-7 6144
0S900#

Dropping
To cause frames whose MAC addresses do not exist in the Learn Table when it has become full to
be dropped, invoke the command:
1t 1limit action drop PORTS-GROUP|all
where,
PORTS-GROUP: Group of ports.
all: All ports.

Example
0S900 (config) # 1t limit action drop 3-7,9
0S900 (config) #

Adding Entries Manually

Entries may be added manually in the Learn Table as follows:
1. Enter configure terminal mode.
2. Invoke the command:
1t entry MAC_ADDRESS PORT TAG dynamic|static [<0-7>]
where,
MAC ADDRESS: Learned MAC address in the format xx: xx: xx:xx:xx:xx,
where xx is a double-digit hexadecimal number.
PORT: Physical port number.
TAG: Interface VLAN tag in the range 1-4095.
dynamic: Dynamic entry, i.e., the entry can be aged out.

static: Static entry, i.e., the entry cannot be aged out. Static entries are not
stored in the configuration file, system. conf, so that they are lost on reboot.
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[<0-7>]: Traffic-class priority for a packet with this destination MAC address.
Default: 0, i.e., lowest priority

To remove a logged entry, invoke the command:
no lt entry MAC ADDRESS TAG

Example

0S900 (config)# 1t entry 7b:22:c9:3d:5e:ab 6 30 dynamic 4
0S900 (config) #

Policing
The policing action (forward or drop) can be performed on ingress packets based on the Source or
Destination MAC address and on whether the Learn Table entry is static or dynamic.
To apply the policing policy:
1. Enter configure terminal mode.

2. Invoke the command:
1t entry MAC_ADDRESS PORT TAG dynamic|static sa-action fwd|drop
[da-action fwd|drop]

where,
MAC_ADDRESS: Learned MAC address in hex format, e.g., aa:bb:cc:dd:ee: ff
PORT: Egress physical port for the packet
TAG: VLAN ID of the ingress packet
dynamic: Dynamic entry, i.e., the entry can be aged out.
static: Static entry, i.e., the entry cannot be aged out.
sa-action: For Source MAC address
da-action: For Destination MAC address
fwd: Forward packets with this source MAC
drop: Drop packets with this source MAC

Flushing

Port Entries
To cause existing entries for a port in the Learn Table to be flushed when the port link goes down:
1. Enter configure terminal mode.

2. Invoke the command:
1t clear-port-link-down

Example

0S900 (config) # 1t clear-port-link-down
Tag limit cannot be set with clear port.
0S900 (config) #

All Entries
To delete all existing entries in the Learn Table:
1. Enter configure terminal mode.

2. Invoke the command:
clear 1t

Example

0S900 (config) # clear 1t
0S900 (config) #

114 URL: http://www.mrv.com August 2010



ML49175A, Rev. 09 Chapter 5: CLI Management

Maximum Transmission Unit (MTU)

General

This section defines and shows how to set the Maximum Transmission Unit (MTU) for ports and
VLAN interfaces of the 0S900. MTUs can also be set for traffic shaping (as described in the
sectionMaximum Transmission Unit (MTU) for Port Shaper , page 376) and for Traffic Conditioners
(as described in the section Maximum Transmission Unit (MTU) for Policing, page 360.)

Definition

MTU is the largest physical packet size (possibly jumbo packet size) that specific ports or VLAN
interfaces of the OS900 will forward.

Applicability

An MTU size can be set for each port (trunk port as well) independently. An MTU is set for a VLAN
interface by assigning an MTU profile to the VLAN interface. Up to eight MTU profiles (MTU sizes)
can be defined for assignment to VLAN interfaces. An MTU profile can be assigned to several
VLAN interfaces. Only one MTU profile can be assigned to a VLAN interface. The MTU set for a
VLAN interface will apply for all ports that are members of the VLAN interface.

Note

If different MTUs are defined for a VLAN interface (as described in the

section Setting for Ports, page 115), member ports (as described in the

section Setting for VLAN Interfaces, page 115), and CPU (as described in
the section Configuring, page 181, Step 8) the smallest of the MTUs will be
selected by the OS900.

Setting for Ports

To set an MTU to a group of ports:
1. Enter configure terminal mode.

2. Invoke the command:
port mtu-size PORTS-GROUP|all <64-16000>

where,
PORTS-GROUP: Group of ports.
all: All ports.

<64-16000>: Range of MTUs in bytes.
Example

0S900 (config) # port mtu-size 1-3 3019
0S900 (config) #

Setting for VLAN Interfaces

Before setting an MTU for a VLAN interface, a profile (number) must be defined for the MTU.
To define a profile for a VLAN interface:
1. Enter configure terminal mode.

2. Invoke the command:
vlan-mtu-profile profile <1-8> <64-16000>

where,
<1-8>: Range of MTU profiles.
<64-16000>: Range of MTUs in bytes.

Example

05900 (config) # vlan-mtu-profile profile 3 8157
0S900 (config) #
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To set an MTU for a VLAN interface assign an MTU profile to the VLAN interface as follows:
1. Enter the mode of the VLAN interface.
2. Invoke the command:
mtu-profile <1-8>
where,
<1-8>: Range of MTU profiles.

Syslog

Definition
Syslog is a standard logging mechanism that stores system messages and events.

Events for all processes except for the Operative Software are, by default, logged in Syslog. The
procedure for enabling the OS900 to log Operative Software events as well in the Syslog is given
in the section Logging of Events, page 116.

File Location

The internal Syslog file is stored at: /var/log/messages.
The remote Syslog file is stored on the Remote Syslog server.

Logging of Events
By default, events are logged in Syslog for all processes except for the Operative Software. To
enable logging of Operative Software events as well:

1. Enter configure terminal mode.

2. Invoke the command:
log syslog [trap
alerts|critical|debugging|disable|emergencies|errors|
informational|notifications|warnings]

where,
alerts: Log alerts, emergencies
critical: Log critical errors, alerts, emergencies
debugging: Log debugging messages, informational messages,
notifications, warnings, errors, critical errors, alerts, emergencies
disable: Do notlog any event
emergencies: Logemergencies
errors: Log errors, critical errors, alerts, emergencies

informational: Log informational messages, notifications, warnings,
errors, critical errors, alerts, emergencies

notifications: Log notifications, warnings, errors, critical errors, alerts,
emergencies

warnings: Log warnings, errors, critical errors, alerts, emergencies

Default Mode

To set Syslog to the default mode:
1. Enter configure terminal mode.

2. Invoke the command:
no log syslog

Logging of CLI Commands

Enabling
To enable logging of executed CLI commands in Syslog:
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1. Enter configure terminal mode.

2. Invoke the command:
log commands

Disabling
By default, logging of executed CLI commands in Syslog is disabled.
To disable logging of executed CLI commands in Syslog:

1. Enter configure terminal mode.

2. Invoke the command:
no log commands

Viewing
To view Syslog messages:

1. Enter enable mode.

2. Invoke the command:

show syslog [all|debug|info|warning|error|fatal] [START DATE]
[END_DATE]

where,

all: Show all messages

debug: Show messages in the range debug level to fatal level
info: Show messages in the range info level to fatal level
warning: Show messages on the levels warning, error, and fatal
error: Show messages on the levels error and fatal

fatal: Show only messages with level fatal

START DATE: The start date. Format: mm-dd-hh:mm:ss, e.g., 04-01-
09:00:00 or start for messages from the beginning.

END_DATE: The end date. Format: mm-dd-hh:mm:ss, e.g., 04-01-09:00:00
or exclude for messages ending at current time.

Clearing

To clear the internal Syslog file:
1. Enter enable mode.

2. Invoke the command:
clear syslog

Remote Syslog

General

Syslog is maintained in the OS900 RAM and is erased on power off or reboot. To keep a
permanent record of the Syslog, a Remote Syslog server can be used, such as, a PC running a
Syslog application program.

Requirements
The following are required for Remote Syslog:

e Syslog Server
(For e.g., PC with the following:

— Operating System: For e.g., Microsoft Windows
95/98/2000/NT/XP

— Syslog application program: For e.g., 3Com 3CSyslog
e Connectivity of the OS900 to the Syslog server.
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Setup

Enabling
To enable Remote Syslog:

1. Verify connectivity to the Syslog server, for e.g., by invoking the command ping in
enable mode

2. Enter configure terminal mode.
3. Invoke the command:
rsyslog IPV4_ADDRESS [IPV4_ADDRESS]
where,
IPV4_ADDRESS: IP address of first Syslog server
[IPV4_ADDRESS] : IP address of second Syslog server

Disabling
To disable Remote Syslog:
1. Enter configure terminal mode.

2. Invoke the command:
no rsyslog

Scripts

Definition

A Script is a set of factory CLI commands that the OS900 can execute in succession without user
intervention. Once a script is defined, it can be used just like any other CLI command.

Purpose

The Script utility is used to make the configuration procedure for the OS900 simpler and quicker
for technicians in the field.

Structure

A script consists of the following:
— Parameters (script arguments)

— Lines (a sequence of CLI commands that may include script Parameters
as arguments)

Creating

To create a script, you basically need to do the following:

— Create Parameters
— Create Lines (that contain factory CLI commands) with the appropriate
Parameters

A Script is created as follows:
1. Enter configure terminal mode.
2. Assign a name to the script by invoking the command:
script NAME
where,
NAME: Name of script.
String of up to thirteen alphanumeric characters.
Letter characters must be lowercase only and must not be blanks,
e.g., ipiface01l.
3. Optionally, enter a textual description of the script by invoking the command:
description TEXT

where,

118 URL: http://www.mrv.com August 2010



ML49175A, Rev. 09 Chapter 5: CLI Management

TEXT: Description of script. Text that can include blanks.
4. Create the parameters as described in the section Create Parameter, page 119.

5. Create the lines with CLI commands as described in the section Create Line, page
121.

Parameters

Parameters are script arguments. The user can define a list of Parameters that can be later used
in Lines of a script.

The actions that can be performed on a parameter are as follows:

Create Parameter

— View Parameter

— Modify Parameter

Delete Parameter

Create Parameter
To create a parameter:
1. Enter configure terminal mode.
2. Enter the mode of a script (existing or new) by invoking the command:
script NAME
where,
NAME: Name of script. String of up to thirteen alphanumeric characters. Letter
characters must be lowercase only and must not be blanks, e.g., ipiface01.
3. Invoke the command:
parameter [NUMBER] NAME type TYPE description TEXT
where,
NUMBER: (optional) Index of parameter. Set the order of the parameter.

If not specified, a number that is a multiple of 10 (e.g., 10, 20, 30,
etc.) is assigned.

NAME: Name for the parameter.
TYPE: Type for parameter.
TEXT: Description for parameter.

Example

0S900# configure terminal

0S900 (config) # script ipifaceOl

05900 (script-ipiface(l) # parameter 10 IFID type vifN description Vlan Interface ID
0S900 (script-ipiface0l) #

View Parameter

The procedures for viewing a Parameter are the same as those given for viewing a Script — see
section Viewing, page 122.

Modify Parameter
To modify the name, type, or description of a parameter:
1. Enter the mode of the script containing the parameter to be modified by invoking
the command:
script NAME
where,
NAME: Name of script.
2. Invoke the command:
parameter NUMBER NAME type TYPE description TEXT
where,
NUMBER: Number of the parameter whose name, type, or description is to be
changed.
NAME: New name for the parameter.
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TYPE: New Type for parameter.
TEXT: New description for script.

Delete Parameter
To delete a parameter from an existing script:
1. Enter configure terminal mode.

2. Enter the mode of the script containing the parameter to be deleted by invoking
the command:

script NAME
where,
NAME: Name of script.
3. Invoke the command:
no parameter NUMBER
where,
NUMBER: Number of the parameter to be deleted.

Example

0S900 (script-IpInterfacell) # no parameter 30
0S900 (script-IpInterface0l) #

Renumber Parameters
To renumber all Parameters (and Lines) of a script with the sequence 10, 20, 30, etc.:
1. Enter the mode of the script by invoking the command:
script NAME
where,
NAME: Name of script.

2. Renumber the Parameters (and Lines) by invoking the command:
renumerate

Example
The example below shows that the numbers of the Parameters (and Lines) before the command
renumerate iS invoked are 5, 17, and 23. The numbers after are 10, 20, and 30.

0S900 (script-IpInterfacell)# show

script 'IpInterface(Ol' : Play Dome at Tensa.
Parameters
Num. Name Type Description
5 vifID vifN Param for interface ID.
17 portID ports Group of Ports
23 taglD tag ID of Tag

0S900 (script-IpInterfacell)# renumerate
0S900 (script-IpInterfacell)# show

script 'IpInterface(Ol' : Play Dome at Tensa.
Parameters
Num. Name Type Description
10 vifID vifN Param for interface ID.
20 portID ports Group of Ports.
30 tagID tag ID of Tag.
Lines

Lines are a sequence of CLI commands that include script Parameters.
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The actions that can be performed on a line are as follows:
— Create Line
— View Line
— Modify Line
— Delete Line

Create Line
To create a line:
1. Enter configure terminal mode.
2. Enter the mode of a script (existing or new) by invoking the command:
script NAME
where,
NAME: Name of script. String of up to thirteen alphanumeric characters. Letter
characters must be lowercase only and must not be blanks, e.g., ipiface01l.

3. Invoke the command:
line [NUMBER] COMMAND

where,
NUMBER: (optional) Number for the line.

COMMAND: CLI command in the regular format with the exception that instead of a
value argument, a parameter preceded by $ is entered.

Example

0S900# configure terminal

05900 (config) # script ipifaceOl

0S900 (script-ipiface0l) # line 10 interface vlan vif$IFID
0S900 (script-ipiface0l) #

Note
When creating a script, there is no need to use exit command in order
to return to previous CLI modes.

View Line

The procedures for viewing a Line are the same as those given for viewing a Script — see section
Viewing, page 122.

Modify Line
To modify a line re-enter it with the same line number as follows:

1. Enter the mode of the script containing the line to be modified by invoking the
command:
script NAME
where,
NAME: Name of script.
2. Invoke the command:
line NUMBER COMMAND
where,
NUMBER: Number for the line.
COMMAND: New CLI command.

Delete Line
To delete a line from an existing script:
1. Enter configure terminal mode.

2. Enter the mode of the script containing the line to be deleted by invoking the
command:

August 2010 URL: http://www.mrv.com 121



0S900 Series User Manual L2+ ver. 2.1.6A, L3 ver. 3.1.4

script NAME
where,
NAME: Name of script.

3. Invoke the command:
no line NUMBER

where,
NUMBER: Number of the line to be deleted.

Example

0S900 (script-ipiface0l) # no line 50
0S900 (script-ipiface0l) #

Renumber Lines
To renumber all Lines (and Parameters) of a script with the sequence 10, 20, 30, etc.:
1. Enter the mode of the script by invoking the command:
script NAME
where,
NAME: Name of script.

2. Renumber the Lines (and Parameters) by invoking the command:
renumerate

Example
The example below shows that the numbers of the Lines (and Parameters) before the command
renumerate iS invoked are 5, 17, and 23. The numbers after are 10, 20, and 30.

0S900 (script-IpInterfacell)# show

script 'IpInterfaceOl' : Play Dome at Tensa.
Parameters
Num. Name Type Description
5 vifID vifN Param for interface ID.
17 portID ports Group of Ports
23 tagID tag ID of Tag

05900 (script-IpInterfacell)# renumerate
05900 (script-IpInterfacell)# show

script 'IpInterface(0l' : Play Dome at Tensa.
Parameters
Num. Name Type Description
10 vifID vifN Param for interface ID.
20 portID ports Group of Ports.
30 tagID tag ID of Tag.

0S900 (script-IpInterface0l) #

Viewing

In Script Mode
To view a script in its mode:
1. Enter configure terminal mode.

2. Enter the mode of the script whose parameters are to be viewed by invoking the
command:

script NAME
where,
NAME: Name of script.
3. Invoke the command:
show
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Example

0S900# configure terminal
05900 (config) # script ipifaceOl
0S900 (script-ipiface0l) # show

script 'ipifaceOl'

Parameters
Num. Name Type Description
10 IFID ifname Vlan Interface ID
20 POID ports Group of Ports
30 TGID tag ID of Tag
40 IPID ipv4 pref IP Prefix of Interface
Lines

10 interface vlan vif$IFID
20 ports S$POID
30 tag S$TGID
40 ip $IPID
0S900 (script-ipiface0l) #

In Enable Mode
To view one or all scripts in enable mode:

One Script
1. Enter enable mode.

2. Invoke the command:
show script NAME

where,
NAME: Name of script.

All Scripts
1. Enter enable mode.

2. Invoke the command:
show scripts [configuration]
where,

configuration: (optional) In the format used to configure the parameters. If this
keyword is not entered, the parameters are displayed in tabular format.

Executing

A Script can be executed like any other CLI command.
To execute a script
1. Enter enable mode.

2. Invoke the command:
NAME

where,
NAME: Name of script.

3. Press to display the parameter value to be entered, and enter the value
prompted by the system.

4. Repeat step 3, above, until the prompt <cx> appears.

Deleting

To delete a script:
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1. Enter configure terminal mode.
2. To display the list of existing scripts, type the partial command:
no script ?
3. Complete the partial command by typing the name of the script to be deleted.

Example

05900# configure terminal
05900 (config) # no script ?
NAME
Config07 *Script*
IpInterface0l *Script* Play Dome at Tensa.
0S900 (config) # no script Config07
0S900 (config) #

Example

The example below shows how a script is created that can be used to configure an interface.
Custom entries are shown in the color red. Parameter names are in upper case, e.g., IFID, POID,
TGID. Notice that in each line, a regular CLI command (e.g., tag 27) is entered with the
exception that a parameter (e.g., TGID) preceded by $ is entered instead of a value (e.g., 27).

MRV OptiSwitch 910 version d1734-22-09-05
05900 login: admin

Password:

05900> enable

05900# configure terminal

0S900 (config) # script ?
NAME Script name

05900 (config) # script ipifaceOl

0S900 (script-ipiface0l) # parameter 10 IFID type vifN description Vlan Interface ID
0S900 (script-ipiface0l) # parameter 20 POID type ports description Group of Ports
05900 (script-ipiface0l) # parameter 30 TGID type tag description ID of Tag

0S900 (script-ipiface0l) # parameter 40 IPID type ipv4_pref description IP Prefix of
Interface

0S900 (script-ipiface0l)# line 10 interface vlan vif$IFID

08900 (script-ipiface0l) # line 20 _ports $POID

0S900 (script-ipiface0l) # line 30 _tag $TGID

0S900 (script-ipiface0l) # line 40 _ip $IPID

0S900 (script-ipiface0l) # show

script 'ipifaceOl'

Parameters
Num. Name Type Description
10 IFID vifN Vlan Interface ID
20 POID ports Group of Ports
30 TGID tag ID of Tag
40 IPID ipv4d_pref IP Prefix of Interface
Lines

10 interface vlan vif$IFID
20 ports $POID

30 tag $TGID

40 ip S$IPID
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0S900 (script-ipiface0l) # exit
0S900 (config) # exit
0S900# ipifaceOl ?
<1-4095> Vlan Interface ID
0S900# ipiface0l 201 ?
PORT_GROUP_STR Group of Ports
0S900# ipifaceOl 201 2-4 ?
<1-4095> 1ID of Tag
0S900# ipifaceO0l 201 2-4 2001 ?
A.B.C.D/M 1IP Prefix of Interface
0S900# ipiface0l 201 2-4 2001 192.4.4.4/24 2
<cr>
| Output modifiers
0S900# ipiface0l 201 2-4 2001 192.4.4.4/24
Interface is activated.

vty execute: 'interface vlan vif201'
vty execute: ' ports 2-4'

vty execute: ' tag 2001"

vty execute: ' ip 192.4.4.4/24"
0S900#

Console Access Control

Disabling the Console

Local access to the OS900 [via the out-of-band RS-232 interface (CONSOLE EIA-232 port)] for
management can be disabled.

2 CAUTION!

Before disabling local access to the OS900, ensure that a TELNET or
SSH connection exists, otherwise the OS900 will be locked to access!

To disable local access to the OS900, from the remote management station:
1. Enter configure terminal mode.
2. Invoke the command:
console-disable [delayed]
where,
delayed: Delay access disabling for one minute

Enabling the Console

To enable local access to the OS900 [via the out-of-band RS-232 interface] a TELNET or SSH
connection is required to have existed at the time local access was disabled.

To re-enable local access to the OS900, invoke the command:
no console-disable

Layer 2 Protocol Counters

Several counters, one for each of Layer 2 protocols, count the number of ingress and egress
frames separately. These counters can be viewed and cleared.
Viewing
To view the Layer 2 protocol counters, invoke the command:
show l2cntrl-protocol-counters

Example

0S900# show l2cntrl-protocol-counters
PROTOCOL TX COUNTER RX COUNTER
L2CNTRL_STP 5 38
L2CNTRL_OAM 0 0
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L2CNTRL_EFM 0 0
DOT1X 0 0
LACP 0 0
DOT1AH 0 0
UDLD 0 0
CDP 0 0
PVST 0 0
VTP 0 0
0S900#

The fields in the above example are described below.
r2cntr_stp IEEE 802.1s (MSTP) and IEEE 802.1w (RSTP) protocols
r2cntrL_oaM |EEE 802.1ag and ITU-T SG Y.1731 Ethernet Service OAM protocols
r2cntrL,_EFM |EEE 802.3ah OAM for Ethernet in the First Mile protocol

DOT1X IEEE 802.1x Wireless LAN authentication protocol
LACP IEEE 802.3ad Link Aggregation/Trunking protocol
DOT1AH IEEE 802.1ah Provider Bridged Networks interconnection protocol

TX COUNTER [Egress frames counter
rRx_COUNTER Ingress frames counter

Clearing

To clear all the Layer 2 protocol counters, invoke the command:
clear l1l2cntrl-protocol-counters

Example

0S900# clear l2cntrl-protocol-counters
0S900#

Default Configuration

This section applies only for OS900s especially configured for customers who have specifically
asked for setup with the default configuration of the OS900.

Viewing
To view the default configuration of the OS900:

1. Enter enable mode.

2. Invoke the command:
show default-configuration

Setting

To set the default configuration for the OS900:
1. Enter enable mode.

2. Invoke the command:
write default-configuration
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Chapter 6: Ports

General

This chapter shows how to configure and monitor the physical ports of the OS900.

Enabling/Disabling

Default

By default, each data (customer) port is enabled.

Custom

Each port can be enabled or disabled independently of other ports. To enable/disable one or more
ports, invoke the following command:
port state enable|disable PORTS-GROUP|all
where,
port: Port-related action
state: Port state
enable: Enable the port(s)
disable: Disable the port(s)
PORTS-GROUP: Group of Ports. (The ports can be members of a trunk.)
all: All ports

Example

0S900 (config) # port state disable 4
port 4 state set to: DISABLE
0S900 (config) #

Status

Brief
To view the configuration status of one or more ports in brief, invoke the command:

show port [PORTS-GROUP|all]
where,
show: Display
port: Port-related action

[PORTS-GROUP] : Group of Ports.
(If no port number is entered, the statuses of all ports are
displayed.)

all: All ports
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Example

0S910( confi g)# show port

PORTS CONFIGURATION

PORT MEDI A MEDI A_SEL LINK SPD_SEL LAN_SPD DUPL STATE SL
1 TP COPPER OFF AUTO N A N A ENABLE 1
2 TP COPPER OFF AUTO N A N A ENABLE 1
3 TP COPPER COFF AUTO N A N A ENABLE 1
4 TP COPPER OFF AUTO N A N A ENABLE 1
5 TP COPPER OFF AUTO N A N A ENABLE 1
6 TP COPPER COFF AUTO N A N A ENABLE 1
7 TP COPPER OFF AUTO N A N A ENABLE 1
8 TP COPPER ON AUTO 1 GBps FULL ENABLE 1
tl --- --- ON AUTO 2 GBps FULL ENABLE 1
(9) SFP+100FX SFP ON-F  AUTO 1 GBps FULL ENABLE 1
(10) SFP+100FX SFP ON-F  AUTO 1 GBps FULL ENABLE 1

0s910(confi Q) #

Detailed

To view the configuration status of one or more ports in detail, invoke the command:

show port details [PORTS-GROUP]
where,
show: Display
port: Port-related action
details: Detailed information

[PORTS-GROUP] : Group of Ports
(If no port number is entered, the statuses of all ports are
displayed.)

Example

05904-DSL44# show port details 1
Port 1 details:

Description : Port 1 - ETH10/100/1000
Type : ETH10/100/1000
Media-select mode : AUTO

Link : ON (15h29ml2s)
Duplex state : N/A

PHY : COMBO+100FX
Speed selected : AUTO

Auto-Neg Advertise Default
Selected cross mode : AUTO

Bypass mode : ENABLE

State : ENABLE
Priority 1

Flow control mode : off

Ethertype : CORE1:0x8100
OutBound Tagged : untagged

UDLD Protocol

0S904-DSL4#

Comment Adding
To enter a textual description of one or more ports, invoke the command:
port description PORTS-GROUP|all
where,
port: Port-related action
description: Textual description
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PORTS-GROUP: Group of Ports
all: All ports
. .. Textual description to be entered

Example

05900 (config) # port description 4 This port is for new customers.
0S900 (config) # show port details 4

Port 4 details:

Description : This port is for new customers.
Type : ETH100/1000
Media-select mode : SFP

Link : OFF

Duplex state : N/A

PHY : SFP+100FX
Speed selected : AUTO
Auto-Neg Advertise: Default.
Bypass mode : ENABLE
State : ENABLE
Priority 01

Flow control mode : off

Ethertype
OutBound Tagged

: CORE1:0x8100
: untagged

Tags List

0S900 (config) #

Physical Interface

Default

After booting, the OS900 will check if a 100Base-FX SFP is present at a port and if so it will
automatically set the physical interface to 100Base-X, i.e., to the argument value s£p100 in the
command port media-select. The command is described in the section Custom, below.

If the SFP is not a 100Base-FX SFP, by default, the type of physical interface selected for an SFP
port is sfp (1000Base-X).

Custom

The type of physical interface for an SFP port can be selected independently of other ports. To
select the interface medium for one or more ports, invoke the following command:
port media-select sfp|sfpl00|copper|auto PORT-GROUP|all

where,
port: Port-related action
media-select: Port physical interface
sfp: Set the port to operate as a 1000Base-X interface (default)
sfp100: Set the port to operate as a 100Base-X interface
copper: Set the port to operate with the fixed 10/100/1000Base-T interface

auto: Set the port to operate with the SFP or fixed 10/100/1000Base-T interface
automatically

PORT-GROUP: Group of Ports
all: All ports

Example

05900 (config) # port media-select copper 1,2
port 1 media mode set to: COPPER

port 2 media mode set to: COPPER

05900 (config)
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Viewing

To view the type of physical interface set for ports, invoke the command show port details
PORT-GROUP as described in the section Brief, page 127.

MDI/MDIX

Default

By default, the port interface is automatically configured to function as MDI or MDIX so that the
port can communicate via its co-port. (Default)

To set one or more ports in the default mode, invoke the command:
no port crossover-mode (PORTS-GROUP|all)
PORTS-GROUP: Group of Ports
all: All ports

Custom

To set the interface of one or more ports in the default, MDI, or MDIX mode, invoke the command:
port crossover-mode (mdi|mdix|auto) (PORTS-GROUP|all)
where,
mdi: MDI configuration of port interface
mdix: MDIX configuration of port interface

auto: Automatic MDI or MDIX configuration of port interface — in order for the port to
communicate via its co-port. (Default)

PORTS-GROUP: Group of Ports
all: All ports

Speed

Default

The default speed of an electrical data (customer) port is according to auto-negotiation. (data ports
are shown in Figure 2, page 65.)

Custom
The speed of each port can be set (forced) independently of other ports. To set a speed for one or
more ports, invoke the following command:
port speed 10|100|1000|auto PORTS-GROUP|all
where,
port: Port-related action
speed: Speed to be set
10: 10 Mbit/sec (Applicable to 10/100/1000Base-T ports only)
100: 100 Mbit/sec
1000: 1000 Mbit/sec
auto: Auto-Negotiation
PORTS-GROUP: Group of Ports
all: All ports

Example

0S900 (config) # port speed 1000 1,2
port 1 speed set to: FORC1,000
port 2 speed set to: FORC1, 000
0S900 (config) #
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Viewing

To view the speed configurations for ports, invoke a show command as described in the section
Status, page 127.

Link Mode (Bypass)

Default
By default, the two ports at the end of a link, even if one is set for auto-negotiation speed while the
other is set for a fixed speed, are enabled.

To set one or more ports in the default mode, invoke the command:
port bypass (PORTS-GROUP|all)
where,
PORTS-GROUP: Group of Ports
all: All ports

Custom

To cause the link between two ports to remain broken so long as one port is set for auto-
negotiation speed while the other is set for a fixed speed, invoke the command:
no port bypass (PORT-GROUP|all)

PORTS-GROUP: Group of Ports
all: All ports

Viewing

To view the link mode for ports, invoke a show command as described in the section Status, page
127.

Duplexity

Default

The default duplexity mode of transmission of a 10/100/1000Base-T data port is according to auto-
negotiation.

Custom

The duplexity of each port can be set (forced) independently of other ports. To set half- or full-
duplexity for one or more ports, invoke the following command:
port duplex half|full PORTS-GROUP|all

where,
port: Port-related action
duplex: Duplexity to be set
half: Half-duplex
full: Full-duplex
PORTS-GROUP: Group of Ports
all: All ports

Example

05900 (config) # port duplex half 1,2
port 1 duplex set to: HALF

port 2 duplex set to: HALF

0S900 (config) #
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Viewing
To view the speed configurations for ports, invoke a show command as described in the section
Status, page 127.

Traffic Throughput Reading

For User-specified Time Interval

To view the rate of traffic flow through one or more ports in a user-specified time interval, invoke
the command:
show port rate (PORTS-GROUP|all) time (<10-60>)

PORTS-GROUP: Group of ports for which the traffic throughput is to be measured.
all: All ports’ traffic throughput is to be measured.

(<10-60>): Time interval during which the throughput is to be measured. The measurement
starts as soon as the command is invoked.

Example

05910# show port rate 1,3 time 15

The answer will be ready in 15 more seconds
0S910#

Results for port 1:

Tx: 511 Kbps, 999 pps, rate 0.671 Mbps

Rx: 511 Kbps, 1998 pps, rate 0.831 Mbps

Results for port 3:
Tx: 511 Kbps, 999 pps, rate 0.671 Mbps
Rx: 511 Kbps, 1998 pps, rate 0.831 Mbps

05910# show port rate 1,3 time 10

The answer will be ready in 10 more seconds
0S910#

Results for port 1:

Tx: 511 Kbps, 998 pps, rate 0.671 Mbps

Rx: 511 Kbps, 1997 pps, rate 0.830 Mbps

Results for port 3:

Tx: 511 Kbps, 998 pps, rate 0.671 Mbps
Rx: 511 Kbps, 1997 pps, rate 0.830 Mbps
0S910#

In the example above, xops is kilobits per second, pps is packets per second, and vvps is megabits
per second. The rates in KBps and pps apply to Layer 2. The rate in Mbps applies to Layer 1.
Of Last User-specified Time Interval

To view the amount of traffic that flowed through one or more ports in the last user-specified time
interval, invoke the command:
show port rate PORTS-GROUP|all

PORTS-GROUP: Group of ports for which the traffic throughput is to be measured.

all: All ports’ traffic throughput is to be measured.

132 URL: http://www.mrv.com August 2010



ML49175A, Rev. 09 Chapter 6: Ports

Example

0S910# show port rate 1,3

Results for port 1:

Tx: 511 KBps, 998 pps, rate 0.671 Mbps

Rx: 511 KBps, 1997 pps, rate 0.830 Mbps

Measures were taken at: Wed Jul 30 10:31:56 2008

Results for port 3:

Tx: 511 KBps, 998 pps, rate 0.671 Mbps

Rx: 511 KBps, 1997 pps, rate 0.830 Mbps

Measures were taken at: Wed Jul 30 10:31:56 2008
0S910#

Of Latest User-specified Time Intervals

To view the amount of traffic that flowed through one or more ports in the last user-specified time
intervals (up to five), invoke the command:
show port rate (PORTS-GROUP|all) time (<10-60>)

PORTS-GROUP: Group of ports for which the traffic throughput is to be measured.
all: All ports’ traffic throughput is to be measured.

(<10-60>): Time interval during which the throughput is to be measured.

Example

0S910# show port rate 1,3 history

Rate results for port 1:

—————————————— at: Wed Jul 30 10:37:38 2008 -------------—-
Tx: 511 KBps, 998 pps, rate 0.671 Mbps

Rx: 511 KBps, 1997 pps, rate 0.830 Mbps

—————————————— at: Wed Jul 30 10:37:24 2008 —--—--—=-——-—-
Tx: 511 KBps, 999 pps, rate 0.671 Mbps

Rx: 511 KBps, 1998 pps, rate 0.831 Mbps

Rate results for port 3:

—————————————— at: Wed Jul 30 10:37:38 2008 —--—-—==-—==———-—-
Tx: 511 KBps, 998 pps, rate 0.671 Mbps

Rx: 511 KBps, 1997 pps, rate 0.830 Mbps

—————————————— at: Wed Jul 30 10:37:24 2008 ----------—---
Tx: 511 KBps, 999 pps, rate 0.671 Mbps

Rx: 511 KBps, 1998 pps, rate 0.831 Mbps

0S910#

To view the last result use:
show port rate (PORTS-GROUP|all)

To view the history of the last 5 results:
show port rate (PORTS-GROUP|all) history

Port SFP Reading

Parameters

To view the SFP port internal EEPROM data, invoke the command:
show port sfp-params [PORTS-GROUP]

sfp-params: SFP port internal EEPROM data.

PORTS-GROUP: Group of ports for which the traffic throughput is to be measured. Trunk ports
may be included.
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Example

0S910# show port sfp-params tl

SFP ports internal EEPROM data

Trunk tl, Port 9: SFP EEPROM Parameters
KA A A A Ak Ak Ak hkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkkkhkkhkkhkkhkkhkkhkkk
Identifier is SFP
Connector code is LC
Transceiver subcode is 1000Base-SX
Serial encoding mechanism is 8B10B
The nominal bit rate is 1300 Megabits/sec.
Link length using single mode (9 micron) is not supported.
Link length using 50 micron multi-mode fiber is greater than 500m.
Link length using 62.5 micron multi-mode fiber is greater than 300m.
Link length using copper cable is not supported.
Vendor name is Infineon AG
Vendor PN is V23818-K305-B57
Vendor revision is 1
Vendor SN is 30355175

Nominal transmitter output wavelength at room temperature is not specified.
KAk hkhkhkhkhkhkhkhkkhkhhkhhkhkhkkhkhkhkhhkhkhhkhhkhkhkhkhkhkhhkhkhAhkhkhkhkkhkhkhkhhkhkhkhkhkkhkhkhkhkhkhkhkkhkhkhhkhkhkhkkhkhhhkhkhkhkx*xx

Trunk tl, Port 10: SFP EEPROM Parameters
KA KKK KRR AR AR A A Ak Ak Ak hkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkhkkkkkkkhkkhkkhkkhkkhkkkhkkkkk
Identifier is SFP
Connector code is LC
Transceiver subcode is 1000Base-SX
Serial encoding mechanism is 8B10B
The nominal bit rate is 2100 Megabits/sec.
Link length using single mode (9 micron) is not supported.
Link length using 50 micron multi-mode fiber is greater than 300m.
Link length using 62.5 micron multi-mode fiber is greater than 150m.
Link length using copper cable is not supported.
Vendor name is MRV
Vendor PN is SFP-DGD-SX
Vendor revision is A
Vendor SN is PDL16FH

Nominal transmitter output wavelength at room temperature is 850.00 nm.
KAk hkhkhkhkhkhkhkhkhkhhkhhkhkhkkhkhkhhkhkhkhhkhkdhkhkhkhkhkhkhkhkhAhkhkhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhkhkhkkhkhkhhkhkhkhkkhhhhkhkhkhkx*xx

Diagnostics

To view the digital diagnostics of the SFP's internal EEPROM, invoke the command:
show port sfp-diag [PORTS-GROUP]

sfp-diag: Digital diagnostics of the SFP's internal EEPROM.

PORTS-GROUP: Group of ports for which the traffic throughput is to be measured. Trunk ports
may be included.
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Example

0S910# show port sfp-diag tl

SFP ports internal EEPROM data

Trunk tl, Port 9: Digital Diagnostic feature is not supported for current SFP

Trunk tl, Port 10: SFP Digital Diagnostics
KA KKK KA A A KA A A A A A A A A A A A A A A A A A A A A A A A A A A A A A XA A XA A A A XA XA XA XA XK KK

Description Real-Time Value

Temperature (C)/ (F): 47/116

Voltage (V) : 3.3248

TX Bias (mA) : 7.408

TX Power (dBm)/ (mW) : -4.7/0.337

RX Power (dBm)/ (mW) : -5.2/0.303

hhkhkhkhkhkhkhkkhkhkhhhkhkhhkhkhkhkhkhhhhkhkhrhkhkhkhkhkhdhhkhkhkhrhrhkhkhkhkkhkkhhhhhhhkhk
0S910#

Capabilities Advertising

General

Port capabilities advertising is the advertising of the speed(s) and duplexity with which ports can
operate.

Applicability
Port capabilities advertising applies only to 10/100/1000Base-T ports.

Requirement

For ports to be able to advertise they must be set in auto-negotiation mode. One or more ports can
be set in auto-negotiation mode by invoking the command port speed auto
PORTS-GROUP | all described in the section Speed, page 130.

Default

The default advertise mode for ports is advertise all speeds (10, 100, and 1000 Mbps) and both
duplexities (half and full) that the ports are capable of.

Custom

Advertising a Speed and Duplexity

To set one or more ports to advertise a speed and duplexity (and possibly other speeds and the
other duplexity) that the ports are capable of, invoke the following command:
port advertise speed (10/100|1000|all) duplex (half|full|all) (PORTS-
GROUP|all)

where,
port: Port-related action
advertise: Advertise default auto-negotiation capabilities
speed: Speed to be set
10: 10 Mbit/sec (Applicable to 10/100/1000Base-T ports only)
100: 100 Mbit/sec
1000: 1000 Mbit/sec
all: (First appearance) All speeds (10, 100, and 1000 Mbit/sec)
duplex: Duplexity to be set
half: Half-duplex

August 2010 URL: http://www.mrv.com 135




0S900 Series User Manual L2+ ver. 2.1.6A, L3 ver. 3.1.4

full: Full-duplex

all: (Second appearance) Both duplexities (half and full)
PORTS-GROUP: Group of Ports

all: (Third appearance) All ports

By repeated use of the above command the ports can be set to advertise their other speeds and
their other duplexity that they are capable of.

Note that this command will cause the port to advertise:

— The speed specified in the command, in addition to one or more other
set speeds (if they exist for the port), and

— The duplexity specified in the command, in addition to the other set
duplexity (if it exists for the port)

Example

05910 (config) # port advertise speed 100 duplex half 3,5
port 3 advertise set to speed: 100MBps, duplex: HALF
port 5 advertise set to speed: 100MBps, duplex: HALF
0S910 (config) #

Default

To set one or more ports in the default advertising mode (described in the section Default, page
135), invoke the command:
port advertise default (PORTS-GROUP|all)
where,
PORTS-GROUP: Group of Ports
all: All ports

Preventing All Advertising
To prevent one or more ports from advertising, invoke the command:
no port advertise default (PORTS-GROUP|all)
where,
PORTS-GROUP: Group of Ports
all: All ports

Preventing Advertising of a Speed and Duplexity

To prevent one or more ports from advertising a specific speed and duplexity, invoke the
command:

no port advertise speed (10/100|1000|all) duplex (half|full|all)
(PORTS-GROUP |all)

where,
10: 10 Mbit/sec (Applicable to 10/100/1000Base-T ports only)
100: 100 Mbit/sec
1000: 1000 Mbit/sec
all: (First appearance) All speeds (10, 100, and 1000 Mbit/sec)
half: Half-duplex
full: Full-duplex
all: (Second appearance) Both duplexities (half and full)
PORTS-GROUP: Group of Ports
all; (Third appearance) All ports

Advertising only a Specific Speed and Duplexity

To set one or more ports to advertise only a specific speed and duplexity, and no other. This is
done by invoking the command in the section Preventing Advertising of a Speed and Duplexity,
page 136, for each speed and duplexity that is to be excluded.
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For example, to set 10/100/1000Base-T ports 1 and 2 to advertise only the speed 700 Mbps and
the duplexity Half:

1. Prevent all advertising by ports 1 and 2 by invoking the command:
no port advertise 1,2

2. Enable advertising by ports 1 and 2 of speed 7100 Mbps and duplexity Half by
invoking the command:
port advertise speed 100 duplex half 1,2

Viewing
To view the speed configurations for ports, invoke a show command as described in the section
Status, page 127.

Outbound Tag Mode

To change the outbound tag mode for a port after an ACL has been bound to a port, unbind the
ACL (as described in the section Unbinding, page 318, change the outbound tag mode (as
described below), then rebind the ACL (as described in the section Binding, page 316).

One or more ports can be set to handle ingress frames with IEEE 802.1Q encapsulation in one of
the following modes:

— Tagged

— Untagged
— Hybrid

- Q-in-Q

Tagged

To set a port to handle only tagged ingress frames'* (and to forward them with the tag):
1. Enter configure terminal mode.

2. Invoke the command:
port tag-outbound-mode tagged PORTS-GROUP

where,
port: Port-related action
tag-outbound-mode: |IEEE 802.1Q encapsulation of ingress/egress frames
tagged: Tagged ingress/egress frames

PORTS-GROUP: Group of Ports
(If no port number is entered, all ports are selected.)

Untagged
This is the default mode for ports. To set a port to handle only untagged ingress frames (and to
forward them untaggged):
1. Enter configure terminal mode.
2. Invoke the command:
port tag-outbound-mode untagged PORTS-GROUP
where,
port: Port-related action
tag-outbound-mode: IEEE 802.1Q encapsulation of ingress/egress frames
untagged: Untagged ingress/egress frames

PORTS-GROUP: Group of Ports
(If no port number is entered, all ports are selected.)

14 Untagged ingress frames are dropped in tagged mode.
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Hybrid

This mode is similar to tagged mode except for the way it handles untagged frames. In tagged
mode, ingress untagged frames are dropped. In hybrid mode, ingress untagged frames are
assigned the port’s default tag. Egress packets having the default tag are sent untagged.

To configure hybrid mode for a group of ports:
1. Enter configure terminal mode.
2. Invoke the command:
port tag-outbound-mode hybrid [PORTS-GROUP] TAG
where,
port: Port action
tag-outbound-mode: IEEE 802.1Q encapsulation of ingress/egress frames
hybrid: Tagged and untagged ingress/egress frames

[PORTS-GROUP] : Group of Ports
(If no port number is entered, all ports are selected.)

TAG: User-selectable default tag for the interface

Q-in-Q (Service VLAN Access Mode)

The Q-in-Q mode is used to interconnect customer sites having the same VLAN tag across an
Ethernet metro network.

This mode applies for access (LAN) ports. In this mode both tagged and untagged frames are
allowed at ingress. All ingress frames are encapsulated with an additional tag (Service VLAN tag).
All egress frames at tagged ports are stripped of Service VLAN tags.

To configure Q-in-Q mode for one or more access ports:
1. Enter configure terminal mode.
2. Invoke the command:
port tag-outbound-mode g-in-q [PORTS-GROUP] TAG
where,
port: Port configuration.
tag-outbound-mode: IEEE 802.1Q encapsulation of ingress/egress frames
g-in-q: Untagging of ingress/egress frames. This argument must be selected
for Q-in-Q access ports.
[PORTS-GROUP] : Group of Ports
(If no port number is entered, all ports are selected.)
TAG: Default Service VLAN tag to be added to a packet that enters any of the
ports in the PORTS-GROUP.

This tag can be swapped using an ACL rule. For details, refer to the section
Stage 2 — Actions on Packet, page 304.

Viewing
To view the tags of one or more ports:

1. Enter enable mode.
2. Invoke the command:
show port tag [PORT-GROUP|all]
where,

[PORT-GROUP]: Group of Ports
(If no port number is entered, all ports are displayed.)

all: All ports
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Example

0S910M# show port tag 1-3
Value of ethertype 1 is 0x8100 (default value)
Value of ethertype 2 is 0x8100 (default value)

PORT TAG CONFIGURATION

port OUTBOUND-TAGGED DEF-TAG NUM-TAGS ETHERTYPE TAGS-LIST
1 tagged 0 1 CORE1:0x8100 10

2 tagged 0 1 CORE1:0x8100 10

3 tagged 0 1 CORE1:0x8100 10
0S910M#

The num-tacs column shows the number of VLAN interfaces of which a port is a member.

pEF-TAG iS the tag that will be assigned to untagged frames entering the port.

Multi-VLAN Membership for Untagged Ports

Normally, an untagged port can be a member of only one VLAN. However, by enabling such a port
for multi-VLAN membership, the port will know how to direct each ingress packet to the right
VLAN.
To configure a group of multi-VLAN untagged ports:
1. Enter configure terminal mode.
2. Invoke the command:
port untagged-multi-vlans PORTS-GROUP

where,
PORTS-GROUP: Group of untagged ports to be members in several VLANSs.

3. For each multi-VLAN untagged port/group, configure an ACL (see Chapter 15:
Extended Access Lists (ACLs), page 295) that specifies the VLAN to which a packet type
entering the port/group is to be sent. Then bind the ACL to each of the multi-VLAN
untagged ports/groups.

Link Protection

The Link Protection (dual-homing) mechanism is used to set two links to backup each other. When
the primary link fails, the backup (secondary) link takes over the tasks of the primary link, and vice
versa.

Three examples are given below to serve as guides in configuring Link Protection.
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Example 1 — Using Two Devices

Network
LEGEND
O Port
Device 1 Device 2
Uplink Uplink
(Primary) (Backup)
3 4
0S900
(Link Protector)
Downlink Downlink Downlink
Figure 14: Link Protection Data Path using Two Devices
Enabling

To enable Link Protection using two devices, invoke the command:
link-protection primary PORT backup PORT [no-preemption]

where,

PORT: (First appearance) Primary Port number.
PORT: (Second appearance) Backup Port number.

no-preemption: Prevent the primary port from retaking over from the backup port
when it recovers.

Implementation

0S910 (config) # port trunk tl 3,4

05910 (config) # 3 backup 4

05910 (config) # link-protection primary 3 backup 4
( )

08910 (config) #

140

URL: http://www.mrv.com

August 2010




ML49175A, Rev. 09 Chapter 6: Ports

Example 2 -Using a Single Remote IEEE 802.1ag MEP
Network

LEGEND
0O Port

Remote
MEP 4 | 3
I

Uplink
(Primary)

Uplink
{(Backup)

0S900
(Link Protector)

3| MEP 3

Downlink

Figure 15: Link Protection Data Path using a Single Remote MEP in an IEEE 802.1ag-
configured Network

Enabling
To enable Link Protection using a single remote MEP, invoke the command:
link-protection primary PORT backup PORT srv NUMBER dmn <0-7> [rmep

<1-4095>]

where,
PORT: (First appearance) Primary Port number.

PORT: (Second appearance) Backup Port number.

NUMBER: |IEEE 802.1ag Service ID value.

<0-7>: IEEE 802.1ag domain level value (range 0. . 7).

[rmep <1-4095>]: Remote MEP ID in the range <1. .4095>.
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Note

When links are connected to a MEP, the Link-Protection mechanism
operates only in the no-preemption mode.

Implementation

Configuring Link Protector:

|
hostname LINK PROT DEV
!
port trunk tl 1-2
I
link-protection primary 1 backup 2 srv 1 dmn 2 rmep 4
I
interface vlan viflO
tag 10
ports 3,tl
!
ethernet oam domain 2
service 1
vlans 10
remote-meps 4
mep 3 port 3
mep 3 activate
mep 3 ccm-activate
|

ethernet oam enable
|

Configuring Device with Remote MEP 4

|
hostname MEP-4
!
interface vlan viflO0
tag 10
ports 1-3
!
ethernet oam domain 2
service 1
vlans 10
remote-meps 3
mep 4 port 3
mep 4 activate
mep 4 ccm-activate
|

ethernet oam enable
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Link Protection Data Path using Dual Remote IEEE 802.1ag MEPs
Network

LEGEND
O Port

Remote
MEPS 3

]
Device 1
[ ]

Uplink Uplink
(Primary) (Backup)
0S900
(Link Protector)
3] MEP 3
Downlink

Figure 16: Link Protection Data Path using Dual Remote MEPs in an IEEE 802.1ag-
configured Network

Enabling

To enable Link Protection using dual remote MEPs, invoke the command:
link-protection primary PORT rmep <0-7> SRV_NUMBER <1-4095> backup
PORT rmep <0-7> SRV_NUMBER <1-4095>

where,
PORT: (First appearance) Port number of Primary Link.
<0-7>: (First appearance) Domain level value of Primary Remote MEP (range 0. . 7).
SRV_NUMBER: (First appearance) Service ID of Primary Remote MEP.
<1-4095>: (First appearance) Primary MEP ID (range <1. .4095>.

PORT: (Second appearance) Port number of Backup Link.
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<0-7>: (Second appearance) Domain level value of Backup Remote MEP (range
0..7).

SRV_NUMBER: (Second appearance) Service |D of Backup Remote MEP.
<1-4095>: (Second appearance) Backup MEP ID (range <1. .4095>.

Note

When links are connected to a MEP, the Link-Protection mechanism
operates only in the no-preemption mode.

Implementation

Configuring Link Protector:

hostname LINK_ PROT_ DEV
|

port trunk tl 1-2
|

link-protection primary 1 rmep 2 1 4 backup 2 rmep 2 1 5
!
interface vlan vifl0
tag 10
ports 3,tl
I
ethernet oam domain 2
service 1
vlans 10
remote-meps 4-5
mep 3 port 3
mep 3 activate
mep 3 ccm-activate
|

ethernet oam enable
|

Configuring Device with Remote MEP 4

hostname MEP-4
!
interface vlan viflO0
tag 10
ports 1,3
!
ethernet oam domain 2
service 1
vlans 10
remote-meps 3
mep 4 port 3
mep 4 activate
mep 4 ccm-activate
|

ethernet oam enable
|

Configuring Device with Remote MEP 5
hostname MEP-5

|

interface vlan vifl0

tag 10

ports 1,3
|
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ethernet oam domain 2
service 1
vlans 10
remote-meps 3
mep 5 port 3
mep 5 activate
mep 5 ccm-activate
i

ethernet oam enable
|

Disabling

To disable Link Protection:
1. Enter configure terminal mode.

2. Invoke the command:
no link-protection primary PORT

where,
PORT: Primary Port number.

Example

05910 (config) # no link-protection primary 3
0S910 (config) #

Viewing
To view the link-protection status invoke the command:
1. Enter enable mode.

2. Invoke the command:
show port details [PORTS-GROUP]

where,

[PORTS-GROUP] : Group of ports whose link-protection status is to be viewed.

Example

0S904# show port details tl
Trunk tl details:

Description : N/A

Link : OFF

Duplex state : N/A

Speed selected : AUTO
Auto-Neg Advertise : Default
Selected cross mode : AUTO

Bypass mode : ENABLE

State : ENABLE
Priority HE

Flow control mode : off
Ethertype : CORE1:0x8100
OutBound Tagged : untagged
Tags List :

Udld .
Link-protection : primary 3 and backup 4 with preemption.
05904 #

Now active is 4.

Changing the Primary Link Port

This section applies if the two ports were set in link-protection mode without preemption.

To change the Primary Link port:
1. Enter configure terminal mode.
2. Invoke the command:
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link-protection primary PORT active PORT
where,
PORT (First appearance) Old (existing) Primary Port number.
PORT (Second appearance) New Primary Port number.

Example

0S900 (config) # link-protection primary 4 active 3
0S900 (config) #

Link Reflection

The Link Reflection /Propagation or Link Integrity Notification (LIN) mechanism provides
notification on the integrity of a link from the NNI to the UNI even if the link extends through several
0S900s. It allows terminal equipment to detect link failure in the path between two terminal
equipment units. The link failure is propagated throughout the network until it reaches the remote
0S900, which disables the transmission immediately upon failure detection.

Referring to Figure 17, below, the Link Reflection mechanism downs the link at the downlink ports
(that are assigned to the uplink port) if the link at the uplink port fails.

Using the Link Reflection mechanism, two OS900s interconnected across a network can be
configured so that if the link to a UNI at one OS900 goes down, the link to the corresponding UNI
at the other OS900 is automatically brought down — see Figure 18, page 148.

Note
If the uplink port is a trunk, Link Reflection is activated only if all ports of
the trunk fail.

LEGEND
O Port

0S900

—

2 3 4
Downlink Downlink Downlink

Device A Device B Device C

Figure 17: Link Reflection between Uplink and Downlink
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Enabling

To enable Link Reflection:
1. Enter configure terminal mode.

2. Invoke any of the following commands:
link-reflection uplink PORT downlink PORTS-GROUP

link-reflection uplink PORT downlink PORT symmetrical

link-reflection uplink PORT downlink PORTS-GROUP srv NUMBER dmn
<0-7> [rmep <1-4095>]

Example 1

where,

PORT: (First appearance) Uplink (usually core or provider network) port
number.

PORT: (Second appearance) Downlink access port number.

symmetrical: Down the link at the uplink port if the link at the downlink port
fails. (This option can be applied provided only one port is specified as the
downlink port. In such a case, Link Reflection can function for both the uplink
and downlink port.)

PORTS-GROUP: Downlink access port numbers.

srv NUMBER: IEEE 802.1ag Service ID value.

dmn <0-7>: IEEE 802.1ag domain level value (range 0. .7).

[rmep <1-4095>]: Remote MEP ID in the range 1-4095. Default: If there is
only one remote MEP, it is not required to specify the remote MEP ID.

05910 (config) # link-reflection uplink 1 downlink 2-4

08910 (config) #

Example 2

The following example shows Link Reflection configuration with Ethernet Service OAM for two
0OS900s interconnected across a network. In this configuration, if the link to a UNI at one OS900 is
broken, the link to the corresponding UNI at the other OS900 is also broken.
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Network
LEGEND
0O Port
UNI
Figure 18: Link Reflection between Two UNIs
Configuration

Following are the CLI commands for implementing Link Reflection between two OS900s across
the network shown in Figure 18, above.

When a port is dependent only upon the remote MEP, invoke the command 1link-reflection
uplink PORT srv NUMBER dmn <0-7> to enable link reflection.

05900 1

link-reflection uplink 1 srv 1 dmn 1
!
interface vlan viflO
tag 10
ports 1,4
!
ethernet oam domain 1
service 1
primary-vlan 10
vlans 10
remote-meps 1
mep 2 port 1
mep 2 activate
mep 2 ccm-activate
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ethernet oam enable

08900 2

link-reflection uplink 1 srv 1 dmn 1

!

interface vlan viflo0

tag 10

ports 1,4

!

ethernet oam domain 1

service 1

primary-vlan 10
vlans 10
remote-meps 2
mep 1 port 1
mep 1 activate
mep 1 ccm-activate

!

ethernet oam enable

Disabling

To disable Link Reflection:
1. Enter configure terminal mode.
2. Invoke the command:
no link-reflection uplink PORT
where,
PORT: Uplink-port number.

Example

0S900 (config) # no link-reflection uplink 1
0S900 (config) #

Viewing
To view whether link reflection is enabled or disabled:

1. Enter enable mode.

2. Invoke the command:
show link-reflection

Example

0S900# show link-reflection
Link-Reflection Table

Uplink Port: Downlink Ports : Options
1 HE : domain 1 service 1
0S9004#

Port Protection (Private VLAN)
Definition
Port protection is the creation of one or more private (edge) VLANs within an existing VLAN.

Purpose

Port protection is used to direct traffic entering a VLAN to user-selected egress ports in the VLAN.
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Advantage

In an Ethernet network, port protection provides additional security to hosts on the same subnet by
isolating the ports (from one another) to which they are connected even if the ports are members
of the same VLAN.

Configuration
This mechanism directs traffic at one group of user-selectable source (ingress) ports to another
group of user-selectable destination (egress) ports, all ports being members of the same VLAN.
To enable Port Protection:

1. Enter configure terminal mode.

2. Invoke the command:
port protected PORTS_GROUP|all allowed-dst PORTS_GROUP

where,
protected: Egress traffic restriction.
PORTS_GROUP: (First appearance) Group of source ports.
allowed-dst: Allow traffic to destination ports.
PORTS_GROUP: (Second appearance) Group of destination ports.

Example

0S900 (config) # port protected 1,2 allowed-dst 3,4
0S900 (config) #

Viewing
To view the destination ports to which traffic from the associated source ports is restricted:

1. Enter enable mode.

2. Invoke the command:
show port protected [PORTS_GROUP]

where,
[PORTS_GROUP]: Group of source ports.

Example

05900# show port protected 1-4
Port protected:

source port destination ports

1 3-4

2 3-4

3 all

4 all
0S900#
Link Flap Guard
General

Link Flap Guard is a mechanism that isolates a port that changes its link state with an
unacceptably high frequency.

By default, the Link Flap Guard is disabled.

Custom Setting

In the default setting, the Link Flap Guard is disabled.

To set a link flap frequency at which ports are to be isolated:
1. Enter configure terminal mode.
2. Invoke the command:
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link-flap guard <5-10000> port (PORTS-GROUP|all)
where,

<5-10000>: Link flap frequency (i.e., number of changes per second in the
link state of a port) for which a port is to be isolated

PORTS-GROUP: Group of ports to have the link flap frequency apply
all: All ports to have the link flap frequency apply

Example

05900 (config) # link-flap guard 1257 port 2-4
0S900 (config) #

Viewing
To view the setting of the Link Flap Guard:
1. Enter enable mode

2. Invoke the command:
show link-flap guard port (PORTS-GROUP|all)

PORTS-GROUP: Group of ports for whom the setting of the Link Flap Guard is
to be viewed

all: All ports to have the setting of the Link Flap Guard for them viewed
Example

05900# show link-flap guard port 2-4
Link Flap Guard

2 1257
3 1257
4 1257
0S900#

Default Setting

To set the link flap guard to the default setting, i.e., to disable it:
1. Enter configure terminal mode.
2. Invoke either of the following commands:
link-flap guard default port (PORTS-GROUP|all)
no link-flap guard port (PORTS-GROUP|all)

Example

05904 (config) # link-flap guard default port 3
Link flap guard mechanism has been disabled for port(s) 3.
0S904 (config) #

Reconnecting Isolated Ports

To reconnect one or more ports that have been isolated:
1. Enter configure terminal mode.
2. Invoke the command:
port state enable PORTS-GROUP|all
where,

PORTS-GROUP: Group of ports to be recovered. (The ports can be members
of a trunk.)
all: All ports to be recovered.
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Example

0S910 (config) # port state enable 2,3
port 2 state set to: ENABLE

port 3 state set to: ENABLE

08910 (config) #

Link Flap Dampening

General

Link Flap Dampening is a mechanism that can be used to femporarily isolate one or more ports
that change their link state with an unacceptably high frequency.

Principle of Operation

The flapping port is assigned a £lap-penalty for each flap. Once the total of the
accumulated flap penalties reaches the errdisable-threshold the port is isolated. If
now the port link stops flapping, for each passing link flap interval' the total of the
accumulated penalties is decreased by the stability-grant value. When the total
drops to zero the port will be allowed to reconnect to the network provided it is set to
recover. By default, the port is preset to recover when the Link Flap Dampening
mechanism is enabled, as described below. (In any case, the port can be set/preset to
recover using the command port errdisable recover cause link-flap
PORTS-GROUP.) If the port is isolated a second time, the errdisable-threshold is
automatically doubled. If the port is isolated a third time, the errdisable-threshold is
automatically tripled. And so on. If the port is enabled using the command port state
enable|disable PORTS-GROUP|all, the user-set errdisable-threshold value is
reestablished.

Parameters Setting

Penalty per Flap
The Penalty per Flap is a number assigned to a flap. The larger the number, the larger is the
penalty.
To set the penalty value per flap:

1. Enter configure terminal mode.

2. Invoke the command:

link-flap-dampening flap-penalty VALUE
where,
VALUE: Flap penalty value

Example

0S910 (config) # link-flap-dampening flap-penalty 5
08910 (config) #

Threshold for Port Isolation

The Threshold for Port Isolation is the product of the flap penalty value and the number of link
flaps.

To set the value of the threshold:
1. Enter configure terminal mode.
2. Invoke the command:
link-flap-dampening errdisable-threshold VALUE
where,
VALUE: Threshold value for port isolation

10 The link flap interval is displayed when the command show link-flap-dampening is invoked, as described in the
section Configuration, page 153.
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Example

0S910 (config) # link-flap-dampening errdisable-threshold 40
08910 (config) #

Stability Grant

The Stability Grant is a number by which the total of the accumulated penalties is decremented for
each minute that no flap occurs since isolation. If no flap occurs until the accumulated penalties for
a port are decremented to zero, the port can reconnect to the network provided it is allowed to be
recoverable. The section Recovering Isolated Ports, page 155, shows how to make ports
recoverable.

1. Enter configure terminal mode.
2. Invoke the command:
link-flap-dampening stability-grant VALUE
where,
VALUE: Flap penalty value

Example

0S910 (config) # link-flap-dampening stability-grant 8
08910 (config) #

Enabling

To enable the Link Flap Dampening mechanism:
1. Enter configure terminal mode.
2. Invoke the command:
port errdisable detect cause link-flap PORTS-GROUP
where,
PORTS-GROUP: Group of ports to be handled by the Link Flap Dampening
mechanism

Example

0S910 (config) # port errdisable detect cause link-flap 1,4
0S910 (config) #

Disabling

To disable the Link Flap Dampening mechanism:
1. Enter configure terminal mode.
2. Invoke the command:
no port errdisable detect cause link-flap PORTS-GROUP
where,
PORTS-GROUP: Group of ports to be freed of the Link Flap Dampening
mechanism

Example

0S910 (config) # no port errdisable detect cause link-flap 4
0S910 (config) #

Viewing

Configuration
To view the Link Flap Dampening configuration
1. Enter enable mode.

2. Invoke the command:
show link-flap-dampening
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Example

0S910# show link-flap-dampening
Link-flap dampening configuration:

Errdisable threshold = 10
Flap penalty =1
Stability grant =2
Interval = 60 seconds

0S910#

Operation Data

Brief
To view the Link Flap Dampening operation data in brief:
1. Enter enable mode.
2. Invoke the command:
show port link-flap-dampening PORTS-GROUP
where,

PORTS-GROUP: Group of ports to be freed of the Link Flap Dampening
mechanism

Example

05910# show port link-flap-dampening 1,4
PORT DETECT RECOVERY PENALTY FLAPS-CNT ERRDIS-CNT RECOVER-CNT STATE

1 ENABLE ENABLE 0 0 0 0 ENABLE
4 ENABLE ENABLE 0 0 0 0 ENABLE
059104

Detailed

To view the Link Flap Dampening operation data in detail:
1. Enter enable mode.
2. Invoke the command:
show port link-flap-dampening long PORTS-GROUP
where,
long: Detailed information
PORTS-GROUP: Group of ports to be freed of the Link Flap Dampening

mechanism
Example
0S910# show port link-flap-dampening long 1,4
Port 1

Port state is ENABLE

Link flap dampening is enabled

Recovery from errdisable state is enabled

The current penalty is 0

The total number of link flaps is 0

The port never entered errdisable state

The port never recovered from errdisable state
Port 4

Port state is ENABLE

Link flap dampening is enabled

Recovery from errdisable state is enabled

The current penalty is 0

The total number of link flaps is 0

The port never entered errdisable state

The port never recovered from errdisable state
0S910#
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Recovering Isolated Ports

By default, ports are preset to be recoverable (i.e., allowed to reconnect to the network) when the
Link Flap Dampening mechanism is enabled.

To recover isolated ports when the total of the accumulated penalties drops to zero:
1. Enter configure terminal mode.
2. Invoke the command:
port errdisable recover cause link-flap PORTS-GROUP
where,
PORTS-GROUP: Group of ports to be allowed by the Link Flap Dampening
mechanism

Example

05910 (config) # port errdisable recovery cause link-flap 3
0S910 (config) #

Regular, Dual, and Extra Internal Ports

General

0OS900 models have regular ports, dual ports, or extra internal ports. A regular port consists of one
external port. An external port is physically accessible. A dual port consists of one external port
and one internal port. An internal port is physically inaccessible. An extra internal port is an internal
port that can be flexibly assigned to a regular port or to a dual port.

Table 9: Regular, Dual, and Extra Internal Ports

Model Ports
Regular Dual Extra Internal
08904 - 1to4 el
0S906 - 1t06 eltoe9
0S910, 0OS910-M - 1t0 10 eltoed
08912 11,12 1to0 10 -
08930 2,3 1 -

In the user manual, the internal ports are distinguished from the external ports only where
required. In CLI commands, internal ports are identified by the keyword extra.
Application

The dual-port feature provides for:

— Configuring a dual leaky-bucket policer (instead of a single leaky-bucket policer) as
described in the section Dual Leaky-Bucket Policer, page 367.

— Tag translation as described in Chapter 12: Tag Translation/Swapping, page 265.

— Setting of separate flood rates for up to two different traffic types for the
same ingress port as described in the section Configuration, page 249.

— Ingress shaping of traffic as described in the section Hierarchical QoS,
page 292.

Bypassing Internal Ports

As a rule, the default (factory-set) setting for internal ports should not be changed. In the default
setting, internal ports are not bypassed. Before changing the default setting, it is advisable to
consult MRV’s CSO.

To bypass all the internal ports:
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1. Enter boot mode.

2. Invoke the command:
no internal-ports

Example

05900 (config) # boot

0S900 (config-boot) # no internal-ports

Action will come into effect after rebooting
0S900 (config-boot) #

Revoking Bypass of Internal Ports

To revoke bypassing of internal ports:
1. Enter boot mode.

2. Invoke the command:
internal-ports

Example

05900 (config) # boot

05900 (config-boot) # internal-ports

Action will come into effect after rebooting
0S900 (config-boot) #

Double Tagging Mode

General

Physical ports of an OS900 can be configured to double-tag packets entering it from the user side.

Requirement

Ports to be double-tagged must be dual ports (described in the section Regular, Dual, and Extra

Internal Ports, page 155).

Principle of Operation

Packets entering a port configured to double-tag from the user side are stripped of all their tags, if
present, tagged with the two user-preselected VLAN tags, and switched to the network side.

Packets entering a port configured to double-tag from the network side are stripped of their two

user-preselected VLAN tags and forwarded untagged to the user side.
Figure 19, below, is a schematic illustrating the process.
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Double-tagged Packet
(To nethr*k side)
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Figure 19: Double Tagging Process

Implementation

In the following implementation, the provider port is Port 4 and the client ports, set to double-tag
packets, are Ports 1 to3. One of the double tags is the client tag (10, 20, or 30), the other tag is the
provider tag (100).

In order for the double tags

Adding provider tag 100 to packets that have client tag 10, 20, or 30

Building configuration...

Current configuration:
! version 2_1 4
!
access-list extended portl extra
rule 10
action tag nest 100
tag eq 10
!
access-list extended port2 extra
rule 10
action tag nest 100
tag eq 20
!
access-list extended port3 extra
rule 10
action tag nest 100
tag eq 30

Swapping provider tag 100 with tag 999

access-list extended port4 strip
rule 10

action tag swap 999

tag eq 100
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Assigning a textual description to the client and provider ports

port description 1 Customerl
port description 2 Customer2
port description 3 Customer3
port description 4 NetworkPort

Forcing traffic entering ports 1-3 from client side via provider port 5

port protected 1-3 allowed-dst 4

port tag-outbound-mode g-in-g 1 10
port tag-outbound-mode g-in-g 2 20
port tag-outbound-mode g-in-g 3 30

----Adding provider tag to packets entering port 4 from client side, stripping tag from packets to client side----

port tag-outbound-mode hybrid 4 999
|

Binding ACLs to the provider and internal client ports

port acl-binding-mode by-port 1-3
port access-group portd4 strip 4

port access-group extra portl extra 1
port access-group extra port2 extra 2
port access-group extra port3 extra 3

interface vlan viflO0
tag 10

ports 1,4

!

interface vlan vif20
tag 20

ports 2,4

!

interface vlan vif30
tag 30

ports 3,4

!

interface vlan vifl00
tag 100

ports 1-4

!

interface vlan vif999
tag 999

ports 4
|

Enabling remote management via the out-of-band Ethernet port

interface out-of-band eth0
ip 10.90.136.74/24
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management

no 1t learning
|

Loopback at Layer 2

Layer 2 frames received at a group of ports can be looped back to their sources. This is done by
swapping their source address with their destination address.

Enabling
A port can operate in loopback mode, provided it is not a member of a VLAN to which an ACL is
bound! To enable a group of ports to operate in loopback mode:

1. Enter configure terminal mode.

2. Invoke the command:
port layer2-loopback PORTS-GROUP

where,
PORTS-GROUP: Group of ports to swap source and destination addresses

Example

05904 (config) # port layer2-loopback 2-4
08904 (config) #

Disabling

To disable a group of ports from operating in loopback mode:
1. Enter configure terminal mode.

2. Invoke the command:
no port layer2-loopback [PORTS-GROUP]

where,
PORTS-GROUP: Group of ports not to swap source and destination addresses

Example

05904 (config) # no port layer2-loopback 2-4
08904 (config) #

Flow Control

Definition

Flow Control is a mechanism that causes a transmitting station to temporarily backoff when the
port memory of the OS900 becomes saturated.

Purpose

Flow Control is used to prevent packet-loss. It is to be invoked when it is preferable to lower the
transmission rate rather than have packets dropped due to congestion.

Applicability

Flow control can be applied per-port to full-duplex ports.
It cannot be applied to trunk ports.
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Effect

Flow control may impact SLA, such as bandwidth and QoS.

Principle of Operation

Flow Control is set up between the OS900 and a transmitting station on a point-to-point link.
Whenever the OS900 becomes congested, it sends back a "pause" frame to the transmitting
station at the other end of the link, instructing it to stop sending packets for a pre-specified time
period. The transmitting station waits during the requested time period before transmitting again.

Configuration

Enabling
To enable Flow Control:
1. Enter configure terminal mode.

2. Invoke the command:
port flow-control PORTS-GROUP

where,
PORTS-GROUP: Numbers of physical ports for which flow control is to be enabled

Disabling
To disable Flow Control:
1. Enter configure terminal mode.

2. Invoke the command:
no port flow-control PORTS-GROUP

where,
PORTS-GROUP: Numbers of physical ports for which flow control is to be disabled

Viewing
To view whether Flow Control is enabled or disabled for a port:

1. Enter enable mode.

2. Invoke the command:
show port details [PORTS-GROUP]

where,
PORTS-GROUP: Group of physical ports

Compliance
IEEE 802.3x flow control protocol for full-duplex ports.

Statistics
Viewing
Momentary

Brief

To view the momentary statistical information (brief) on one or more ports (possibly a port trunk) in
tabular format:

1. Enter enable mode.

2. Invoke the command:
show port statistics table [PORTS-GROUP]

where,
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PORTS-GROUP: Group of ports. For a port trunk the format is tX, where, X is a
numerical. Example £3.

Example

0S900# show port statistics table

PO SEND SEND SEND RECV RECV RECV RECV
NO UNI BROAD MULTI UNI BROAD MULTI ERR
1 0 0 157198 0 0 0 0

2 0 0 0 0 0 0 0

5 0 0 0 0 0 0 0

6 0 0 0 0 0 78582 0

7 0 0 157198 0 0 0 0

8 0 0 0 0 0 0 0

9 0 0 0 0 0 0 0
10 0 0 0 0 0 0 0
tl 0 0 0 0 0 0 0
0S9004

Detailed

To view the momentary statistical information (detailed) on one or more ports (possibly a port
trunk):

1. Enter enable mode.

2. Invoke the command:
show port statistics PORTS-GROUP

where,

PORTS-GROUP: Group of ports. For a port trunk the format is tX, where, X is a
numerical. Example 3.

Example

0S900# show port statistics tl

PORTS STATISTICS

Port tl Ethernet counters

Good bytes received : 249980170703
Good packets received : 3905937622
Good unicast packets received : 3905934745
Good broadcast packets received : 0

Good multicast packets received : 2877

Bytes transmitted : 250013089300
Packets transmitted : 3906453227
Unicast packets transmitted : 3906451771
Broadcast packets transmitted : 1456
Multicast packets transmitted : 0

CRC or Alignment error received

Undersize received

2
0
Oversize received : 0
Fragments received 1
Jabber received 0

0

Collisions received and transmitted

Port tl RMON Packet Size Distribution Counters
- 64 Octets : 7812379774
65- 127 Octets : 4338
128- 255 Octets : 0
256- 511 Octets : O
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512-1023 Octets : 0
1024- Octets : O

0S900#

Continually Updated
To view the continually updated (automatically refreshed) statistical information on one or more
ports (possibly a port trunk):
1. Enter enable mode.
2. Invoke either of the following commands:
monitor port statistics PORTS-GROUP [packets]
monitor port statistics table [PORTS-GROUP]

where,
monitor: Display with refresh®
port: Port related action
statistics: Statistics related action

[PORTS-GROUP] : Group of Ports.

For a port trunk the format is tX, where,

X is a numerical. Example t3.

(If no port number is entered, all ports are displayed.)
table: Tabular format
packets: Packet counters only

16 Automatic continuous update
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Example

0S900# monitor port statistics 3

PORTS STATISTICS

Port 3 Ethernet counters

Chapter 6: Ports

Good bytes received 45198670
Good packets received 2791284
Good unicast packets received 1895642
Good broadcast packets received 364301
Good multicast packets received 531341
Bytes transmitted 51006743
Packets transmitted 115672
Unicast packets transmitted 85475
Broadcast packets transmitted 20344
Multicast packets transmitted 65131
CRC or Alignment error received 0
Undersize received 0
Oversize received 0
Fragments received 0
Jabber received 0
Collisions received and transmitted 15
Port 3 RMON Packet Size Distribution Counters
- 64 Octets : 3012
65- 127 Octets : 90258
128- 255 Octets : 248021
256- 511 Octets : 720915
512-1023 Octets : 108839
1024- Octets : 4203
0S900#
To exit monitoring (and freeze the display), press or E
Clearing

To clear the statistical counters of one or more ports (possibly a port trunk):
1. Enter enable mode.

2. Invoke the command:
clear ports statistics [PORTS-GROUP]

where,
[PORTS-GROUP] : Group of Ports. For a port trunk the format is tX, where,
X is a numerical. Example t3.
(If no port number is entered, all ports are cleared.)

Example

0S900# clear ports statistics 1-4
0S900#

Digital Diagnostics

SFP Parameters

To view information on the parameters of SFPs in ports (possibly a port trunk), invoke the
command:

1. Enter enable mode.
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2. Invoke the command:
show port sfp-params [PORTS-GROUP]

where,
show: Display
port: Port related action
sfp-params: SFP parameters

[PORTS-GROUP] : Group of Ports. For a port trunk the format is tX, where,
X is a numerical. Example t3.
(If no port number is entered, all ports are displayed.)

Example

05900# show port sfp-params 2
SFP ports internal EEPROM data

SFP EEPROM Diagnostics: (Port 2)
khhkhkhhkhhkkhkhhkhhkkhkhkhkhhkhkhkkhkhkhkhkkhkhhkhhrkhkhkhkkhk*x%k

Identifier is SFP.

Connector code is LC.

Transceiver subcode is 1000Base-SX.

Serial encoding mechanism is 8B1O0B.

The nominal bit rate is 2100 Megabits/sec.

Link length using single mode (9 micron) is not supported.

Link length using 50 micron multi-mode fiber is greater than 300m.
Link length using 62.5 micron multi-mode fiber is greater than 150m.
Link length using cooper cable is not supported.

Vendor name is FINISAR CORP.

Vendor PN is FTRJ8519P1BNL

Vendor revision is A

Nominal transmitter output wavelength at room temperature is 850.00 nm.

SFP Diagnostics
To view real-time diagnostic information on SFPs (possibly a port trunk), invoke the command:

1. Enter enable mode.

2. Invoke the command:
show port sfp-diag [PORTS-GROUP]

where,
show: Display
port: Port related action
sfp-diag: SFP diagnostics
[PORTS-GROUP] : Group of Ports. For a port trunk the format is tX, where,

X is a numerical. Example t3.
(If no port number is entered, all ports are displayed.)
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Example

0S900# show port sfp-diag 3

SFP ports internal EEPROM data

SFP Digital Diagnostics: (Port 3)

R R

Description Real-Time Value
Temperature (C)/ (F): 44/111

Voltage (V) : 3.2998

TX Bias (mA): 4.836

TX Power (dBm)/ (mW) : -5.4/0.290

RX Power (dBm)/ (mW) : -23.8/0.004

R R

Virtual Cable Diagnostics (VCD)

General

Virtual Cable Diagnostics (VCD™) is a tool for testing an electrical data cable connected to a
copper port for faults at the OSI Layer 1 and to pinpoint their location. It applies for cables that are
longer than 10 meters (33 feet). To perform VCD, only one CLI command needs to be invoked.
VCD identifies an electrical data cable fault type as well as its location accurate to 2 m (6.5 ft).

Some of the fault types detectable are:
— Opens
— Shorts
— Bad connectors
— Impedance mismatch

Polarity mismatch

Note
% To perform VCD, the Spanning-Tree Protocol must first be disabled.

Benefits

e Quick & remote analysis of the attached copper cable

o |dentification of fault location and type

e Less need for visits by technical support personnel to remote sites
e Reduced network downtime

Principle of Operation

VCD uses Time-Domain Reflectometry (TDR), a method that works on the same principle as
radar. In this method, an energy pulse transmitted through the cable is partially distorted and
reflected when it encounters a fault. The VCD mechanism measures the time it takes for the signal
to travel down the cable and analyzes its reflected waveform. It then translates this time into
distance and the reflected distorted waveform into the associated fault type.

Procedure

To perform VCD:
1. Enter enable mode.

2. Invoke the command:
vct [extended] PORTS-GROUP

August 2010 URL: http://www.mrv.com 165




0S900 Series User Manual L2+ ver. 2.1.6A, L3 ver. 3.1.4

where,
[extended]: Detailed information.
PORTS-GROUP: Group of Ports.
as shown in the example below.

Example

Following is a test case example of an 'open' on a 100 meter long cable. One end of the cable was
connected to port 2 of the local OS900. The far end of the cable was connected to another switch
(in normal operation mode). VCD was performed. The far end of the cable was disconnected and
VCD was performed again.

The commands invoked and the test results are shown below.

MRV OptiSwitch 910 version d1659-20-06-05
05900 login: admin
Password:
Last login: Tue Jun 28 07:02:40 2006 on ttySO
0S900> enable
0S900# vct extended 7
Port 2:
pair#0: No problem found. Cable Length is unknown.
pair#l: No problem found. Cable Length is unknown.
pair#2: No problem found. Cable Length is unknown.
pair#3: No problem found. Cable Length is unknown.
extended status:
link GE to FE down shift status: no downshift
0S900# wvct extended 7
Port 2:
pair#0: Open in Cable. Approximatly 97 meters from the tested port.
pair#l: Open in Cable. Approximatly 99 meters from the tested port.
pair#2: Open in Cable. Approximatly 100 meters from the tested port.
pair#3: Open in Cable. Approximatly 97 meters from the tested port.
extended status:
no extended data for port 2
0S900#

XFP Port Protocol

General
This section applies to OS900 models with 10 Gbps ports only.

Setting
To set an OS930 port (10 Gbps XFP) to transmit frames in Ethernet protocol or SONET/SDH
protocol format:

1. Enter configure terminal mode.

2. Invoke the command:
port xfp mode lan|wan PORTS-GROUP|all
where,
lan: Ethernet format at 10.3 Gbps
wan: SONET/SDH format at 9.95328 Gbps (OC-192 or STM-64)
PORTS-GROUP: Group of XFP ports.
all: All XFP ports.

Example

05930 (config) # port xfp mode wan 1
port 13 xfp mode set to: WAN
08930 (config) #

166 URL: http://www.mrv.com August 2010




ML49175A, Rev. 09

Chapter 6: Ports

Viewing

Protocol

To view the protocol in which the XFP ports are set to operate:

1. Enter enable mode.

2. Invoke the command:
show port details [PORTS-GROUP]

where,

PORTS-GROUP: Group of XFP ports.

Example

0S930# show port details 1

Port 13 details:

Description : N/A

Type : ETH10000
Link ON

Duplex state : FULL

PHY : XFP

XFP mode : WAN

Speed selected : FORC10,000
Actual speed : 10 GBps
Selected cross mode : AUTO
Bypass mode : ENABLE
State : ENABLE
Priority HE

Flow control mode : off
Ethertype : CORE1:0x8100
OutBound Tagged : untagged
Tags List : 100

udld -

0S930#

WAN Status

To view the momentary status of one XFP port that has been set in WAN mode, i.e., set to
transmit frames in SONET/SDH format:
1. Enter enable mode.

2. Invoke the command:
show port xfp wan-status PORT

where,

PORT: Number of XFP port.
To view the continually updated (automatically refreshed) statistical information on one or more

ports:

1. Enter enable mode.
2. Invoke the command:
monitor port xfp wan-status PORT
where,
monitor: Display with refresh
PORT: Number of XFP port.

August 2010 URL: http://www.mrv.com

167




0S900 Series User Manual L2+ ver. 2.1.6A, L3 ver. 3.1.4

Example

0S930 (config) # do show port xfp wan-status 1
Port 1 xfp, wan status:

Section OOF : OK
Section LOS : OK
Section LOF : OK
Section BIP (B1) : 0
Line AIS : OK
Line RDI : OK
Line REI : 9435
Line BIP (B2) : 0
Path AIS : OK
Path REI : 63
Path BIP (B3) : 1
Path LOP : OK
Path PLM H OK
Path RDI H OK
Path Remote PLM : OK

08930 (config) #

Clearing
To clear the status counters associated with an XFP port set in WAN mode, i.e., set to transmit
frames in SONET/SDH format:

1. Enter enable mode.

2. Invoke the command:
clear port xfp wan-status-counters PORT

where,
PORT: Number of XFP port.

XFP WAN Tx and Rx Trace

General
This section applies to the OS930 model only.

Setting

One Octet at a Time

To set the value of an octet in the J1 (path trace) or JO (section trace) field in the header of
SONET/SDH frames transmitted at an OS930 port (10 Gbps XFP) that is in WAN mode:

1. Enter configure terminal mode.

2. Invoke the command:
port xfp wan-tx-trace (J1|J0) octet <0-15> VALUE (PORTS-
GROUP | all)

where,
J1: Path Trace.
JO: Section Trace.
<0-15>: Octet number.
VALUE: Octet value (2-digit hexadecimal number).
PORTS-GROUP: Group of XFP ports.
all: All XFP ports.

Example

05930 (config) # port xfp wan-tx-trace Jl octet 4 7 1
08930 (config) #
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All Octets

To set the value of all octets in the J1 (path trace) or JO (section trace) field in the header of
SONET/SDH frames transmitted at an OS930 port (10 Gbps XFP) that is in WAN mode:

1. Enter configure terminal mode.

2. Invoke the command:
port xfp wan-tx-trace (J1|J0) VALUE VALUE VALUE VALUE VALUE VALUE
VALUE VALUE VALUE VALUE VALUE VALUE VALUE VALUE VALUE VALUE
(PORTS-GROUP |all)

where,
J1: Path Trace.
JO0: Section Trace.
VALUE: Octet value (2-digit hexadecimal number).
PORTS-GROUP: Group of XFP ports.
all: All XFP ports.

Example
In the following example, the first octet in J1 path trace (of the frames to be transmitted) is
assigned the value 3, the second 7, the third 4, and so on, for port 13.

0S930 (config) # port xfp wan-tx-trace J1 3 7 4 8 6 91 516 14 15 13 2 10 12 11 13
0S930 (config) #

Viewing
To view the values that have been set to the octets in the J1 (path trace) or JO (section trace) field
for the header of SONET/SDH frames to be transmitted or received at an OS930 port (10 Gbps
XFP):
1. Enter enable mode.
2. Invoke the command:
show port xfp wan-trace PORTS-GROUP|all
where,
PORTS-GROUP: Group of XFP ports.
all: All XFP ports.

Example
The following example shows that the first octet in J1 (of the frames to be transmitted) is assigned
the value 3, the second 7, the third 4, and so on, for port 13.

05930 (config) # do show port xfp wan-trace 13
Pl J1
Tx: 03 07 04 08 06 09 01 05 16 14 15 13 02 10 12 11
Rx: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
P1 J0O
Tx: 00 00 00 00 00 00 00 00 00O 00 OO0 0O 00 0O 00 89
Rx: 00 00 00 00 00 OO0 00O 00 0O 00 0O 00 00O 00 00 0O

0S930 (config) #

Uni-Directional Link Detection Protocol (UDLD)

General

UDLD is a Layer 2 protocol that enables a device (e.g., OS900) having Ethernet links to LAN ports
via fiberoptic cables to:

— Monitor the physical configuration of the cables
— Detect when Ethernet links are uni-directional
— Disable LAN ports having uni-directional Ethernet links, and
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— Generate an alert.

Whereas auto-negotiation (Layer 1 mechanism), for example, handles physical signaling and fault
detection, UDLD can detect the identities of neighbor devices and disable misconnected LAN
ports.

Thus running auto-negotiation and UDLD concurrently on the OS900 prevents both physical and
logical unidirectional connections and consequently malfunctioning of other protocols.

Applicability
UDLD on the OS900 applies only for 100 and 1000 Mbps fiberoptic Ethernet ports.

Principle of Operation

A uni-directional link occurs whenever traffic transmitted by the local device over a link is received
by the neighbor but traffic transmitted from the neighbor is not received by the local device. This
can occur when for instance one of the two fibers in a fiberoptic cable is disconnected.

When UDLD is enabled, the OS900 periodically transmits UDLD packets to neighbor devices on
its LAN ports. If the neighbor OS900 or any other device that supports UDLD does not receive
UDLD packets for a specific time period, the link is flagged as uni-directional and the LAN port can
be disabled.

If conditions on both fibers are OK at Layer 1, UDLD at Layer 2 determines whether the fibers are
connected correctly and whether traffic flow is bidirectional between the right neighbors. This
determination cannot be made by the auto-negotiation mechanism.

Requirements

1. For UDLD to be able to identify and break uni-directional links, the devices on both ends
of the link are required to support UDLD.

2. For the two SFP ports at the end of the link:

2.1 Set the type of physical interface to 100Base-X or 1000Base-X using the
command:

port media-select sfp|sfpl00 PORT-GROUP|all
where,
sfp: Set the port to operate as a 1000Base-X interface
sfp100: Set the port to operate as a 100Base-X interface
PORT-GROUP: Group of Ports
all: All ports

If a 100Base-FX SFP is present, the physical interface is automatically set to
100Base-X, i.e., the argument value s£p100 in the command port media-select
is selected.

2.2 Set the speed to 100 Mbit/sec or 1000 Mbit/sec using the command:
port speed 100|1000 PORTS-GROUP|all

where,
100: 100 Mbit/sec
1000: 1000 Mbit/sec
PORTS-GROUP: Group of Ports
all: All ports

Configuration

By default UDLD is disabled.

The OS900 can be set in either of the following modes:
— Aggressive Mode
— Non-aggressive Mode (default)
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Aggressive Mode

Enabling

UDLD Aggressive mode is to be used only on point-to-point links between network devices that
support this mode. In this mode, when a port on a bidirectional link that has a UDLD neighbor
relationship established stops receiving UDLD packets, UDLD attempts to reestablish the
connection with the neighbor. Following eight failed attempts, the port is disabled.

The advantage in Aggressive mode becomes evident in the following instances:
— A port on one side of a link neither transmits nor receives, or

— One side of a link is UP while the other is DOWN

In either instance it disables one of the ports on the link thereby preventing packets from being
discarded.

To enable UDLD Aggressive mode:
1. Enter configure terminal mode.

2. Invoke the command:
port udld aggressive [PORTS-GROUP]

where,
[PORTS-GROUP]: Group of ports to be handled in Aggressive UDLD mode.

Example

05910 (config) # port udld aggressive 2,4
0S910 (config) #port udld enable 4
0S910 (config) #

Disabling
To disable UDLD Aggressive mode:
1. Enter configure terminal mode.

2. Invoke the command:
no port udld aggressive [PORTS-GROUP]

where,
[PORTS-GROUP]: Group of ports to be freed from Aggressive UDLD mode.

Example

05910 (config) # no port udld aggressive 4
08910 (config) #

Non-aggressive Mode

Enabling

UDLD Non-aggressive mode does not disable the port link. With the default interval of 15 seconds
it serves satisfactorily in preventing Spanning Tree loops. In this mode, port links are not disabled.

To configure UDLD Non-aggressive mode:
1. Enter configure terminal mode.
2. Invoke the command:
port udld enable [PORTS-GROUP]
where,
[PORTS-GROUP] : Group of ports to be handled in Non-aggressive UDLD
mode.

Example

0S910 (config) # port udld enable 1,4
0S910 (config) #

Disabling

To disable UDLD Non-aggressive mode:
1. Enter configure terminal mode.
2. Invoke the command:
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no port udld enable [PORTS-GROUP]
where,

[PORTS-GROUP]: Group of ports to be freed from Non-aggressive UDLD
mode.

Example

05910 (config) # no port udld enable 1,4
0S910 (config) #

VLAN Tag in UDLD Messages

Custom

If a port (tagged) being handled by UDLD is a member of several VLAN interfaces, by default
UDLD messages with the lowest tag of the VLAN interfaces are sent to the device at the other end
of the link.

To force inclusion of any (other) VLAN interface tag to be sent with the UDLD messages:
1. Enter configure terminal mode.
2. Invoke the command:
port udld primary-vlan <1-4095> [PORTS-GROUP]
where,
<1-4095>: VLAN tag to be sent with the UDLD messages.

[PORTS-GROUP] : Group of ports to send UDLD messages with the selected
VLAN tag.

Example

05910 (config) # port udld primary-vlan 1000 4
0S910 (config) #

Default
To cause messages to be sent in default mode, i.e., with the lowest tag:
1. Enter configure terminal mode.

2. Invoke the command:
no port udld primary-vlan <1-4095> [PORTS-GROUP]
where,
<1-4095>: VLAN tag to be replaced with the lowest tag.

[PORTS-GROUP] : Group of ports to send UDLD messages with the lowest
VLAN tag.

UDLD Message Interval

For Uni-directional Ports

Custom Setting
To set the time interval between UDLD messages on one or more uni-directional ports operating in
advertisement mode to a new value:

1. Enter configure terminal mode.
2. Invoke the command:
port udld slow-message-interval <7-90> [PORTS-GROUP]
where,
<7-90>: Time interval between UDLD messages in seconds. Default: 7

[PORTS-GROUP]: Group of uni-directional ports operating in advertisement
mode.

Example

05910 (config) # port udld slow-message-interval 40 1,4
0S910 (config) #
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Default Setting
To set the time interval between UDLD messages on one or more uni-directional ports to the
default value (7 seconds):

1. Enter configure terminal mode.
2. Invoke the command:
no port udld slow-message-interval [PORTS-GROUP]
where,

[PORTS-GROUP] : Group of uni-directional ports operating in advertisement
mode.

Example

0S910 (config) # no port udld slow-message-interval 1,4
08910 (config) #

For Bi-directional Ports

Custom Setting
The default time interval between UDLD messages is 15 seconds.

To set the time interval between UDLD messages on one or more bi-directional ports operating in
advertisement mode to a new value:

1. Enter configure terminal mode.
2. Invoke the command:
port udld message-interval <7-90> [PORTS-GROUP]
where,
<7-90>: Time interval between UDLD messages in seconds.

[PORTS-GROUP] : Group of uni-directional ports operating in advertisement
mode.

Example

0S910 (config) # port udld message-interval 35 1,3
0S910 (config) #

Default Setting
To set the time interval between UDLD messages on one or more bi-directional ports to the default
value (15 seconds):

1. Enter configure terminal mode.
2. Invoke the command:
no port udld message-interval [PORTS-GROUP]
where,
[PORTS-GROUP] : Group of bi-directional ports operating in advertisement
mode.

Example

0S910 (config) # no port udld message-interval 1,3
0S910 (config) #

Reset
To reset specific ports that have been disabled by UDLD:
1. Enter configure terminal mode.
2. Invoke the command:
port udld reset [PORTS-GROUP]
where,
[PORTS-GROUP] : Group of ports disabled by UDLD that are to be reset.
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Viewing

UDLD Status
To view UDLD status on specific ports, invoke the command:
1. Enter enable mode.

2. Invoke the command:
show port udld [PORTS-GROUP]

where,
[PORTS-GROUP] : Group of ports whose configuration is to be viewed.

Example

05904# show port udld 4
Port 4
Port configuration setting: Enabled
Current link state: UDLD bidirectional link
Current operational state: Advertisement
Message interval: 15
Time out interval: 7
Entry 1
Device ID: 0725000211
Current neighbor state: Bidirectional
Device name: OptiSwitch 910
Port ID: 10
Neighbor echo:
Neighbor echo 1 device: 0823001245
Neighbor echo 1 port: 4
Message interval: 15
Timeout interval: 7
Sequence number: 45

05904 #

‘entry 1’is a list of the data received from the neighbor device.

Port Status
To view the UDLD status of one or more ports:
1. Enter enable mode.
2. Invoke the command:
show port details [PORTS-GROUP]
where,
[PORTS-GROUP] : Group of ports whose configuration is to be viewed.
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Example

0S904# show port details 4

Port 4 details:

Description : N/A

Type : ETH100/1000
Media-select mode : SFP

Link : ON Sfp
Duplex state : FULL

PHY : SFP+100FX
Speed selected : AUTO

Actual speed 1 GBps
Auto-Neg Advertise : Default
State : ENABLE
Priority I

Flow control mode : off
Ethertype : CORE1:0x8100
OutBound Tagged : untagged
Tags List

Uudld : Bidirectional link
0S904#

Ingress Counters

An ingress counter is used to count packets in an ingress queue according to one or more of the
following attributes:

Physical ports
VLAN tag (Interface ID)

There are two sets of four ingress counters, identified as ‘set1’ and ‘set2’. The ingress counters in
a set are:

REC PACKETS (counts the number of received packets)

DROP VLAN-FILTER (counts the number of packets dropped due to
VLAN ID [tag] mismatch, i.e., the VLAN ID of the packets are different
from the tag of the ingress VLAN)

DROP SECURITY (counts the number of packets dropped due to security
screening. Security screening includes Learn Table limits, e.g., by port or
VLAN tag — see Limiting, page 112, — and invalid source address)

DROP OTHER (counts the number of packets dropped due to drop
conditions other than those described for the counters DROP VLAN-
FILTER and DROP SECURITY.

These drop conditions are: Spanning Tree state change and rate limit of
flood packets — see Chapter 10: Rate Limiting of Flood Packets, page
249.)

Activation
To activate a set of ingress queue counters:

1.
2.

Enter configure terminal mode.

Invoke the command:
ingress-counters setl|set2 port PORT|all tag <1-4096>|all

where,
setl: First ingress counters set
set2: Second ingress counters set
port: Ingress port
PORT: Range of port numbers from which one is to be selected
all: (first) All ports
tag: VLAN interface tag
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<1-4096>: Range of VLAN Interface IDs from which one can be selected. If a
value that is the same as the VLAN tag of an existing VLAN is selected, the
DROP VLAN-FILTER counter will show zero counts since packets with this
VLAN tag (ID) are valid and are therefore not dropped!

all: (second) All VLAN Interface IDs. (To enable the DROP VLAN-FILTER
counter to count all packets who’s VLAN IDs are different from the tag of the
ingress VLAN, select this option instead of a single tag value in the range <1-
4096>.)

Example

0S900 (config) # ingress-counters set2 port 3 tag all
0S900 (config) #

To revoke the above command, invoke the command:
no ingress-counters setl|set2
where,
setl: First ingress counters set
set2: Second ingress counters set

Example

0S900 (config) # no ingress-counters set2
0S900 (config) #

Viewing
To view the ingress queue counters
1. Enter enable mode.
2. Invoke either of the following commands:
show ingress-counters setl|set2
monitor ingress-counters setl|set2
where,
show: Display without refresh.
monitor: Display with refresh.
setl: First ingress counters set
set2: Second ingress counters set

Example

0S900# show ingress-counters set2

Ingress counters group set2 is active for port 3, tag all

REC DROP DROP DROP
PACKETS VLAN-FILTER SECURITY OTHER
7809153 21 48 67
0S900#

Clearing
To clear an ingress queue counters
1. Enter configure terminal mode.
2. Invoke either of the following commands:
clear ingress-counters (setl|set2)
where,
setl: First ingress counters set
set2: Second ingress counters set

Example

0S900 (config) # clear ingress-counters set2
0S900 (config) #
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Chapter 7: Interfaces

General

This chapter introduces the four types of interface of the OS900. They are:
— Out-of-band RS-232 Interface

Out-of-band Ethernet Interface

Dummy Interface

Inband VLAN interface

Since a considerably wider range of operations can be performed on and with an inband VLAN
interface, this chapter is devoted almost exclusively to this type of interface.

Purpose

Interfaces are needed for VLANSs, Access Lists, management, and protocols of various OSI layers,
such as, Layer 2.

Out-of-band RS-232 Interface

The out-of-band RS-232 interface (CONSOLE EIA-232 Port — see Front Panel of OS900) is used
for local management only and is described in the section CONSOLE EIA-232, page 66. The
connection of a craft terminal to the RS-232 interface is described in the section Craft
Terminal/Emulator (For Out-of-band Management), page 81. The required setup of the craft
terminal is described in the section Local Management (Craft Terminal), page 83.

Out-of-band Ethernet Interface

General

The out-of-band Ethernet interface (MGT ETH Port — see Front Panel of OS900) is used for
remote management only and is described in the section MGT ETH, page 66. The connection of a
management station is described in the section TELNET/SSH Station or SNMP NMS, page 81.
Unlike the RS-232 interface, management via the out-of-band Ethernet interface is, by default,
disabled for security reasons. The procedure for enabling management via the out-of-band
Ethernet interface is given in the section Remote Management, just below.

Remote Management

Enabling

To enable remote management (SNMP, TELNET, SSH, or TFTP) via the out-of-band Ethernet
interface:

1. Enter configure terminal mode.

Example

0S900# configure terminal
0S900 (config) #

2. Enter the out-of-band Ethernet interface (MGT ETH Port on Front Panel of 0S900)
mode by invoking the command:
interface out-of-band ethO
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Example

0S900 (config) # interface out-of-band ethO
0S900 (config-ethO) #

Assign an IP address to the out-of-band interface by invoking the command:
ip A.B.C.D/M

where,
A.B.C.D/M: IP address/Mask of the interface. The mask can be up to 31 bits
long.
Example

0S900 (config-eth0) # ip 193.07.222.11/24
05900 (config-ethO) #

Enable management by invoking the command:
management [snmp|telnet|ssh|tftp] [SOURCE_IPV4 ADDRESS]
where,

snmp: Enable SNMP management
telnet: Enable TELNET management
ssh: Enable SSH management
tftp: Enable TFTP server on the OS900 and allow TFTP clients to access
configuration files stored in the OS900
[SOURCE IPV4_ ADDRESS]: IP address of the management host or
management subnet (IP address/mask). The mask can be up to 31 bits long.

Example

0S900 (config-eth() # management snmp 192.2.2.2/24
08900 (config-ethO) #

Notes
% 1. More than one of the management protocols (SNMP, SSH, TELNET,

and TFTP) may be selected with which the OS900 will be accessible
by repeating the command:
management snmp|telnet|ssh|tftp
[SOURCE_IPV4_ ADDRESS]
2. The command:
management snmp|telnet|ssh|tftp
(i.e., without the IP address)
enables management from any IP host with the specified protocol.
3. The command:
management
(i.e., without the protocol and without the IP address)
enables SNMP, TELNET, and SSH management from any IP host.
(TFTP is not enabled with this command for security reasons. To
enable TFTP, the command management tftp must be invoked.)

4. Up to 20 instances (protocols together with IP addresses) can be
configured per VLAN interface.

Disabling
To disable remote management (SNMP, TELNET, SSH, or TFTP) via the out-of-band Ethernet
interface:

1.

Enter configure terminal mode.

Example

0S900# configure terminal
0S900 (config) #

2. Enter the out-of-band Ethernet interface mode by invoking the command:
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interface out-of-band ethO

Example

0S900 (config) # interface out-of-band ethO
05900 (config-ethO) #

3. Disable management by invoking the command:
no management [snmp|telnet|ssh|tftp] [SOURCE_IPV4 ADDRESS]
where,

snmp: Disable SNMP management
telnet: Disable TELNET management
ssh: Disable SSH management
tftp: Disable TFTP server on the OS900
[SOURCE_IPV4_ ADDRESS]: IP address of the management host.

Example

0S900 (config-eth0) # no management snmp 192.2.2.2/24
05900 (config-ethO) #

Note
% The command:
no management

(i.e., without the protocol and without the IP address)

disables SNMP, TELNET, SSH, as well as TFTP management from any IP
host.

TFTP Server Mode

General
The OS900 operates as a TFTP server.

A TFTP client can be connected to an OS900 interface in order to back up the configuration files
stored in the OS900.

Another way to back up IP configuration files is to first set the OS900 as an FTP client and then to
invoke the command:

copy ftp startup-config FTP-SERVER REMOTE-DIR REMOTE-FILENAME
[USERNAME] [PASSWORD]

as described in the section Download, page 523.

Enabling
To enable access via the out-of-band Ethernet interface for a TFTP client:
1. Enter configure terminal mode.

Example

0S900# configure terminal
0S900 (config) #

2. Select the out-of-band Ethernet interface via which access is to be enabled for a
TFTP client by invoking the command:

interface out-of-band eth0

Example

0S900 (config) # interface out-of-band ethO
0S900 (config-ethO) #

3. Enable access for a TFTP client by invoking the command:
management tftp [SOURCE_IPV4_ ADDRESS]
where,
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tftp: Enable TFTP server on the OS900 and allow TFTP clients to access
configuration files stored in the OS900

[SOURCE IPV4 ADDRESS]: IP address (with or without mask) of the TFTP
client. The mask can be up to 31 bits long.

Example

0S900 (config-eth() # management tftp 193.222.48.105/24
0S900 (config-ethO) #

Disabling
To disable access via the out-of-band Ethernet interface for a TFTP client:
1. Enter configure terminal mode.

2. Select the out-of-band Ethernet interface via which access is to be disabled for a
TFTP client by invoking one of the following commands:
interface out-of-band ethO

Example

0S900 (config) # interface out-of-band ethO
0S900 (config-ethO) #

3. Disable access for a TFTP client by invoking the command:
no management tftp [SOURCE_IPV4_ ADDRESS]

where,
tftp: Disable TFTP server on the OS900
[SOURCE_ IPV4_ ADDRESS]: IP address (with or without mask) of the TFTP
client. The mask can be up to 31 bits long.

Example

0S900 (config-eth0) # no management tftp 193.222.48.105/24
0S900 (config-ethO) #

Deleting

To delete the existing out-of-band Ethernet interface:
1. Enter configure terminal mode.

Example

0S900# configure terminal
0S900 (config) #

2. Delete the existing out-of-band Ethernet interface by invoking the command:
no interface out-of-band ethO

Example

0S900 (config) # no interface out-of-band ethO
0S900 (config-ethO) #

Dummy Interface

General

A dummy interface is a software-only loopback interface. It emulates an interface that is always up
and has connectivity to all VLAN interfaces of the OS900.

Up to 100 dummy interfaces can be configured.

Configuration
To configure a dummy interface:
1. Enter configure terminal mode.

2. Invoke the command:
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interface dummy IFNAME
where,

IFNAME: ID of interface. (The ID must have the format dummyX, where X can
be any integer in the range 1-100, e.g., dummy30.)

Example

05900 (config) # interface dummy dummy3000
0S900 (config-dummy3000) #

Inband VLAN interfaces

General

Inband VLAN interfaces are user-creatable VLANs, each of which can be assigned an IP address.
A VLAN is a logical grouping of one or more ports to form an isolated communication domain.
Communication between ports of the same VLAN occurs as if the ports are connected to the same
physical LAN. VLAN interfaces are used for data communication but can concurrently be used also
for inband management. The management station can be connected to any of the data ports
(indicated in Figure 2, page 65). Unlike the RS-232 interface, management via a VLAN interface is,
by default, disabled for security reasons. The procedure for enabling management via a VLAN
interface is given in the section Remote Management, page 191.

Number

The maximum number of VLAN interfaces that can be configured is 4K.

IDs

When configuring a VLAN interface, an Interface ID must be assigned to it using the format vifX,
where X is a decimal number in the range 1-4095. Examples of Interface IDs are: vifl, vif2,
vif3, ... vif4095. vifO0 is reserved for the Default Forwarding VLAN interface — described in the
section Default Forwarding VLAN Interface, page 185.

Configuring

To configure a VLAN interface:
1. Enter configure terminal mode.

Example

05900# configure terminal
0S900 (config) #

2. Assign an Interface ID to the VLAN interface by invoking the command:
interface vlan IFNAME

where,
vlan: VLAN
IFNAME: Interface ID having the format vi£X, where X is a decimal number in
the range 1-4095

Example

0S900 (config) # interface vlan vif2005
0S900 (config-vif2005) #

3. Assign ports to the VLAN interface by invoking the command:
ports PORTS-GROUP

where,
PORTS-GROUP: Group of ports to be members of the VLAN interface.

Example

| 05900 (config-vif2005) # ports 2-4
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| 0S900 (config-vif2005) #

4. Define a tag (VID) for the VLAN interface by invoking the command:
tag TAG

where,
TAG: User-selectable tag (VID) for the VLAN interface. The tag can have any
value in the range 1-4095.

Example

05900 (config-vif2005)# tag 3000
Interface is activated.

Note
When valid ports and a tag are assigned to an interface, the VLAN
interface becomes active as shown in the example above.

A VLAN interface can be in either one of the following three states:
NA: Not Active, possibly because port or tag is not assigned to the VLAN interface
UP: Active and link exists on one or more ports that are members of the VLAN
interface
DO: Active and no link on any of the ports that are members of the VLAN interface
5. (Optional) For inband management, assign an IP address to the VLAN interface
by invoking the command:
ip A.B.C.D/M
where,
A.B.C.D/M: IP address/Mask of the VLAN interface.
The mask can be up to 31 bits long.
Valid values are up to 223.255.255.254.
223.255.255.255 is the broadcast value.
224.0.0.0 to 239.255.255.255 is the multicast range.

Up to 15 IP addresses can be assigned to a VLAN interface by repeatedly invoking the
above command ip A.B.C.D/M.

To delete an IP address, invoke the command:
no ip A.B.C.D/M

where,

A.B.C.D/M: |P address/Mask of the VLAN interface.
The mask can be up to 31 bits long.

Valid values are up to 223.255.255.254.
223.255.255.255 is the broadcast value.

224.0.0.0 to 239.255.255.255 is the multicast range.

Example
05900 (config-vif2005)# ip 193.86.205.47/24
05900 (config-vif2005) #

6. (Optional) Set the modes of the ports (that are to be included in the interface) as
described in the section Outbound Tag Mode, page 137.

To include a port in two or more VLAN interfaces, one of the following must be done:

— The port must first be set as tag or hybrid type in outbound tag
mode (as described in the section Outbound Tag Mode, page
137).

— The port must be set as untagged in outbound tag mode (as
described in the section Outbound Tag Mode, page 137) and
enabled for multi-VLAN membership (as described in the section
Multi-VLAN Membership for Untagged Ports, page 139). This is
so because it is not possible to create overlapping VLANs with
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untagged ports since an untagged port can be a member of only
one VLAN interface.

Example

0S900 (config) # port tag-outbound-mode tagged 1,4
0S900 (config) #

7. (Optional) Set the bandwidth limit for Layer 3 protocols by invoking the command:
bandwidth BANDWIDTH
where,
BANDWIDTH: Bandwidth in the range <1-10000000000 bits> (valid units are:
k (kilo), m (Mega), g(Giga). Example: 200m.

Example

0S910 (config-vif249) # bandwidth 10g
0S910 (config-vif249)#

8. (Optional) Increase the size of packets to be forwarded to the CPU to the MTU by
invoking the command:
mtu MTU
where,
MTU: MTU size.

Note

If different MTUs are defined for a VLAN interface (as described in the

section Setting for Ports, page 115), member ports (as described in the

section Setting for VLAN Interfaces, page 115), and CPU (as described in
the section Configuring, page 181, Step 8) the smallest of the MTUs will be
selected by the OS900.

9. (Optional) This command is to be invoked when double-tagged packets, namely,
packets with a provider tag and a customer tag, are present in management traffic
and are to be transmitted toward the customer VLAN via the inband VLAN
interface of the intervening OS900.

To enable transmission of such double-tagged packets via the intervening OS900,
invoke the command:
management c-tag <1-4095> [c-vpt <0-7>]
where,
<1-4095>: Tag of the packets to be received at the customer VLAN.

<0-7>: VPT value of customer tag.

(To prevent transmission of such double-tagged packets via the inband VLAN
interface, invoke the command: no management c-tag <1-4095> [c-vpt
<0-7>].)

Example

05910 (config-vif249) # management c-tag 27 c-vpt 4
0S910 (config-vif249)#

Name
The default name of a VLAN interface is the same as its Interface ID. This name (or any other) can
be changed (for example, to one that serves as a mnemonic for conveniently identifying the
interface).
To change the name of an interface:

1. Enter the configure terminal mode.

2. Access the mode of an existing VLAN interface by invoking the command:

interface IFNAME
where,
IFNAME: Interface ID of an existing interface (e.g., vifl, vif2, etc.)
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3. Change the name of the VLAN interface by invoking the command:
name NAME
where,
name: Name.
NAME: Name for VLAN interface.

Example

05900# configure terminal
0S900 (config) # interface vif7
0S900 (config-vif7) # show

vif7 vif7 192.2.2.2/24 DO 00:0F:BD:00:05:B8 0010 1-3

05900 (config-vif7) # name Tiger
0S900 (config-vif7) # show

Name M Device Ip State MAC Tag Ports

Tiger vif7 192.2.2.2/24 DO 00:0F:BD:00:05:B8 0010 1-3

0S900 (config-vif7) #

Description

To enter a textual description of an interface:
1. Enter configure terminal mode.
2. Access the mode of an existing VLAN interface by invoking the command:
interface IFNAME
where,
IFNAME: Interface ID of an existing interface (e.g., vifl, vif2, etc.)
3. Enter a textual description of the interface by invoking the command:
description ..
where,
description: Textual description.
. .. Textual description.

Example

0S900 (config-vif2005) # description This interface is for Customer 10
05900 (config-vif2005) # show detail

vif2005 is DOWN (No state changes have occurred)
Description: This interface is for Customer 10
Active: Yes
Ports: 6-8,10
Interface type is Vlan
Encapsulation: 802.1Q, Tag 3000
MAC address is 00:0F:BD:02:05:B8
IP address is 193.86.205.47/24
Cpu-membership is enable
Management access 1is denied
TFTP access 1s denied.
Access-group is not defined

0S900 (config-vif2005) #
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Default Forwarding VLAN Interface

General

The Default Forwarding VLAN interface is a broadcast domain for all ports not included in user-
defined VLAN interfaces. That is, any packet entering one such port is flooded to all other such
ports.

In the factory default setting, only the default VLAN interface (vi£0) exists and all the physical
data ports of the OS900 are untagged members of it. The default VLAN interface cannot be
deleted. However, any of its (member) ports can be assigned to a user-defined VLAN interface
(thereby removing the port from ‘Default Forwarding VLAN interface’). The default tag (VLAN ID)
for vif0is 1.

Viewing
To view the default forwarding status and the default tag:
1. Enter enable mode.

2. Invoke the command:
show default-fwd

Example

0S900> enable

0S900# show default-fwd
default forwarding tag : 1
0S900#

Tag Modification
The default tag (or any other tag assigned to vi£0) can be changed as follows:
1. Enter configure terminal mode.
2. Change the tag of the Default Forwarding VLAN interface by invoking the
command:
default-fwd tag TAG
where,
TAG: VLAN ID. It can be any number in the range 1-4095.
Below is an example showing:
— Display of the tag of vi£0 using the command show interface. The
tag ID is shown in the Tag column. In the example, the tag ID is ooo1.
— Change of the default tag to 2007 using the command default-fwd tag
2007.
— Display of the new tag of vi£0 using the command show interface.
The system shows that it is 2007.

0S900 (config) # show interface

INTERFACES TABLE

Name M Device IP State MAC Tag Ports

vif0 vif0 - DO 00:0F:BD:00:05:B8 0001 1-10

- 'vif0' is the default forwarding interface.
- drop-tag is 4094.

0S900 (config) # default-fwd tag 2007
0S900 (config) # show interface

INTERFACES TABLE

Name M Device IPp State MAC Tag Ports

vif0 vif0 - DO 00:0F:BD:00:05:B8 2007 1-10
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- 'vif0' is the default forwarding interface.
- drop-tag is 4094.

0S900 (config) #

Disabling
The Default Forwarding VLAN Interface is by default enabled. To disable it:
1. Enter configure terminal mode.
2. Disable the Default Forwarding VLAN Interface by invoking the command:
no default-fwd
Below is an example showing:
— That the Default Forwarding VLAN Interface is initially enabled (by default)
as indicated by the response ‘default forwarding tag : 1’ tothe
command do show default-fwd. (The prefix do is used with show default-

fwd because the command show default-£wd, Which belongs in the enable
mode, is invoked in another mode, namely, configure terminal mode.)

— Disabling the Default Forwarding VLAN Interface by invoking the
command no def aul t-fwd.

— Verifying that the Default Forwarding VLAN Interface is disabled as

indicated by the response ‘default forwarding is disabled to the
command do show default-fwd.

05900 (config) # do show default-fwd
default forwarding tag : 1

05900 (config) # no default-fwd
05900 (config) # do show default-fwd
default forwarding is disabled
0S900 (config) #

Enabling
The Default Forwarding VLAN Interface is by default enabled. To enable it:

1. Enter configure terminal mode.

2. Enable the Default Forwarding VLAN Interface by invoking the command:

default-fwd tag TAG
where,
TAG: VID. It can be any number in the range 1-4095.

Below is an example showing:

— That the Default Forwarding VLAN Interface is initially disabled as
indicated by the response ‘default forwarding is disabled’ to the
command do show default-fwd. (The prefix do is used with show default-
fwd because the command show default-fwd, which belongs in the enable
mode, is invoked in another mode, namely, configure terminal mode.)

— Enabling the Default Forwarding VLAN Interface by invoking the
command default-fwd tag 1.
— Verifying that the Default Forwarding VLAN Interface is enabled as

indicated by the response ‘default forwarding tag : 1’ to the command
do show default-fwd.

05900 (config) # do show default-fwd
default forwarding is disabled
0S900 (config) # default-fwd tag 1
0S900 (config) # do show default-fwd
default forwarding tag : 1

0S900 (config) #
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Drop Tag

Drop Tag is a VLAN interface tag for internal use of the OS900. It cannot be assigned to another
VLAN interface. However, it can be changed. Its default value is 4094.

Viewing
To view the (current) Drop Tag:
1. Enter enable mode

2. Display the drop tag by invoking the command:
show interface

Below is an example showing the (current) Drop Tag.

0S900# show interface

INTERFACES TABLE

Name M Device IP State MAC Tag Ports
Tiger vif7 192.2.2.2/24 DO 00:0F:BD:00:05:B8 0010 1-3
vif0 vif0 - DO 00:0F:BD:00:05:B8 0001 4-10

- 'vif0' is the default forwarding interface.
- drop-tag is 4094.

0S900#

Changing

To change the (current) Drop Tag:
1. Enter configure terminal mode
2. Change the value of the Drop Tag VLAN interface by invoking the command:
drop-tag TAG
where,
TAG: VID. It can be any number in the range 2-4095. The number ‘1’ is, by
default, the tag of the Default Forwarding VLAN interface vif0.
To change the value of the Drop Tag VLAN interface to the default value, i.e., 4094, invoke
either of the following commands:
no drop-tag
default drop-tag
Below is an example showing how to change the current Drop Tag (displayed in the above
example as 4094) and the changed Drop Tag (38).

0S900 (config) # drop-tag 38
0S900 (config) # show interface

INTERFACES TABLE

Name M Device IP State MAC Tag Ports
Tiger vif7 192.2.2.2/24 DO 00:0F:BD:00:05:B8 0010 1-3
vifo vif0 - DO 00:0F:BD:00:05:B8 0001 4-10

- 'vif0' is the default forwarding interface.
- drop-tag is 38.

08900 (config) #

Drop Packets

To cause the OS900 to drop any one or more ingress packet types at a VLAN:
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1. Enter the mode of the interface at which one or more ingress packet types are to
be dropped by invoking the command:
interface vlan IFNAME

where,
IFNAME: Interface ID having the format vi£X, where X is a decimal number in
the range 1-4095.

2. Invoke the command:

drop ipv4-broadcast|ipv4-multicast|ipv6-multicast|non-ip-

broadcast|non-ip-multicast|unknown-unicast

where,
drop: Drop packets
ipv4-broadcast: Drop IPv4 broadcast packets
ipv4d-multicast: Drop IPv4 multicast packets (Mac DA =
01:00:5E:XX:XX:XX)
ipvé-multicast: Drop ipv6 multicast packets (Mac DA =
33:33:XX:XX:XX:XX)
non-ip-broadcast: Drop non-IP broadcast packets
non-ip-multicast: Drop non-IP multicast packets
unknown-unicast: Drop unknown unicast packets

Example

0S900 (config) # interface vlan vif7
05900 (config-vif7) # ports 3,4
05900 (config-vif7) # tag 100
Interface is activated.

0S900 (config-vif7) # drop ipv6-multicast
0S900 (config-vif7) #

Viewing
To view an existing interface:
1. Enter enable mode.

2. Invoke the command:
show interface [INTERFACE|configuration|detail|statistics]

where,
INTERFACE: Interface ID of an existing interface (e.g., vifl, vif2, efc.)
configuration: Run-time configuration of interface

detail: Details on interface
statistics: Statistics on interface

Below is an example showing display of a specific interface.

0S900# show interface vif2005

Name M Device Ip State MAC Tag Ports
vif2005 vif2005 193.86.205.47/24 DO 00:0F:BD:02:05:B8 3000 3-5
0S900#

Below is an example showing display of details on a specific interface.

0S900# show interface detail vif2

vif2 is DOWN (No state changes have occurred)
Active: Yes
Ports: 1-4
Interface type is Vlan
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Encapsulation: 802.1Q, Tag 10
MAC address is 00:0F:BD:00:6E:54
IP address is 192.83.1.1/24
Cpu-membership is enable
Management access is denied
TFTP access is denied.

IP forwarding is enabled

MTU Profile: 1

MTU: 1500

Lt learning is enabled
Access-group is not defined

NSM info:

index 6, metric 1, mtu 1500 <BROADCAST,MULTICAST>

HWaddr: 00:0f:bd:00:6e:54

Bandwidth 10m

inet 192.83.1.1/24 broadcast 192.83.1.255
input packets 0, bytes 0, dropped 0, multicast packets 0
input errors 0, length 0, overrun 0, CRC 0, frame 0, fifo 0, missed O
output packets 0, bytes 0, dropped 0
output errors 0, aborted 0, carrier 0, fifo 0, heartbeat 0, window 0
collisions 0

0S900#

Below is an example showing display of statistics of a port that is a member of a specific interface.
The display applies to packets received or sent by the CPU.

0S900# show interface statistics vif7

The following counters count only frames received and transmitted by the CPU !!!

%Note: vif7 is DOWN

vif7 Link encap:Ethernet HWaddr 00:0F:BD:00:5E:AQ0
BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:59
TX packets:0 errors:0 dropped:0 overruns:0 carrier:17
collisions:0 txqueuelen:500
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

0S900#

Modifying
To modify any one or more characteristics (e.g., port membership, tag, IP address, etc.) of an
existing VLAN interface:

1. Enter configure terminal mode.

2. Access the mode of the VLAN interface by invoking the command:
interface IFNAME

where,
IFNAME: Interface ID of an existing interface (e.g., vifl, vif2, etc.)
3. Set the new characteristic(s).

Below is an example showing the current member ports of a specific interface, e.g., vif7, how
ports can be added and deleted, and the final member ports of the interface.

0S900 (config-vif7)# show

Name M Device IPp State MAC Tag Ports

Tiger vif7 192.88.22.234/24 DO 00:0F:BD:15:05:B8 0100 1
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0S900 (config-vif7)# ports add 2-4
0S900 (config-vif7)# ports del 1
08900 (config-vif7)# show

Name M Device Ip State MAC Tag Ports

Tiger vif7 192.88.22.234/24 DO 00:0F:BD:15:05:B8 0100 2-4

0S900 (config-vif7) #

Enabling

A VLAN interface is enabled by default when member ports and a tag are defined for the interface.
To enable an existing VLAN interface:
1. Enter configure terminal mode.

2. Enter the mode of the VLAN interface that is to be enabled by invoking the
command:
interface IFNAME
where,
IFNAME: Interface ID of an existing interface (e.g., vifl, vif2, etc.)
3. Enable the VLAN interface by invoking the command enable.

Example

05900# configure terminal

05900 (config) # interface vif2005
0S900 (config-vif2005) # enable
08900 (config-vif2005) #

4. Verify that the VLAN interface is active in the interface mode by invoking the
command show detail.

Example

0S900 (config-vif7)# show detail

vif7 is DOWN (No state changes have occurred)
Name: Tiger
Active: Yes
Ports: 1-3
Interface type is Vlan
Encapsulation: 802.1Q, Tag 10
MAC address is 00:0F:BD:00:05:B8
IP address is 192.2.2.2/24
Cpu-membership is enable
Management access 1is denied
TFTP access is denied.
Access-group is not defined
05900 (config-vif7)#

Disabling
An existing VLAN interface can be disabled for administrative reasons or in order to be able to
modify several of its characteristics together. To disable an existing VLAN interface:

1. Enter configure terminal mode.

2. Enter the mode of the VLAN interface that is to be disabled by invoking the

command:
interface IFNAME
where,
IFNAME: Interface ID of an existing interface (e.g., vifl, vif2, etc.)
3. Disable the VLAN interface by invoking the command no enable.
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Example

0S900# configure terminal

0S900 (config) # interface vif2005
0S900 (config-vif2005) # no enable
0S900 (config-vif2005) #

Remote Management

Enabling

To enable remote management (using any of the protocols SNMP, TELNET, SSH, or TFTP) via a
specific VLAN interface:

1. Enter configure terminal mode.

Example

0S900# configure terminal
0S900 (config) #

2. Select the existing VLAN interface via which management is to be enabled by
invoking the command:
interface IFNAME
where,
IFNAME: ID of an existing VLAN interface (e.g., vifl, vif2, etc.).

Example

0S900 (config) # interface vif2
05900 (config-vif2)#

3. Enable management by invoking the command:
management [snmp|telnet|ssh|tftp] [SOURCE_IPV4 ADDRESS]
where,

snmp: Enable SNMP management
telnet: Enable TELNET management
ssh: Enable SSH management
tftp: Enable TFTP server on the OS900 and allow TFTP clients to access
configuration files stored in the OS900

[SOURCE_IPV4_ ADDRESS]: IP address of the management host or
management subnet (IP address/mask). The mask can be up to 31 bits long.

Example

05900# configure terminal

0S900 (config) # interface vif2

0S900 (config-vif2) # management snmp 193.222.48.105/24
0S900 (config-vif2) #

Notes
% 1. More than one of the management protocols (SNMP, SSH,
TELNET, and TFTP) may be selected with which the OS900
will be accessible by repeating the command:
management snmp|telnet|ssh|tftp
[SOURCE_IPV4 ADDRESS]
2. The command:
management snmp|telnet|ssh|tftp
(i.e., without the IP address)
enables management from any IP host with the specified protocol.
3. The command:
management

(i.e., without the protocol and without the IP address)
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enables SNMP, TELNET, and SSH management from any IP host.
(TFTP is not enabled with this command for security reasons. To
enable TFTP, the command management tftp must be invoked.)

4. Up to 20 instances (protocols together with IP addresses) can
be configured per VLAN interface.

Disabling

To disable remote management (using any of the protocols SNMP, TELNET, SSH, or TFTP) via a
specific VLAN interface:

1. Enter configure terminal mode.

Example

0S900# configure terminal
0S900 (config) #

2. Select the existing VLAN interface via which management is to be disabled by
invoking the command:

interface IFNAME
where,
IFNAME: ID of an existing VLAN interface (e.g., vifl, vif2, etc.).

Example

0S900 (config) # interface vif2
08900 (config-vif2) #

3. Disable management by invoking the command:
no management [snmp|telnet|ssh|tftp] [SOURCE IPV4 ADDRESS]
where,

snmp: Disable SNMP management
telnet: Disable TELNET management
ssh: Disable SSH management
tftp: Disable TFTP server on the OS900
[SOURCE IPV4_ ADDRESS]: IP address of the management host.

Example

0S900# configure terminal

0S900 (config) # interface vif2

08900 (config-vif2) # no management snmp 193.222.48.105/24
0S900 (config-vif2)#

Note
The command:
no management

(i.e., without the protocol and without the IP address)

disables SNMP, TELNET, SSH, as well as TFTP management from any IP
host.

TFTP Server Mode

General
The OS900 operates as a TFTP server.

A TFTP client can be connected to an OS900 interface in order to back up the configuration files
stored in the OS900.

Another way to back up IP configuration files is to first set the OS900 as an FTP client and then to
invoke the command:

copy ftp startup-config FTP-SERVER REMOTE-DIR REMOTE-FILENAME
[USERNAME] [PASSWORD]
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as described in the section Download, page 523.

Enabling
To enable access via a specific VLAN interface for a TFTP client:
1. Enter configure terminal mode.

Example

0S900# configure terminal
0S900 (config) #

2. Select the existing VLAN interface via which access is to be enabled for a TFTP
client by invoking the command:
interface IFNAME
where,
IFNAME: ID of an existing VLAN interface (e.g., vifl, vif2, etc.).

Example

0S900 (config)# interface vif2
05900 (config-vif2) #

3. Enable access for a TFTP client by invoking the command:
management tftp [SOURCE_IPV4_ ADDRESS]
where,
tftp: Enable TFTP server on the OS900 and allow TFTP clients to access
configuration files stored in the OS900
[SOURCE IPV4 ADDRESS]: IP address (with or without mask) of the TFTP
client. The mask can be up to 31 bits long.

Example

05900# configure terminal

0S900 (config) # interface vif2

0S900 (config-vif2) # management tftp 193.222.48.105/24
0S900 (config-vif2) #

Disabling
To disable access via a specific VLAN interface for a TFTP client:
1. Enter configure terminal mode.

2. Select the existing VLAN interface via which access is to be disabled for a TFTP
client by invoking the command:

interface IFNAME
where,
IFNAME: ID of an existing VLAN interface (e.g., vifl, vif2, etc.).

Example

0S900 (config) # interface vif2
0S900 (config-vif2) #

3. Disable access for a TFTP client by invoking the command:
no management tftp [SOURCE IPV4 ADDRESS]
where,
tftp: Disable TFTP server on the OS900

[SOURCE_IPV4_ ADDRESS]: IP address (with or without mask) of the TFTP
client. The mask can be up to 31 bits long.

Example

0S900# configure terminal

0S900 (config)# interface vif2

0S900 (config-vif2) # no management tftp 193.222.48.105/24
05900 (config-vif2)#
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Statistics

Statistical information on an interface involves only traffic going from and to the OS900’s CPU via
the interface.

Momentary
To view the momentary statistical information on one or more interfaces:

1. Enter enable mode or configure terminal mode.

2. Invoke the command:
show interface statistics [IFNAME]

where,
show: Display momentary
interface: Interface-related action
statistics: Statistics-related action

[IFNAME]: Interface ID having the format vi£X, where X is a decimal number
in the range 1-4095. If this argument is omitted, statistics for all interfaces are
displayed.

Example

0S900# show interface statistics vif7

The following counters count only frames received and transmitted by the CPU !!!

vif7 Link encap:Ethernet HWaddr 00:0F:BD:00:05:B8
inet addr:192.28.173.56 Bcast:192.83.173.255 Mask:255.255.255.0
BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:348209 errors:0 dropped:0 overruns:0 frame:0
TX packets: 348209 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:72045813 (0.0 B) TX bytes: 72045813 (0.0 B)

0S900#

(Alternatively, momentary statistical information on a specific interface can be viewed by entering
the mode of the interface'” and invoking the command show statistics.)

Continually Updated

To view the continually updated (automatically refreshed) statistical information on one or more
interfaces:

1. Enter enable mode.

2. Invoke the command:
monitor interface statistics [IFNAME]

where,
monitor: Display with refresh
interface: Interface-related action
statistics: Statistics-related action

[IFNAME]: Interface ID having the format vi£X, where X is a decimal number
in the range 1-4095. If this argument is omitted, statistics for all interfaces are
displayed.

To exit monitoring, press or IZI

(Alternatively, continually updated statistical information on a specific interface can be viewed by
entering the mode of the interface and invoking the command monitor statistics.)

17 . ) . .
To enter the mode of an interface, entering configure terminal mode and then invoking the command interface
vlan IFNAME)
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Deleting

To delete an existing VLAN interface:
1. Enter configure terminal

Example

0S900# configure terminal
05900 (config) #

2. Delete the existing VLAN interface by invoking the command:
no interface IFNAME

where,
IFNAME: ID of the existing interface (e.g., vifl, vif2, etc.).

Example

0S900 (config) # no interface vifl
interface vifl was deleted
0S900 (config) #

Bridging an Inband VLAN Interface to the Out-of-band
Ethernet Interface

General

One or more Inband VLAN Interfaces can be bridged to the Out-of-band Ethernet Interface (MGT
ETH Port — see Front Panel of 0S900). Each Inband VLAN Interface that is bridged to the Out-of-
band Ethernet Interface will have access to the traffic at the Out-of-band Ethernet Interface.
However, all other traffic at one Inband VLAN Interface will be isolated from other Inband VLAN
Interfaces.

Note
The IP address of the bridge will be the active IP address of the Inband
VLAN Interface as well as of the Out-of-band Ethernet Interface!

Application

Bridging an Inband VLAN Interface to the Out-of-band Ethernet Interface enables management of
all 0S900 on the same subnet. This application saves on a customer (data) port.

Procedure
1. Create an ACL that will cause management packets to be trapped to the CPU as
follows:
1.1. Enter configure terminal mode.
1.2. Create an ACL by invoking the command:
access-list extended WORD
where,
WORD: Name of the ACL (new or existing)
1.3. Create a rule by invoking the command:
rule RULE_NUM
where,
RULE_NUM: Index of rule
1.4. Invoke the command
action trap-to-cpu [high-priority]
where,
[high-priority]: With high priority.
2. Create an Interface Bridge as follows:
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2.1. Enter configure terminal mode.
2.2. Create a bridge by invoking the command:
interface bridge BRNAME
where,
BRNAME: Name for a bridge. The format must be brX, where X is a
numeric (e.g., br5)
2.3. Inthe node of the bridge define an IP address for the bridge by invoking the
command:
ip A.B.C.D/M
where,
A.B.C.D/M: IP address/Mask of the bridge.
The mask can be up to 31 bits long.
2.4. Enable management access via the bridge by invoking the command:
management [snmp|telnet|ssh|tftp] [SOURCE IPV4 ADDRESS]
where,
snmp: Enable SNMP management
telnet: Enable TELNET management
ssh: Enable SSH management
tftp: Enable TFTP server on the OS900 and allow TFTP clients to
access configuration files stored in the OS900
[SOURCE IPV4_ ADDRESS]: IP address of the management host or

management subnet (IP address/mask). The mask can be up to 31
bits long.

3. Toinclude the Out-of-band Ethernet Interface in the bridge:

3.1. Enter the mode of the Out-of-band Ethernet Interface by invoking the
command:

interface out-of-band ethO
3.2. Include the Out-of-band Ethernet Interface in the bridge by invoking the
command:
bridge BR_NAME
where,
BR NAME: Name of the bridge in which the Inband VLAN Interface is
to be included (e.g., br5s).
4. To include the Inband VLAN Interface in the bridge:
4.1. Enter the mode of the Inband VLAN Interface by invoking the command:
interface vlan IFNAME
where,
IFNAME: ID of the existing Inband VLAN Interface (e.g., vi£3) to be
bridged.
4.2. Include the Inband VLAN Interface in the bridge by invoking the command:
bridge BR_NAME
where,
BR NAME: Name of the bridge in which the Inband VLAN Interface is
to be included (e.g., brb).
4.3. Bind the ACL to the Inband VLAN Interface in the bridge by invoking the
command:
access-group WORD
where,
WORD: Name of Access List

5. To enable management of each of the other OS900s on the same subnet, on each
of the other OS900s:
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5.1. Create an Inband VLAN Interface with the same ID as that of the OS900
with the bridged interfaces by invoking the command:
interface vlan IFNAME
where,
IFNAME: ID of Inband VLAN Interface.
5.2. Inthe Inband VLAN Interface, include the physical port to which the OS900
with the bridged interfaces is connected.
5.3. Enable management access by invoking the command:
management [snmp|telnet|ssh|tftp] [SOURCE_IPV4 ADDRESS]
where,
[SOURCE_IPV4_ ADDRESS]: IP address of the management host or

management subnet (IP address/mask). The mask can be up to 31
bits long.

Example

Purpose

This example demonstrates how to set up three OS900s to be managed via the Out-of-band
Ethernet Interface (MGT ETH) of just one OS900. This is done by bridging the Inband VLAN
Interface to the Out-of-band Ethernet Interface.

Network
NMS Inband VLAN Interface vif10
Bridge br1 Inband VLAN Interface vif10
IP192.168.1.1/24 IP192 1681, 224
0S900 0S900
Out-of-Band
Interface
(MGT ETH)
Bricge br
0S900
Inband VLAN Interface vif10
P 192166813524

Figure 20: OS900s to be Managed via one Out-of-band Ethernet Interface

Configuration

MRV OptiSwitch 910 version 2 1 4

0S910 login: admin

Password:

Last login: Sat Jan 1 00:47:51 2000 on ttySO

ATTENTION: LOGOUT timeout is set to 13 min.
0S910> enable
05910# configure terminal
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05910 (config) # access-list extended brl
05910 (config-access-1list) # rule 10
05910 (config-rule) # action trap-to-cpu

0S910 (config-rule) # exit

0S910 (config-access-1list)# exit
05910 (config) # interface bridge brl
0S910 (config-brl)# ip 192.168.1.1/24
0S910 (config-brl) # management

05910 (config-brl) # exit
05910 (config) # interface out-of-band ethO
05910 (config-ethO) # bridge brl

08910 (config-ethO) # exit

05910 (config) # interface vlan viflo0
08910 (config-vifl0)# tag 10

08910 (config-vifl0) # ports 3
Interface is activated.

0S910 (config-vifl0) # bridge brl

05910 (config-vifl0) # access-group brl
0S910 (config-vif10) #

Setting up the Second OS900

MRV OptiSwitch 910 version 2_1 4

05910 login: admin

Password:

Last login: Sat Jan 1 00:47:51 2000 on ttySO

ATTENTION: LOGOUT timeout is set to 13 min.
05910> enable

05910# configure terminal

05910 (config) # interface vlan vifl0

0S910 (config-vifl0) # tag 10

0S910 (config-vifl0) # port 3

Interface is activated.

08910 (config-vifl0)# ip 192.168.1.2/24
05910 (config-vifl0) # management

0S910 (config-vifl0) #

Setting up the Third OS900

MRV OptiSwitch 910 version 2 1 4

05910 login: admin

Password:

Last login: Sat Jan 1 00:47:51 2000 on ttySO

ATTENTION: LOGOUT timeout is set to 13 min.
05910> enable

0S910# configure terminal

0S910 (config) # interface vlan viflO

0S910 (config-vifl0)# tag 10

08910 (config-vifl0) # port 3

Interface is activated.

0S910 (config-vifl0)# ip 192.168.1.3/24
0S910 (config-vifl0) # management

05910 (config-vifl0) #
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Chapter 8: Multiple-instance
* Spanning-Tree Protocol (MSTP)

General

The newest spanning-tree protocol MSTP (IEEE 802.1s standard) is implemented in the OS900.
MSTP is backward compatible with the spanning-tree protocols STP (IEEE 802.1d standard) and
RSTP (IEEE 802.1w standard) so that the OS900 can be used in a network consisting of devices
operating in STP, RSTP, and MSTP.

Definition
MSTP allows for the creation of multiple MSTIs on a network with network inter-node links that can
be shared by any number of MSTls. An MSTI is a mechanism that creates traffic bridges between

devices on a network in the spanning-tree topology18 while permitting redundant links that it may
use as new bridges in the event of a change in the network’s topology.

Purposes
To:
1. Prevent collapse of communication over a network whose topology is changed
dynamically.

2. Address the needs of increasingly faster Ethernet networks with mission-critical
applications requiring fast convergence/recovery. (The convergence/recovery time
is 50 to 200ms, the specific time depending on the network).

3. Maximize traffic flow across a network by optimizing resource utilization (for e.g.,
by utilizing unused inter-node links).

4. Balance traffic flow across the network.

5. Improve fault tolerance by enabling traffic to flow unaffected in MSTIs even when
failure occurs in one or more of the other MSTIs.

6. To identify and exclude each port looped on itself, i.e., each port whose Tx output
is connected to its Rx input.

MSTIs

General

An MSTI consists of a grouping of VLANs. Up to 64 MSTIs can be created by the user. Each MSTI
has the functionality, capabilities, and advantages of RSTP. Traffic belonging to the VLANs of an
MSTI flow through the MSTI path, which is constructed by MSTP. Traffic streams of MSTIs flow
independently of one another. Accordingly, if, for example, a specific port is in the blocking state
for MSTI 1, and not for MSTI I, traffic with tags of I, will be blocked at the port while traffic with
tags of 1, will be forwarded at the same port.

Figure 21, below, shows three active MSTls on a network. The MSTI paths may be changed by
MSTP when a port is blocked for certain VLANs or when a link in the path is broken.

18 A tree topology ensures that only one path exists between any two endstations on the network. Closed loops are opened
and a redundant standby path is made available to traffic in the event that the primary (active) path is disrupted.
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Figure 21: MSTIs on a Physical Network

RSTP switches are able to process MSTP BPDUs as if they are RSTP BPDUs. Also, MSTP
switches are able to process RSTP BPDUs as if they are MSTP BPDUs. Accordingly, MSTP
switches send MSTP BPDUs to RSTP switches, and RSTP switches send RSTP BPDUs to MSTP
switches.

However, if an MSTP switch is connected to an STP switch, the MSTP switch sends STP BPDUs
to the STP switch.

Default MSTI

The default MSTl is called CIST (Common and Internal Spanning Tree). This MSTI is pre-
configured and cannot be deleted. All VLANSs that are not members of other MSTIs, are members
of CIST. Its ID is 0. When VLANSs are created, they are automatically included in the CIST. To
remove a VLAN from the CIST another MSTI must be created by the user, and the VLAN tag must
be moved to this MSTI.

In addition to its role as the default MSTI, CIST interconnects regions and single-instance
spanning-tree entities (such as STP and RSTP switches) relating to each region (described in the
section Regions, page 207) and STP/RSTP networks as a single virtual bridge.

MSTP uses CIST in creating a spanning tree path interconnecting MST regions and SST' entities.
In a network of regions and SST entities, each region or SST entity views another region or SST
entity that is directly connected to it as a single spanning-tree bridge. In a region, the SST entity
that directly connects to another region is the CIST regional root bridge. One of the CIST regional
root bridges is set by MSTP as the CIST root bridge.

19 5ST is STP or RSTP.
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Figure 22: CIST (Default MSTI) on a Physical Network

Regions
A region is a set of interconnected switches all of which have the same values for the following
MST parameters:

o Name of the MST region

e Revision number of the current MST configuration (default 0)

o Digest, i.e., VLANs-to-MSTI mappings

Note
% A region may include one or more MSTIs as shown in Figure 23, page
202.

Each region is seen as a single bridge by other regions.

In configuring multiple regions, it must be noted that any MSTI in one
region is completely independent of any MSTI in another region — even
if the MSTIs have the same ID! That is, traffic in one region is directed
independently of traffic in another region.
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Figure 23: Regions on a Physical Network

Principle of Operation

Bridge Roles
In MSTP, a switch can have one of the following roles:
Root Bridge The bridge that is at the root of a logical tree-topology

interconnection of bridges created by the MSTP. The bridge that
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has the lowest bridge ID in the network is selected as the Root
Bridge.

Designated Bridge The bridge that can provide the best route to the Root Bridge.

Port Roles

In MSTP, a port (of a bridge) can have one of the following roles:

Root Port

Designated Port

Alternate Port

Backup Port

Disabled Port

The port via which the best route (having the lowest path-cost) is taken to
the Root Bridge. The Root Port can be in any of the following states:
Forwarding, Learning, or Discarding.

A port that internally sends/receives to/from the Root Port of the same
bridge. Several Designated Ports may exist in an active MSTP
configuration. The Designated Port can be in any of the following states:
Forwarding, Learning, or Discarding.

A port that serves as a standby to the Root Port. In discarding state, the
port to which it is linked is always Designated Port. Several Alternate
Ports may exist in an active MSTP configuration. The Alternate Port can
be only in the following state: Discarding.

A port that serves as a Backup to the Designated Port. The Backup Port
and Designated Port are connected to a device (e.g., hub) that provides
traffic sharing on a LAN media segment. The Backup Port can be only in
the following state: Discarding.

A port that does not participate in MSTP.

Physical and Active Topologies

Figure 24, below, shows a network of interconnected bridges (physical topology) participating in
MSTP. The active topology excludes the direct connection between bridge B and C and between
the Hub and Backup Port.

If any one of the four physical links interconnecting B, C, D, and E, fails MSTP will activate the
other three to maintain the requisite spanning-tree bridging topology.
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Figure 24: Network Running MSTP

Rules
The following rules apply to MSTP.

1.

rowbd

S ©oNo o

Up to 64 MSTIs can be created per region.
A port can be included in any number of MSTIs.
A VLAN can be included in only one MSTI.

Regions are automatically created if the values of the three region parameters
(specified in the section Regions, page 2017) are not identical on all the OS900s in
the network.

A region can include several MSTls.

Traffic in one region is directed independently of traffic in another region.
The ID of CIST (default MSTI) is 0 and cannot be changed.

A user-created MSTI may be assigned any ID in the range 1 to 64.

All VLANs assigned to the same instance will have the same active topology.

. A network including STP-activated or RSTP-activated switches (in addition to

MSTP-activated switches) must use CIST.
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Ports

Placing Restrictions

To place an MSTP-related restriction on specific ports of the OS900:
1. Enter spanning-tree mode (from configure terminal mode).

2. Invoke the command:
port PORTS-GROUP (admin-edge|auto-edge|non-stp|root-
restricted|tcn-restricted)
where,
PORTS-GROUP: Group of Ports to be configured.
admin-edge: adminEdge port(s).
An adminEdge configured port goes directly into the forwarding state upon link
establishment.
For a port participating in STP, AdminEdge =Y causes OperEdge =Y
immediately. However, the port starts Forwarding only if no BPDU is received
for a period of 2 seconds.
If a BPDU is received at any time after AdminEdge =Y, OperEdge = N and
the port stays in the non-edge mode unless link down/up is performed,
whereupon the port reverts to the state for which the whole description above
applies again.
A shortcoming of this method of operation is in the case the following
conditions apply: 1) OperEdge = N, 2) the port becomes a Designated port; 3)
no agreement is received in response to the proposal within 5 seconds. In this
case, the port will forward after a long delay; about 3 x Forward Delay time,
i.e., 45 seconds.

auto-edge: autoEdgePort, per IEEE Std. 802.1D-2004, 14.8.2.3.2.e

An auto-edge configured port goes directly into the forwarding state upon link
establishment.

For a port participating in STP, AdminEdge =Y causes OperEdge =Y
immediately and, unlike in the previous version, the port starts Forwarding
immediately. Accordingly, this setting should be used only if it is certain that
the port is connected only to an end station.

If it is not connected only to an end station, the port could start forwarding
while still in a physical loop with other STP ports, thereby possibly causing
broadcast storms.

In the present version, a new parameter, AutoEdgezo, has been made
available. Its purpose is to speed up recovery/convergence of STP bridging
that includes a Designated port for which OperEdge = N. As a designated
non-edge port, wanting to start forwarding, it sends a proposal flag. If it does
not receive an agreement within 5 seconds (2 seconds + migration time), and
AutoEdge =, it decides, that it is OperEdge = Y and starts forwarding
immediately. If AutoEdge = N, the delay in forwarding could be as much as 3 x
Forwarding Delay Time.

non-stp: Port(s) not to participate in MSTP

root-restricted:A Boolean value set by management. If TRUE causes
the Port not to be selected as Root Port for the CIST or any MSTI, even if it
has the best spanning tree priority vector. Such a Port will be selected as an
Alternate Port after the Root Port has been selected. This parameter should
be FALSE by default. If set, it can prevent full spanning tree connectivity. It is
set by the network administrator to prevent bridges external to a core region of
the network influencing the spanning tree active topology, for possibly the
reason that the bridges are not under the full control of the administrator.

20 According to the bridge-detection machine Draft 802.1D-2400.
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ten-restricted: A Boolean value set by management. If TRUE causes the
Port not to propagate received topology change notifications and topology
changes to other Ports, e.g., Topology Change Notifications (TCNs) and
Topology Changes (TCs). This parameter should be FALSE by default. If set it
can cause temporary loss of connectivity after changes in a spanning tree’s
active topology as a result of persistent incorrectly learnt station location
information. It is set by a network administrator to prevent bridges external to
a core region of the network causing address flushing in that region, possibly
because those bridges are not under the full control of the administrator or
MAC_Operational for the attached LANSs transitions frequently.

Removing Restrictions

To remove the administrator-imposed MSTP-related restriction on specific ports of the OS900:
1. Enter spanning-tree mode.

2. Invoke the command:
no port PORTS-GROUP (admin-edge|auto-edge|non-stp|root-
restricted|tcn-restricted)

BPDU Storm Guard

General

The storm guard is a mechanism used to notify and, optionally, isolate (disable) a port that
receives BPDUs at a rate that is in excess of the set limit. By default, this limit is 25 BPDUs per
second (for any port).

Custom

To set a new BPDU rate for ports:
1. Enter spanning-tree mode.
2. Invoke the command:
bpdu-storm-guard <0-1000> (inform|isolate)

<1-1000>: Range of rates (number of BPDUs per second) from which
one is to be selected. Default: 25 BPDUs per second.
inform: Notify which ports transmit BPDUs in excess of the set limit.
isolate: Notify which ports transmit BPDUs in excess of the set limit and
isolate (disable) them. (Default).

Default

To set the storm guard limit to the default value (25 BPDUs per second):
1. Enter spanning-tree mode.
2. Invoke the command:
no bpdu-storm-guard

Disabling

To disable the storm guard, i.e., to remove the limit on the rate for BPDUs:
1. Enter spanning-tree mode.
2. Invoke the command:
bpdu-storm-guard 0

To reconnect one or more ports isolated by the storm guard to the network, following the
procedure given in the section Reconnecting Isolated Ports, page 157:

206 URL: http://www.mrv.com August 2010



ML49175A, Rev. 09 Chapter 8: Multiple-instance Spanning-Tree Protocol (MSTP)

Applications
This section presents three typical MSTI applications in networks to show the scope of MSTP.
They are:

— Single MSTI

—  Multiple MSTls without Load Balancing

— Multiple MSTls with Load Balancing

Single MSTI

General

In this application, the default MSTI (C/ST) is used to interconnect the whole network. Only the
single command enable needs to be invoked to actively sustain the spanning tree topology for
the entire network.

Example

Figure 25, below, shows a network using CIST to interconnect OS900s. A network with a simple
topology has been intentionally selected to make it easier to understand the application. In one of
several possible active CIST configurations, port blocking prevents traffic flow on the link between

0S900 |C] and OS900 E' However, traffic can flow on all the other links. OS900 @ is shown as
the current CIST Root Bridge.

If any inter-node link (other than that between OS900 |C] and OS900 El ) fails, the port at OS900
changes its state from ‘blocking’ to ‘forwarding’ in order to rebridge all four nodes.

LEGEND

[ Port Block by CIST

Figure 25: CIST-configured Network

Configuration Procedure

To use CIST to interconnect the switches of a network, simply invoke the following command:
enable

Example

0S900> enable

0S900# configure terminal
05900 (config) # spanning-tree
0S900 (config-mstp) enable

August 2010 URL: http://www.mrv.com 207



0S900 Series User Manual L2+ ver. 2.1.6A, L3 ver. 3.1.4

The command enables MSTP, which prevents traffic flow between OS900 |C] and OS900 El A
spanning tree is configured on the network according to default values (e.g., bridge priority, port
pathcost, etc.). CIST is the only active MSTI and includes all VLANS.

Viewing
To view which ports are blocking and which are forwarding, invoke the command:
show spanning-tree port 1-2

To view which OS900 is the root bridge, invoke the command:

show spanning-tree instance 0

Note
By default, the port on the OS900 that has the longest distance to the
root is blocked.

Multiple MSTIs without Load Balancing

General

In this application, multiple MSTIs (each having several VLANSs) are applied to a network without
utilizing the traffic load balancing capability of multiple MSTIs.

Example

Figure 26, below, shows a network built with four OS900s:
05900 [o], 0s900 [B], 05900 [C], and 0s900 [O]-

On each 0OS900, four interfaces (VLANSs) are configured: vifl, vif2, vif3, and vif4.

vifl is assigned tag 110. vi£2 is assigned tag 120. vi£3 is assigned tag 130. vif4 is assigned
tag 140.

Two MSTIs are configured on each of the OS900s: 1 and 2.

MSTI 1 contains the interfaces vif1 and vif2, and serves as a pathway for traffic on these
interfaces. MSTI 2 contains the interfaces vi £3 and vif4, and serves as a pathway for traffic on
these interfaces.

By default, the OS900 with lowest MAC address is set as the root bridge by MSTP. Since the two
MSTIs 1 and 2 are configured on all the OS900s in the network, the OS900 with the lowest MAC
address is set as the common root bridge for the MSTIs. OS900 H is shown as the common root
bridge. In one of several possible active MSTI 1 or MSTI 2 configurations, the link between OS900
E and 0S900 @ is blocked for all traffic. As a result, both MSTI 1 and MSTI 2 traffic entering
0S900 IE is directed over the same link (between OS900 El and OS900 ).
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LEGEND

—_— VLAN vifl (tag 110) traffic, VLAN vif2 (tag 120) traffic
— VLAN vif3 (tag 130) traffic, VLAN vifd4 (tag 140) traffic
VLANSs vifl,vif2 mapped to MSTI 1
VLANs vif3,vif4 mapped to MSTI 2

Commen
Root Bridge
*_,_;—'—-""_

Port Discarding
vif3,vif4 traffic entering 0S900 [C]

Port Discarding
vif1,vif2 traffic entering 05900 [C]

Figure 26: Multiple-MSTI Network without Load Balancing

Configuration Procedure
The procedure for configuring multiple MSTIs on OS900s without traffic load balancing is
described using the network in Figure 26 as an example.

1. Create the interfaces (VLANS, i.e., vifl, vif2, vi£f3, and vif4) to be included
in MSTls using either of the following commands, once for each interface:

For Tag-based, Non-IP type interfaces®’
interface vlan IFNAME
where,
vlan: VLAN

IFNAME: Interface ID having the format vi£X, where X is a decimal number in
the range 1-4095

Example

0S900> enable
0S900# configure terminal

0S900 (config) # interface vlan vifl
0S900 (config-vifl) # ports 1

0S900 (config-vifl) # tag 110
Interface is activated.

0S900 (config-vifl)# exit

0S900 (config) # interface vlan vif2
0S900 (config-vif2) # ports 2

0S900 (config-vif2)# tag 120
Interface is activated.

0S900 (config-vif2)# exit

1A tag-based interface has a unique IEEE 802.1Q VLAN ID. A Non-IP type interface has no IP address.
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0S900 (config) # interface vlan vif3
0S900 (config-vif3) # ports 3

08900 (config-vif3)# tag 130
Interface is activated.

0S900 (config-vif3)# exit

0S900 (config) # interface vlan vif4
08900 (config-vifd)# ports 4

08900 (config-vif4d)# tag 140
Interface is activated.

08900 (config-vifd) #

2. Enter the spanning-tree mode using the command:
spanning-tree

Example

0S900 (config-vifd) # exit
0S900 (config) # spanning-tree
08900 (config-mstp) #

3. Create MSTIs using the command:
instance <0-64> vlan TAGS-LIST

where,
instance: MSTI
<0-64>: Range of valid MSTI IDs from which one ID is to be selected.
vlan: VLANSs are to be mapped to the MSTI.
TAGS-LIST: List of VLAN tags to be members of the specific MSTI.

Example

0S900 (config-mstp) # instance 1 vlan 110,120
0S900 (config-mstp) # instance 2 vlan 130,140
0S900 (config-mstp) #

(To delete the instance, invoke the command no instance <1-64> vlan TAGS-
LIST.)

4. Enable MSTP for the OS900 using the command:
enable

Example

0S900 (config-mstp) enable
08900 (config-mstp) #

5. Repeat Steps 1 to 4 above for each OS900.

Viewing

To view which ports are blocking and which are forwarding, invoke the command:
show spanning-tree port 1-2

To view which OS900 is the root bridge, invoke the commands:
show spanning-tree instance 1

show spanning-tree instance 2

Note

By default, the port on the OS900 that has the longest distance to the
root is blocked.
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Multiple MSTIs with Load Balancing

General

In this application, multiple MSTIs (each having several VLANSs) are applied to a network utilizing
the traffic load balancing capability of multiple MSTIs.

Example

Figure 27, below, shows a network built with four OS900s:
05900 [o], 0s900 [B], 0s900[c], and 0s900 [0}

On each 0OS900, four interfaces (VLANSs) are configured: vifl, vif2, vif3, and vif4.

vifl is assigned tag 110. vi£f2 is assigned tag 120. vi£3 is assigned tag 130. vif4 is assigned
tag 140.

Two MSTls are configured on each of the OS900s: 1 and 2.

MSTI 1 contains the interfaces vif1 and vif2, and serves as a pathway for traffic on these
interfaces. MSTI 2 contains the interfaces vif£3 and vif4, and serves as a pathway for traffic on
these interfaces.

Bridge priority is configured for each instance on the OS900s (using the command instance
INSTANCE_ID priority NUMBER inthe mode spanning-tree). The two OS900s with the
lowest bridge priority in each MSTI are set as the root bridge by MSTP. OS900 |B] is shown as the
root bridge in MSTI 1. OS900 El is shown as the root bridge in MSTI 2. In one of several possible
active MSTI 1 or MSTI 2 configurations, vi f1 and vi f2 traffic entering OS900 H is directed on
the link between OS900 H and OS900 |B] while vi£3 and vif4 traffic entering OS900 @ is
directed on the link between OS900 E and OS900 El Thatis, MSTI 1 and MSTI 2 traffic is
divided between links. Thus, load balancing of traffic entering OS900 E is achieved.

LEGEND

—_— VLAN vifl (tag 110) traffic, VLAN vif2 (tag 120) traffic
_ VLAN vif3 (tag 130) traffic, VLAN vif4 (tag 140) traffic
VLANS vifl,vif2 mapped to MSTI 1
VLANSs vif3,vifd mapped to MSTI 2

MSTI 1

£ M3TI 2
Root Bridge

Root Bridge

Port Discarding | Port Discarding
vif3,vif4 traffic entering 0S900 [C] 1,2 Vifi,vif2traffic entering 0S900 el

Figure 27: Multiple-MSTI Network with Load Balancing

Configuration Procedure

The procedure for configuring multiple MSTIs on OS900s with traffic load balancing is described
using the network in Figure 27 as an example.
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1. Create the interfaces (VLANSs, i.e., vifl, vif2, vif3, and vif4)to be included
in MSTls as follows, noting that the assignment of IP address is optional since it is
not required for MSTIs:

a. Invoke the commands: interface vlan vifl, ports 1, tag
110,and ip 20.30.30.34/24.

b. Invoke the commands: interface vlan vif2, ports 2, tag
120, and ip 60.10.10.10/24.

c. Invoke the commands: interface vlan vif3, ports 3, tag
130, and ip 70.30.30.34/24.

d. Invoke the commands: interface vlan vif2, ports 4, tag
140, and ip 80.30.30.34/24.

Example

0S900> enable
0S900# configure terminal

0S900 (config) # interface vlan vifl
08900 (config-vifl)# ports 1

08900 (config-vifl) # tag 110

Interface is activated.

0S900 (config-vif4)# ip 20.30.30.34/24
0S900 (config-vifl) # exit

0S900 (config) # interface vlan vif2
08900 (config-vif2) # ports 2

08900 (config-vif2)# tag 120

Interface is activated.

0S900 (config-vifd)# ip 60.10.10.10/24
0S900 (config-vif2)# exit

0S900 (config) # interface vlan vif3
0S900 (config-vif3) # ports 3

08900 (config-vif3)# tag 130

Interface is activated.

0S900 (config-vifd)# ip 70.30.30.34/24
0S900 (config-vif3)# exit

0S900 (config) # interface vlan vif4
08900 (config-vif4)# ports 4

08900 (config-vifd)# tag 140

Interface is activated.

0S900 (config-vif4)# ip 80.30.30.34/24
0S900 (config-vifd)#

2. Enter the spanning-tree mode using the command:
spanning-tree

Example

0S900 (config-vifd) # exit
0S900 (config) # spanning-tree
08900 (config-mstp) #

3. Create MSTIs using the command:
instance <0-64> vlan TAGS-LIST

where,
instance: MSTI
<0-64>: Range of valid MSTI IDs from which one ID is to be selected.
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vlan: VLANSs are to be mapped to the MSTI.
TAGS-LIST: List of VLAN tags to be members of the specific MSTI.

Example
0S900 (config-mstp) # instance 1 vlan 110,120
0S900 (config-mstp) # instance 2 vlan 130,140

0S900 (config-mstp) #

(To delete the instance, invoke the command no instance <1-64> vlan TAGS-
LIST.)
4. Set the bridge priority using the command:
instance <0-64> priority NUMBER
where,

instance: MSTI
<0-64> Range of valid MSTI IDs from which one ID is to be selected.
priority: Bridge priority of the OS900.
NUMBER: Value of the priority. Any value in the range <0-61440> may be
selected provided it is a multiple 4096.

Example

0S900 (config-mstp) # instance 1 priority 4096
accepted: dec=4096 or hex=0x1000
0S900 (config-mstp) #

Note
% For example, in Figure 27, page 211, to make OS900 |B] the root bridge
of MSTI 1, set its bridge priority to the lowest among the other OS900s

for MSTI 1.
To make OS900 El the root bridge of MSTI 2, set its bridge priority to
the lowest among the other OS900s for MSTI 2.

5. Enable MSTP for the OS900 using the command:
enable

Example

0S900 (config-mstp) enable
0S900 (config-mstp) #

6. Repeat Steps 1 to 5 above for each OS900.

Optional Configuration Parameters

Port Priority
To set the port priority, invoke the command:
instance <0-64> port PORTS-GROUP priority NUMBER
where,
instance: MSTI
<0-64>: Range of valid MSTI IDs from which one ID is to be selected.
port: Port configuration.
PORTS-GROUP: Group of Ports.
priority: Bridge priority of the OS900.
NUMBER: Value of the priority. Any value in the range <0-240> may be selected
provided it is a multiple 16.
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Example:

0S900 (config-mstp) # instance 1 port 1-3 priority 80
08900 (config-mstp) #

Port Path Cost

To set the port path cost??, invoke the command:
instance <0-64> port PORTS-GROUP path-cost NUMBER|auto

where,
instance: MSTI
<0-64>: Range of valid MSTI IDs from which one ID is to be selected.
port: Port configuration.
PORTS-GROUP: Group of Ports.
path-cost: Port path cost of the OS900.

NUMBER: Value of the priority. Any value in the range 1-200000000 may be
selected.

auto: Automatic setting of port path cost.

Example:

0S900 (config-mstp) # instance 1 port 1-3 path-cost 800000
0S900 (config-mstp) #

Region Name

A region name may be assigned to an MST either in alphanumeric or in hexadecimal format.
Assigning
Alphanumeric Format
To assign a region name in alphanumeric format to the MST, invoke the command:
name WORD

where,
WORD: MST region name in alphanumeric format

Hexadecimal Format
To assign a region name in hexadecimal format to the MST, invoke the command:
hex-name HEXWORD

where,
WORD: MST region name in hexadecimal format

Removing

Alphanumeric Format

To remove a region name in alphanumeric format of the MST, invoke the command:
no name [WORD]

where,
[WORD]: MST region name alphanumeric format

Hexadecimal Format

To remove a region name in hexadecimal format of the MST, invoke the command:
no hex-name [HEXWORD]

where,
[WORD]: MST region name alphanumeric format

= A port having a higher speed has a lower pathcost. Accordingly, as a rule, a port trunk (see Chapter 13: |IEEE
802.3ad Link Aggregation (LACP), page 273) has a lower pathcost than a single port.
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Revision

Assigning
To assign a revision number to the MST, invoke the command:
revision <0-65535>

where,
<0-65535>: MST revision number
Removing

To remove the revision number of the MST, invoke the command:
no revision

Forward Delay Time

Changing
The default time spent in the listening and learning state is 15 seconds.

To change this time, invoke the command:
forward-time <4-30>
where,
<4-30>: Listening and learning time in the range 4 to 30 seconds.

Default

To revert to the default listening and learning time (15 seconds), invoke the command:
no forward-time

Hello Time

Changing
The default time between each BPDU sent on a port is 2 seconds.

To change this time, invoke the command:
hello-time <1-10>
where,
<1-10>: Inter-BPDU time interval in the range 1 to 10 seconds.

Default

To revert to the default hello time (2 seconds), invoke the command:
no hello-time

Maximum Age

Changing

The default wait time for a bridge port before saving its configuration BPDU information is
20 seconds.

To change this time, invoke the command:
max-age <6-40>
where,
<6-40>: Wait time in the range 6 to 40 seconds.

Default

To revert to the default wait time (20 seconds), invoke the command:
no max-age
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Maximum Hops

The maximum number of hops in the region. The MSTI root bridge sends BPDUs with the hop
count set to the maximum value. When a bridge receives this BPDU, it decrements the hop count
by one in the BPDU and then forwards the BPDU. When a bridge receives a BPDU with a hop
count of zero, the bridge discards the BPDU.

Changing

The default maximum number of hops is 14.

To change this number, invoke the command:
max-hops <4-60>
where,
<6-40>: Maximum number of hops in the range 6 to 40 seconds.

Default

To revert to the default maximum number of hops (14), invoke the command:
no max-hops

Tagged BPDUs

Ingress
Flood or Drop

To cause ingress BPDUs with certain tags to be dropped or to be flooded to all member
ports of a VLAN, invoke the command:
tagged-bpdu-ports PORTS-GROUP rx TAG-LIST (drop|flood)
where,
PORTS-GROUP: Group of ports for which ingress BPDUs are to be dropped or
flooded to member ports of VLANSs to which they belong.
TAG-LIST: List of VLAN tags such that BPDUs possessing them are to be
dropped or flooded.
drop: Drop BPDUs.
flood: Flood BPDUs to all member ports of a VLAN.

Canceling
To cancel handling of BPDUs according to the Flood or Drop setting described in the
section above, invoke the command:
no tagged-bpdu-ports PORTS-GROUP rx TAG-LIST (drop|flood)
where,

PORTS-GROUP: Group of ports for which ingress BPDUs are to be dropped or
flooded.

TAG-LIST: List of VLAN tags such that BPDUs possessing them are to be
handled independently of the setting described in the section Flood or Drop.

drop: BPDUs that were set to be dropped.
flood: BPDUs that were set to be flooded.

Egress
Adding
To add a VLAN tag to egress BPDUs, invoke the command:
tagged-bpdu-ports PORTS-GROUP tx TAG
where,
PORTS-GROUP: Group of ports whose egress BPDUs are to be tagged.
TAG: VLAN tag to be assigned to egress BPDUs.
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Deleting

To delete the VLAN tag set to be added to egress BPDUs, invoke the command:

no tagged-bpdu-ports PORTS-GROUP tx TAG

where,

PORTS-GROUP: Group of ports whose egress BPDUs are to be tagged.
TAG: VLAN tag to be assigned to egress BPDUs.

Configuration Example

The following example shows how to configure the OS900s in the network of Figure 27 for traffic

load balancing.

0S900 E Configuration

MRV OptiSwitch 910 version d1734-22-09-05
0S900 login: admin
Password:

0S900> enable

0S5900# configure terminal

0S900 (config) # interface vlan ?
IFNAME Interface device-name as vif# (i.e vif3 )

0S900 (config) # interface vlan vifl

08900 (config-vifl) # ports 1

08900 (config-vifl) # tag 110

Interface is activated.

0S900 (config-vifl)# ip 20.30.30.35/24

05900 (config-vifl) # name Jojol

0S900 (config-vifl)# exit

0S900 (config) # interface vlan vif2
0S900 (config-vif2) # ports 2

08900 (config-vif2)# tag 120

Interface is activated.

08900 (config-vif2)# ip 60.10.10.11/24
05900 (config-vif2) # name Jojo2

0S900 (config-vif2)# exit

0S900 (config) # interface vlan vif3
08900 (config-vif3)# ports 3

08900 (config-vif3)# tag 130

Interface is activated.

0S900 (config-vif3)# ip 70.30.30.35/24
0S900 (config-vif3) # name Jojo3

0S900 (config-vif3)# exit

0S900 (config) # interface vlan vif4
0S900 (config-vif4) # ports 4

0S900 (config-vif4) # tag 140

Interface is activated.

0S900 (config-vifd)# ip 80.30.30.35/24
05900 (config-vif4)# name Jojo4d

0S900 (config-vifd) # exit

0S900 (config) # spanning-tree

05900 (config-mstp) # instance 1 priority 16384
accepted: dec=4096 or hex=0x1000

05900 (config-mstp) # instance 2 priority 20480
accepted: dec=8192 or hex=0x2000

05900 (config-mstp) # instance 1 port 1 priority 64
05900 (config-mstp) # instance 1 port 2 priority 80
0S900 (config-mstp) # instance 1 port 1-4 path-cost auto
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0S900 (config-mstp) # instance 2 port 1-4 path-cost auto
0S900 (config-mstp) # enable
0S900 (config-mstp) #

0S900 |B] Configuration

MRV OptiSwitch 910 version d1734-22-09-05
0S900 login: admin
Password:

05900> enable

05900# configure terminal

08900 (config) # interface vlan ?
IFNAME 1Interface device-name as vif# (i.e vif3 )

0S900 (config) # interface vlan vifl

0S900 (config-vifl)# ports 1

08900 (config-vifl) # tag 110

Interface is activated.

0S900 (config-vifl)# ip 20.30.30.34/24

05900 (config-vifl) # name Zorrol

0S900 (config-vifl) # exit

05900 (config) # interface vlan vif2
0S900 (config-vif2)# ports 2

0S900 (config-vif2)# tag 120

Interface is activated.

0S900 (config-vif2)# ip 60.10.10.10/24
0S900 (config-vif2) # name Zorro2

0S900 (config-vif2) # exit

05900 (config) # interface vlan vif3
0S900 (config-vif3)# ports 3

0S900 (config-vif3)# tag 130

Interface is activated.

0S900 (config-vif3)# ip 70.30.30.34/24
0S900 (config-vif3)# name Zorro3

05900 (config-vif3) # exit

0S900 (config) # interface vlan vif4
0S900 (config-vif4)# ports 4

08900 (config-vif4)# tag 140

Interface is activated.

0S900 (config-vifd)# ip 80.30.30.34/24
085900 (config-vif4) # name Zorro4d

0S900 (config-vif4) # exit

0S900 (config) # spanning-tree
0S900 (config-mstp) # instance 1 priority 4096
accepted: dec=4096 or hex=0x1000
0S900 (config-mstp) # instance 2 priority 8192
accepted: dec=8192 or hex=0x2000
05900 (config-mstp) # instance 1 port 1 priority 16
05900 (config-mstp) # instance 1 port 2 priority 32
0S900 (config-mstp) # instance 1 port 1-4 path-cost auto
0S900 (config-mstp) # instance 2 port 1-4 path-cost auto
( )
( )

enable

#
#
0S900 (config-mstp) #
#

05900 (config-mstp

05900 [c] Configuration

MRV OptiSwitch 910 version d1734-22-09-05
0S900 login: admin
Password:
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0S900> enable

0S900# configure terminal

0S900 (config) # interface vlan ?
IFNAME Interface device-name as vif# (i.e vif3 )

0S900 (config) # interface vlan vifl

0S900 (config-vifl)# ports 1

08900 (config-vifl) # tag 110

Interface is activated.

0S900 (config-vifl)# ip 20.30.30.33/24

05900 (config-vifl) # name Lupol

0S900 (config-vifl) # exit

0S900 (config) # interface vlan vif2
08900 (config-vif2) # ports 2

08900 (config-vif2)# tag 120
Interface is activated.

0S900 (config-vif2)# ip 60.10.10.9/24
05900 (config-vif2) # name Lupo2

0S900 (config-vif2)# exit

0S900 (config) # interface vlan vif3
0S900 (config-vif3) # ports 3

08900 (config-vif3)# tag 130

Interface is activated.

08900 (config-vif3)# ip 70.30.30.33/24
0S900 (config-vif3)# name Lupo3

0S900 (config-vif3)# exit

0S900 (config) # interface vlan vif4
08900 (config-vif4)# ports 4

08900 (config-vif4d) # tag 140

Interface is activated.

0S900 (config-vif4) # ip 80.30.30.33/24
05900 (config-vif4) # name Lupo4

0S900 (config-vif4d) # exit

05900 (config) # spanning-tree

05900 (config-mstp) # instance 1 priority 20480
accepted: dec=4096 or hex=0x1000

05900 (config-mstp) # instance 2 priority 24576
accepted: dec=8192 or hex=0x2000

05900 (config-mstp) # instance 1 port 1-3 priority 80
0S900 (config-mstp) # instance 1 port 4 priority 96
0S900 (config-mstp) # instance 1 port 1-4 path-cost auto
0S900 (config-mstp) # instance 2 port 1-4 path-cost auto
0S900 (config-mstp) # enable

08900 (config-mstp) #

0S900 El Configuration

MRV OptiSwitch 910 version d1734-22-09-05
0S900 login: admin
Password:

0S900> enable
05900# configure terminal
0S900 (config) # interface vlan ?
IFNAME Interface device-name as vif# (i.e vif3 )
0S900 (config) # interface vlan vifl
0S900 (config-vifl) # ports 1
08900 (config-vifl) # tag 110
Interface is activated.
0S900 (config-vifl)# ip 20.30.30.33/24
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05900 (config-vifl) # name Lupol
0S900 (config-vifl) # exit

0S900 (config) # interface vlan vif2
08900 (config-vif2)# ports 2

0S900 (config-vif2)# tag 120
Interface is activated.

0S900 (config-vif2)# ip 60.10.10.9/24
0S900 (config-vif2) # name Lupo2

0S900 (config-vif2) # exit

05900 (config) # interface vlan vif3
0S900 (config-vif3) # ports 3

08900 (config-vif3)# tag 130

Interface is activated.

0S900 (config-vif3)# ip 70.30.30.33/24
05900 (config-vif3) # name Lupo3

0S900 (config-vif3) # exit

05900 (config) # interface vlan vif4
0S900 (config-vif4)# ports 4

0S900 (config-vif4d)# tag 140

Interface is activated.

05900 (config-vif4) # ip 80.30.30.33/24
0S900 (config-vif4)# name Lupo4

0S900 (config-vif4) # exit

05900 (config) # spanning-tree

0S900 (config-mstp) # instance 1 priority 8192
accepted: dec=4096 or hex=0x1000

0S900 (config-mstp) # instance 2 priority 4096
accepted: dec=8192 or hex=0x2000

0S900 (config-mstp) # instance 1 port 1-3 priority 16
05900 (config-mstp) # instance 1 port 4 priority 32
05900 (config-mstp

( )

( ) # instance 1 port 1-4 path-cost auto
05900 (config-mstp)

( )

( )

instance 2 port 1-4 path-cost auto

enable

#
#
0S900 (config-mstp) #
#

0S900 (config-mstp

Viewing Spanning-Tree State

To display information on the ports participating in a specific MSTI, invoke the command:
show spanning-tree instance <0-64>

where,
<0-64>: Range of valid MSTI IDs from which one ID is to be selected.
Example
0S900 (config-mstp) # show spanning-tree instance 1
Instance: id=1 name='MSTil'
Ports:
Tags: 999
BridgeId: 1001-000£fbd0005b2 Bridge Priority: 4096 (0x1000)
Designated Root: 1001-000£fb